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1 Overview
This document describes instructions for installing the security update against the

WannaCrypt* (ransomware) worm to the Windows XP Professional OS built in the
MD1230B/MP1590B.

*WannaCrypt is also known as WannaCry, WannaCryptor or Wery.
Windows XP Professional must be updated to Windows XP Service Pack 3 (SP3)
before installing this WannaCrypt security update. This document also describes the

SP3 installation.

If MD1230B/MP1590B is already infected by WannaCrypt, contact the Anritsu sales
office for how to initialize MD1230B/MP1590B to the condition at factory shipment.
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3 Instructions
3.1 Preparing
1. Equipment needed for installation

The following equipment is needed for installing the update.
+ Internet-connected PC

+ USB flash memory that can be mounted on both MD1230B/MP1590B and PC
desktops.
The USB flash memory must not have any security management function.

* Mouse and keyboard for operating MD1230B/MP1590B.

Note:
Scan and confirm that the PC and USB flash memory are not infected by any

malware.

2.  Backing-up important files
We recommend creating a backup of important data* to external storage such
as USB flash memory to guard against data loss problems when installing the
update.
* Configuration files, analysis results, and other important files.

Note:
Anritsu will not be held liable for loss of data on the storage device in
MD1230B/MP1590B.




3.2 Obtaining Update
Download the correct update from Microsoft’s homepage.
Use an Internet-connected PC to download the update.

This section describes the PC operation for downloading.

Note:
DO NOT connect the MD1230B/MP1590B directly to the Internet to download

the update.

1.  Access the following page and download the Windows XP SP3 update.

http://lwww.catalog.update.microsoft.com/Home.aspx

Input KB936929 in the following box and click “Search”.

S
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Microsoft Update Catalog D

FAQ | 'help

2. At the displayed catalog page, click “Download”.

Yy

MicrosoftUpcite Ctalog o

FAQ"] help

Search results for "KB936929"

Updates: 1 - 1of 1 {page 1 of 1) <5 Previous | Next =
Title Products Classification Last Updated | Version | Size ‘
Windews XP Service Pack 3 (KB926920) Windows XP Service Packs 5/19/2009 nfa 3164me Download |

3. At the displayed download screen, click the file under English and save it to the
PC.
Copy the file to USB flash memory.

Download
Download Updates

Windows XP Service Pack 3 (KB936929)

English
windowsxp-kb936929-5p3-x86-enu_cB1472fTeeeaZecad21e116cddc03e2300ebfded.exe
Swedish
windowsxp-kb936029-sp3-x86-sve_13cSecca22e12224934a1faal1%0ee34db3995ae.exe

Korean
windowsxp-kb936929-sp3-x86-kor_Bca7eB62bfc2742ad%4c584f0b0cdSad4bT00ae.exe

Tealian


http://www.catalog.update.microsoft.com/Home.aspx

4.  Access the following page and download the Windows XP update against
WannaCrypt.

http://www.catalog.update.microsoft.com/Home.aspx

Input KB4012598 in the following box and click “Search”.

Microsoft'Update Catalog

FAQ | help

5. At the displayed catalog page, click “Download” for “Security Update for
Windows XP SP3 (KB4012598) Windows XP”.

MicrosoftUpdie Catalog oo o)

FAQ] help
Search results for "KB4012598"
Updates: 1 - 13 of 13 (page L of 1) & Previous | Next -
Title Products Classification. | Last Updated | Version | Size ‘
Security Update for Windows & (<B4012598) Windows § Security Updates 5/13/2017 n/a 872 K6 Download
I Security Update for Windouws XP SP3 (KB4012598) Windows XP Security Updates  5/13/2017 n/a 665 K8 Download D
Security Update for Windows Vista (KB4012598) Windows Vista Security Updates  3/12/2017 n/a 12MB jownioad
Security Update for Windouws Server 2008 (KB4012508) Windows Server 2008 Security Updates  3/12/2017 n/a 12M8 Download
Security Update for Windows Server 2003 for w64-based Systems (KE4012598)  Windows Server 2003, Windowis Server 2003, Datacenter Edition  Security Updates 5/13/2017 na ssike Download
Security Update for Windows & for x64-based Systems (KB4012598) Windows 8 Security Updates 5/13/2017 na s84 ke Download
Security Update for Windows XP SP3 for XPe (KB4012598) Windows XP Embedded Security Updates 5/13/2017 na 665 K2 Download
Security Update for Windows Server 2003 (KB4012598) Windows Server 2003 Windows Server 2003, Datacenter Edition  Securiy Updates 5/13/2017 a 6828 Downioad
Security Update for Windows XP SP2 for x64-based Systems (KB4012598) Windows XP x64 Edition Security Updates 5/13/2017 a ss1ke Downioad
Security Update for Windows Vista for x64-based Systems (KB4012508) Windows Vista Security Updates 3/12/2017 a 13M8 Downioad
Security Update for Windows Server 2008 for Itsnium-based Systems (KB4012538)  Windows Server 2008 Security Updates 3/12/2017 a 12M8 Downioad
Security Update for Windows Server 2008 for x64-based Systems (KBA0I2598)  Windows Server 2008 Security Updates 3/12/2017 a 13M8 Downioad
Securty Update for WESD3 and POSReady 2009 (KB4012598) Windows XP Embedded Security Updates 3/12/2017 nia 565 k8 Downioad

6. At the displayed download screen, click the file under English and save it to the

PC.
Copy the file to USB flash memory.

Download
Download Updates

Security Update for Windows XP SP3 (KB4012598)

English
windowsxp-kb4012598-x86-custom-enu_eceb7d5023bbb23c0dc633e46b9c2f14fabeeddd.exe

French
windowsxp-kb4012598-x86-custom-fra_eb47689656¢58ab374521babb9bdcal7304d87f5.exe
Russian
windowsxp-kb4012598-x86-custom-rus_84397f0eeeabb8b975c0c2cf9aaf0e231250077.exe


http://www.catalog.update.microsoft.com/Home.aspx

3.3 Preparing for Installation
1.  After boot-up, move to “Selector” screen and click “Close application” button at
the top right.

This instruction is same for MP1590B and MD1230B.

_
Welcome to MP 15903

Select an application. .- ,
i S e ’ ‘ |

Main application




3.4 Installing Update in MD1230B/MP1590B
Quit all applications installed in the MD1230B/MP1590B by the customer.

Before installing the update, Windows XP Service Pack 3 (SP3) must be
installed. This takes 2 hours.

Note:
At least 2 GB of free space is required to install SP3 in the hard drive of the
MD1230B/MP1590B.

The available free space can be confirmed as follows.
Double-click “My Computer”, right-click the C drive and select “Properties”.

1. Copy the two update files downloaded as described in section 3.2 “Obtaining
Update” to USB flash memory and then plug this memory into the
MD1230B/MP1590B USB port.

2. Quit all applications running on the MD1230B/MP1590B.

3. Copy the two files to the desktop of MD1230B/MP1590B.
After copying, unmount the USB flash memory from the desktop.

Note:
Unmount the USB flash memory by clicking the USB Eject icon on the taskbar
at the bottom right of the screen and then remove the USB flash memory from
the USB port.

4. Install the SP3 update.

Double-click the copied
windowsxp-kb936929-sp3-x86-enu_c81472f7eecealecad21e116cd4c03e2300ebfd
e4d.exe file.

The SP3 update program will launch. Follow the displayed instructions

to continue the SP3 installation.

Note:

The SP3 Installation Wizard cannot be cancelled when installing SP3.
DO NOT shut down or reboot the MD1230B/MP1590B during the SP3

installation.

5. After installation completes, restart Windows.

If the installer does not appear, restart Windows from the Start menu.



i

6. If the following screen is displayed, select “Not right now”.

' 4 Windows
Help protect your PC

™

:/ # Help protect my PC by turning on Automatic Updates now

% *® Not right now

o FRarmatien e ¢ olicied I Can be aed t MS Py e 0 Cont Bt pe
Fewre et M rLtdaws A KOs Miter

Note:
If "Help protect my PC by turning on Automatic Updates now" is selected,

automatic Windows Update is enabled and other updates may be installed
automatically.

Anritsu does not warrant operations of MD1230B/MP1590B if "Help protect my
PC by turning on Automatic Updates now" is selected.

7. Perform the same instructions described at 3.3 “Preparing for Installation”.
8. Install the security update.

Double-click the copied
windowsxp-kb4012598-x86-custom-enu_eceb7d5023bbb23c0dc633e46b9c2f14fa
6ee9dd.exe file.

The update program will launch. Follow the displayed instructions to continue

installation.

9. After installation completes, restart Windows.
If the installer does not appear, restart Windows from the Start menu.
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3.5 Confirming Update after Installation
Confirm the installation of Windows XP SP3 and the update.
1.  Click “Start” and select “Control Panel”.

2. Select “Add or Remove Programs”.

3.  Check “Show Updates” at the top and confirm the presence of “Windows XP
Service Pack 3” and “Security Update for Windows XP (KB4012598)” as follows.

¥ Add or Remove Programs e .dgl.l‘]
o
5§ sort by [Name -]

Change or
ARG L] MXB843510A Size  24.40MB &

Programs i3 nr-488.2 1.70 Size  33.04MB

Currently installed programs and updates:

-, 4 PDF24 Creator 7.7.0 Size  46.73MB

e

Add New &2, PrimoPDF Size  12.70MB

Programs ﬁl 3
S3Display
ﬁl 53Gammaz
S3Info2
Add/Remove g
Windows StartStopSelect Size 0.23MB
Components
o Synergy Size 2.27MB
(4% & Twister and Utiities Sie  0.12M8
SER TN | VD VNG Free Edition 4.1.1 Size  1.57MB
Access and S
Defaults %, Windows Media Connect Size  8.48MB

&¥ Windows XP - Software Updates

(®) windows Media Format Runtime
Wil

' Security Update for Windows %P (KB4012598

Installed On  5/19/2017

§5) windows XP Service Pack 3

——

(9 WinPcap 4.1.1 Size  0.25MB
Wl wireshark 1.3.1 Size  68.41MB

4. Delete the update files.
When the installation is confirmed, the copied files are not needed. Delete
them from the desktop.
Other Notes
m Contact
For questions about these instructions, update installation failures or unclear points,
contact your Anritsu Service Center or Sales office.
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