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1 Overview
This document describes instructions for installing the security update against the

WannaCrypt* (ransomware) worm to the Windows Embedded standard 2009
(WES2009) OS built in the MD1260A.

*WannaCrypt is also known as WannaCry, WannaCryptor or Wery.

If MD1260A is already infected by WannaCrypt, contact the Anritsu sales office for
how to initialize MD1260A to the condition at factory shipment.
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Instructions
3.1 Preparing
1. Equipment needed for installation

The following equipment is needed for installing the update.
+ Internet-connected PC

+ USB flash memory that can be mounted on both MD1260A and PC desktops.
The USB flash memory must not have any security management function.

* Mouse and keyboard for operating MD1260A.

Note:
Scan and confirm that the PC and USB flash memory are not infected by any

malware.
2. Backing-up important files

We recommend creating a backup of important data* to external storage such as
USB flash memory to guard against data loss problems when installing the
update.

* Analysis results, configuration files, and other important files.

Note:

Anritsu will not be held liable for loss of data on the storage device in
MD1260A.

3.2 Obtaining Update
Download the correct update from Microsoft’s homepage.

Use an Internet-connected PC to download the update.

This section describes the PC operation for downloading.

Note:
DO NOT connect the MD1260A directly to the Internet to download the
update.

1.  Access the following page and download the update for WES2009 against
WannaCrypt.

http://www.catalog.update.microsoft.com/Home.aspx

Input KB4012598 in the following box and click “Search”.


http://www.catalog.update.microsoft.com/Home.aspx

Microsoft*Update Catalog

FAQ | help

)

2. At the displayed catalog page, click “Download” for “Security Update for WES09
and POSReady 2009 (KB4012598) Windows XP Embedded”.

e
Microsoft'lUpdate Catalog
Search results for "KB4012598"
Updates: 1 - 13 of 13 (page 1 of 1) = Previous | Next =
Title Products Classfication | Last Updated | Version | Size
Secunty Update for Windows 8 (KB4012536) Windows 8 Security Updates 5/13/2017 na 8728 - Downioad
Security Update for Windows XP SP3 (KB4012598) Windows XP Security Updates 5/13/2017 na 665 K8 ~ Downioad
Security Update for Windows Vista (KB4012596) Windows Vista Security Updates  3/12/2017 na 12M8 Downioad
Security Update for Windows Server 2008 (K84012596) Windows Server 2008 Security Updates  3/12/2017 s 12M8 - Downioad
Security Update for Windows Server 2003 for x64-based Systems (KB4012598) Windows Seever 2003 Windows Server 2003, Datacenter Edition  Security Updates  5/13/2017 na 951 K8  Downioad
Security Update for Windows 8 for x64-based Systems (KB4012598) Windows 8 Security Updates 5/13/2017 wa 984 K8 Downioad
Security Update for Windows XP SP3 for XPe (KBA012598} Windows XP Embedded Security Updates  5/13/2017 wa 665 K8 ~ Downioad
Secunty Update for Windows Server 2003 (KB4012598) Windows Server 2003 Windows Server 2003, Datacenter Edition  Security Updates §/13/2017 wa 682 KB - Downicad
Securnity Update for Windows XP SP2 for x64-based Systems (KB4012598) Windows XP x64 Edition Security Updates 5/13/2017 nfa 951 K8 Downioad
Security Update for Windows Vista for x64-based Systems (K84012598) Windows Vista Security Updates  3/12/2017 na 13m8 Downioad
Security Update for Windows Server 2008 for ltanium-based Systems (KB4012598) Windows Server 2008 Security Updates 3/12/2017 s 2me - ‘Download
Security Update for Windows Server 2008 for x64-based Systems (KB4012598) Windows Server 2008 Security U 3/12/2017 na 13M8 __Downioad
r Security Update for WESO9 and POSReady 2009 (KB84012598) Windows XP Embedded Security Updates 3/12/2017 na 665 X8 k Downioad

3. At the Download screen, click the file name and save the file to the PC.
Copy the file to USB flash memory.

Download
Download Updates

Security Update for WES09 and POSReady 2009 (KB4012598)

English
windowsxp-kb4012598-x86-

bedded.

5b83cb6f0e41119387580e30.exe

.9515¢11bc77e3

Hebrew

windowsxp-kb4012598-x86-embedded-heb_8064c93bbbf8eab37d1fe538345300b46c3ff115.exe

German

S 3012555 10 bt
p-kb4012

_8704f2262204954807d4be2a7bb21cae2bc802df exe
Danish



3.3 Preparing for Installation
After boot-up, move to “Select an Application” screen and click “Close application”
button at the top right.

/A'MD1260A Control Software

X
Version 3.02} '
» Welcome to MD1260A

Select an application.
N :

3.4 Installing Update in MD1260A
Quit all applications installed in the MD1260A by the customer.

1.

Copy the update downloaded as described section 3.2 “Obtaining Update” to
USB flash memory and then plug this memory into the MD1260A USB port.

Quit all applications running on the MD1260A.

Copy the file to the desktop of MD1260A.
After copying, unmount the USB flash memory from the desktop.

Note:

Unmount the USB flash memory by clicking the USB Eject icon on the taskbar
at the bottom right of the screen and then remove the USB flash memory from

the USB port.

Install the update.

Double-click the copied file.
The update program will launch. Follow the displayed instructions
to continue installation.

After installation completes, restart Windows.

If the installer does not appear, restart Windows from the Start menu.



3.5 Confirming Update after Installation
Confirm the installation of the update.
1.  Click “Start” and select “Control Panel”.

2. Select “Add or Remove Programs”.

3.  Check “Show Updates” at the top and confirm the presence of “Security Update
for Windows XP (KB4012598)” as follows.

® Add or Remove Programs - O Z
E."-,‘f Currently installed programs and updates: Sortby: Name l]
Chenge or #® NET Framework WCS Installed On  1/25/2010 [4]
Programs 15 NET Framework WPF 3 x86 Installed On  1/25/2010
.%. ¥ NET Framework WEF 2 x86 Installed On  1/25/2010
Add.New ¥ NET Framework XPS Installed On 1/25/2010
Programs 15 NET Framework WCF Installed On  1/25/2010
. 18 NET Framework WPF 3 Installed On  1/25/2010
Addgmm 18 Microsoft NET Framework 3.5 Size  25.03VB
Windows ¥ Microsoft Visual C++ 2005 Redistributable Size  S.21MB
Components g ierosoft Visual C++ 2008 Redistributable - x86 9.0.21022 Size  6.68MB
B PC1 GW-US54GXS 54Mbps WLAN LSB Adapter Size  5.83MB
18 Quarhus 11 9.1 Programmer and SignalTap 11 Size 823.00MB
& Rational Purify Size  78.88MB
15 REALTEK GHE & FE Ethernet PCI-E NIC Driver Size  0.79VB
8 Realtek High Definition Audio Driver Size  48.32vB
@ Ruby-186-26 Size  144.00M8
& Tera Term 4.64 Size 5.50MB
¥ Ultravine Size  S.10MB
& Windows XP - Software Updates
2 Windows Imag] Installed On  1/25/2010
& Security Update for Windows XP (KB4012598) > Installed On 5/19/2017
@ Wirbcap 4.1.1 Size  0.23vB
B wireshark 1.2.7 Size  76.84MB [ |

4. Delete the update file.
When the installation is confirmed, the copied file is not needed. Delete it from
the desktop.

4  Other Notes
m Contact
For questions about these instructions, update installation failures or unclear points,
contact your Anritsu Service Center or Sales office.




