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1 Overview

o0 Installation Instructions o

This do cument describes instructions for installing the security update against the
WannaCry pt* (ransomware ) worm to the Windows XP Professional or Windows
Embedded Standard 7 (WES7) OS builtinthe MP1800A.

*WannaCrypt is also known as WannaCry, WannaCryptor or Wcry.

Windows XP Professional must be updated to Windows XP Service Pack 3 (SP3)
before installing this WannaCrypt security update. This document also describes the
SP3 installation.

If MP1800A is already infected by WannaCrypt, contact the Anritsu sales office for
how to initialize  MP1800A to the condition at factory shipment.

2 Instruction Stages

3.1

3.2

3.3

3.4

3.5

3.6

L (=TT 11 o o P PO PRT PP PR 2
.

Confirming Windows Version of MP1800A ..o, 3
.

Obtaining UPAte ........ooiiiiiiiiiii e 6
.

Preparing for INStallation — ..........coooiiiiii 9
.

Installing Update in MPL800A  .....ooiiiiiiiee e 9
.

Confirming Update after Installation  ........cccoocoiiiiiii 12



3

Instructions
3.1 Preparing
1. Equipment needed for installation
The following e quipment is needed for install ing the update .

A Internet -connected PC

AUSB flash memory that can be mounted on both MP1800A and PC desktops.
The USB flash memory must not have any security management function.

AMouse and keyboard for operating MP1800A .

Note:
Scan and confirm that the PC and USB flash memory are not infected by any
malware .

2.  Backing -up i mportant files
We recommend creating a backup of important data* to external storage such
as USB flash memory to guard against data loss problem s when installing the
update.
* User-defined pattern file , analysis result s, configuration file s, and other
important files.

Note:
Anritsu _will not be held liable for loss of data on the storage device in

MP1800A.



3.2 Confirming Windows Version of MP1800A
Confir m the build version of the Windows OS in the MP1800A.

A Windows XP Professional
A Windows Embedded Standard 7 (WES?7) (32-bit)

1. QuitMX180000A application by attheitapkighhg OEXI T6
Quit Selector windows by clicking X button at the top right.
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Select an application.
Main application is stated automaticallyin 15 Seconds.

Main application




2.

Confirm it is running Windows XP or not:

Select Windows Start menu B

Control Panel B Performance & Maintenance b System.

ontrol Panel
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ESE

ﬂ ontrol Panel

O Switch to Classic ¥iew

See Also

& windows Update
@) Help and Support

3 Other Control Panel
Options

Pick a category

Printers and Other

Appearance and Themes Hardware

Network and Internet

. User Accounts
Connections

Date, Time, Language, and

Add or Remove Programs Regional Options

Sounds, Speech, and Audio

Dewinen Accessibility Options

Performance and
Maintenance

Security Center
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Pick a task...

P See basic information about your computer
Adjust visual effects

Free up space on your hard disk

Back up your data

Rearrange items on your hard disk to make programs run faster
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3.

Confirm it is running Windows WES7 or not :

Select Windows Start menu B Control Panel b System & Security B System.

2%l Control Panel

©])

< [ - control Panel -

Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

view network status and tasks
Choose homegroup and sharing

User Accounts and Family

Safety

f@a‘-\dd or remove user accounts

'@Set up parental controls for any
user

Appearance and

options

Hardware and Sound Adjust screen resolution

View devices and printers

Add a device Clock, Language, and Region
Change keyboards or other input
methods

Programs

Change display language

| Personalization
> Change the theme
Change desktop background
L i

Uninstall a program

Ease of Access
Let Windows suggest settings
Optimize visual display

System and Securi ystem

Cantrol Panel Home View basic information about your computer

) Device Manager Windows edition

EI Remote settings Windows Embedded Standard

) System protection Copyright © 2010 Microsoft Corporation. Al rights reserved.

) Advanced system settngs Senies Pack 1
System
Rating: System rating is not available
Processor: Intel(R) Atom(TM) CPUN4SS @ 1.66GHz 1.67 GHz
Installed memory (RAM): 1.006G8
System type: '32-hit Operating System
pen and Touch: No Pen or Touch Input s available for this Display

Computer name, domain, and workgroup setting:

Computer name: MP1300A [ychange settings
Full computer name: MP1300A
alsa Computer description:
Action Center Workgroup: WORKGROUP

Windows Update Windows activation

Performance Information and

Windows is activated
Tools

Product ID: 55041-001-5451006-75130

Change product key



3.3 Obtaining Update
Download the correctupdate f r om Mi crosoftds homepage.
Use an Internet -connected PC to download the update.

This section describes the PC operation for downloading .

Note:
DO NOT connect the MP1800A directly to the Internet to download the

update.

Yy If the MP1800A is running Windows XP Professional
1.  Access the following page and download the Windows XP SP3 update .

http://www.catalog.update.microsoft.com/Home .aspx

Input KB936 929 in the followingbox and cl i ck O0Searcho.

w

"i ey
-

#

Microsoft Update Catelog D

FAQ | help

2. At the displayed catalog page,c| i ck o Dawnl oad

=T k|
MicrosoftUpdte Catalog o

FAQ"] help

Search results for "KB936929"

Updates: 1 - 1 of 1 (page 1 of 1) < Previous | Next =
Title Products Classification Last Updated | Version | Size ‘
Windows XP Service Pack 3 (KB926929) Windows XP Service Packs 5/19/2009 n/a 3164M8 (T Downioad

3. Atthe displayed download screen , click the file under English and save it to the
PC.
Copy the file to USB flash memory.

Download
Download Updates

Windows XP Service Pack 3 (KB936929)

English
windowsxp-kb936929-5p3-x86-enu_cB1472f7eeealecad21ell6cddc03e2300ebided.exe

Swedish
windowsxp-kb936029-sp3-x86-sve_13cSecca22e12224934a1faal1%0ee34db3995ae.exe

Korean
windowsxp-kb936929-sp3-x86-kor_Bca7eB62bfc2742ad%4c584f0b0cdSad4bT00ae.exe

Tealian


http://www.catalog.update.microsoft.com/Home.aspx

4.

5.

WannaCrypt .

http://www.catalog.update.microsoft.com/Home.aspx

Access the following page and download the Windows XP update against

Input KB4012598 in the followingbox and c¢l i ck o0Searcho.

Microsoft'Update Catalog

FAQ | help

Windows XP SP3 (KB4012598) Wi

ndows

At the displayed catalog page,cl i ck O DofwmiISeazdd i ty

KB4012598 Search L’

Updat e
XP6.

oo el

FAQ"] help

Search results for "KB4012598"

Updates: 1 - 12 of 13 (page 1 of 1)

<5 Previous | Next

6.

Title Products Classification | Last Updated Version | Size ‘
Security Update for Windows 8 (KB4012588) Windows 8 Security Updates 5/13/2017 n/a 8728 Download
I Security Update for Windows XP SP3 (KB4012508) Windows XP Security Updates  5/13/2017 n/a 665 K8 Download D

Security Update for Windows Vista (KB4012598) Windows Vista Security Updates  3/12/2017 n/a TIM8 Gwnioad
Security Update for Windows Server 2008 (KB4012598) Windows Server 2008 Security Updates  3/12/2017 n/a 12M8 Download
Security Update for Windows Server 2003 for x64-based Systems (KB4012598) Windows Server 2003,Windows Server 2003, Datacenter Edition  Security Updates  5/13/2017 n/a 951KB Download
Security Update for Windows 8 for x64-based Systems (KB4012598) Windows 8 Security Updates  5/13/2017 n/a 984 K8 Download
Security Update for Windows XP SP3 for XPe (KB4012598) Windows XP Embedded Security Updates  5/13/2017 n/a 665 KB Download
Security Update for Windows Server 2003 (KB4012598) Windows Server 2003 Windows Server 2003, Datacenter Edition  Security Updates  5/13/2017 n/a 682 KB Download
Security Update for Windows XP SP2 for x64-based Systems (KB4012598) Windows XP x64 Edition Security Updates  5/13/2017 n/a 951 K8 Download
Security Update for Windows Vista for x64-based Systems (KB4012598) Windows Vista Security Updates  3/12/2017 n/a 13M8 Download
Security Update for Windows Server 2008 for Itanium-based Systems (KB4012598)  Windows Server 2008 Security Updates  3/12/2017 n/a 12M8 Downioad
Security Update for Windows Server 2008 for x64-based Systems (KB4012598) Windows Server 2008 Security Updates  3/12/2017 n/a 13M8 Downioad
Security Update for WES09 and POSReady 2009 (KB4012598) Windows XP Embedded Security Updates  3/12/2017 n/a 665 KB Downioad

PC.
Copy the file to USB flash memory.

Download
Download Updates

Security Update for Windows XP SP3 (KB4012598)

English
windowsxp-kb4012598-x86-custom-enu_eceb7d5023bbb23c0dc633e46b9c2f14fabeeddd.exe

French
windowsxp-kb4012598-x86-custom-fra_eb47689656¢58ab374521babbObdcal7304d87f5.exe
Russian
windowsxp-kb4012598-x86-custom-rus_84397f0eeeabb8b975c0c2cf9aaf0e231250077.exe

At the displayed download screen, click the file  under English and save it to the

f

O 1


http://www.catalog.update.microsoft.com/Home.aspx

Yy If th e MP1800A is running Windows Embedded Standard 7 (WES7) (32 -bit)
Access the following page and download the update for WES7 against

1.

2.

WannaCrypt.

http://www.catalog.update.microsoft.com/Home.aspx

I nput KB4012212 in the

Microsoft'Update Catalog

FAQ |’help

f ol

oOWwWi

ng box

At the displayed Marcha&019 $ecuptn@nly Qualityl Update
for Windows Embedded Standard 7 (KB4012212) Windows Embedded

Standard 7 6 .

Microsoft'Update Catalog

0 Search results for “KB4012212°

Updates: 1 - € of 6 (page 1 0f 1) i Previous | Next
| Products Classhication Lait Updated | Wersion | Sae |
2017 Security Only Quality Update for Windows 7 for x64-based Systems (K84012212) Windows 7 Security Updates  3/28/2017 nfa 332me Doraricad
Security Only Quality Update for Windows 7 (K84012212) ‘Windows 7 Security Updates  3/28/2017 nfa 18.8 MB Dorarioad
I Secunty Only Guality Update for Windows Embedded Standard 7 (KB4012212) Windows Embedded Standard 7 Security Updates  3/28/2017 nfa 18.8 MB Doaricad >
Secunty Only Quaity Update for Windows Embeded Standard 7 for w64 based Systems (RB4012212) Windows Embeaded Sndad 7 Securily Updates  HIB/2017 na T2 ME ;
Security Only Guality Update for Windows Server 2008 R2 for x64-based Systems (KB4012212) Windows Server 2008 R2 Security Updates  3/28/2017 nfa 332me Dowricad
March, 2017 Security Only Quality Update for Windows Server 2008 R2 for Itanium-based Systems (KB4012212) Windows Server 2008 R2 Security Updates  3/28/2017 nfa 345Mm8 Doaricad

3.

At the Download screen, click the file name and save the file to the PC.

Copy the file to USB flash memory.

Download
Download Updates

March, 2017 Security Only Quality Update for Wind Embedded 5

1 7 (KB4012212)

windowsb.1-kb4012212-x86_6bb04d3971bb58aedbacdd 219716981291 4df3f.msu

0


http://www.catalog.update.microsoft.com/Home.aspx

3.4 Preparing for Installation
1.  Quit MX180000A application and Selector.

2. Quit all MX18xxxA if they are running.
3. Display the icons on the desktop.

The installation can be done using icons on the Windows desktop.
But, MP1800A does not display the icons as default of factory shipment.
Display icons by the following instructions.

XP: Right -click the desktop. M ove cursor to ¢Arrange Icons By 6and click dShow
Desktop Icons &

WES?7: Right -click the desktop. M ove cursor to dview éand click dShow Desktop
Iconsa

3.5 Installing Update in MP1800A
Quit all applications installed in the MP1800A by the customer.

Yy If the MP1800A is running Windows XP Professional
Before installing the update, Windows XP Service Pack 3 (SP3) must be
installed . This takes 2 hours.

Note:
Atleast 2 GB of free space is required to install SP3 in the hard drive of the
MP1800A.
The available free space can be confirmed as follows.
Double<c | i ck 6 My Comgickthe€Cédririvghand select OPrc

1. Copy the two update files downloaded as described in section 3.3 dObtain ing
Update 6to USB flash memory and then plug this memory into the  MP1800A
USB port.

2.  Copy the two files to the desktop of MP1800A .
After copying, unmount the USB flash memory from the desktop .

Note:
Unmount the USB flash memory by clicking the USB Eject icon on the taskbar
at the bottom right of the screen and then remove the USB flash memory from
the USB port.




3. Install the SP3 update .

Double-click the copied

windowsxp -kb936929-sp3-x86-enu_c81472f7eeea2ecad21el116cd4c03e2300ebfd
ed.exefile.

The SP3 update program will launch . Follow the displayed instruction s

to continue the SP3 installation.

Note:
The SP3 Installation Wizard cannot be cancelled when in __stalling SP3.
DO NOT shut down or reboot the MP1800A during the SP3 installation

4.  Afterinstallation completes, restart Windows.
If the installer does not appear, restart Windows from the Start menu

5. I'f the following screen is displayed,

- - ~
¢ Windows

Help protect your PC

o FRarmation e Colcied I Cun be saed t MavSfy e 0 Cond 3] poe
Flewie et e C10dows DaAaM Ko M.

A

Note:
If "Help protect my PC by turning on Automatic Update s now" is selected,
automatic Windows Update is enabled and other updates may be inst _ alled

automatically.

Anritsu does not warrant operations of MP1800A if "Help protect my PC by
turning on Automatic Updates now" is selected

10
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Install the Security Update.

Double-click the copied

windowsxp -kb4012598-x86-custom-enu_eceb7d5023bbb23c0dc633e46b9c2fl4fa
6ee9dd.exefile.

The update program will launch . Follow the displayed instruction sto continue
installation.

After installation completes, restart Windows.
If the installer does not appear, restart Windows from the Start menu

Yy If the MP1800A is running Windows Embedded Standard 7 (WES7) ( 32-bit)

1.

Copy the update downloaded as described section 3.3 dObtain ing Update 6to
USB flash memory and then plug this memory into  the MP1800A USB port.

Quit all applications running in the MP1800A. Double  -click oMy Computer 6on
the desktop.

Copy the update to the desktop of MP1800A.
After copying, unmount the USB flash memory from the desktop .

Note:

Unmount the USB flash memory by clicking the USB Eject icon on the taskbar
at the bottom right of the screen and then remove the USB flash memory from

the USB port.

Install the update. This takes about 20 minutes.

Double-click the copied file.
The update program will launch . Follow the displayed instruction s
to continue installation.

After installation completes, restart Windows.
If the installer does not appear, restart Windows from the Start menu

11



3.6 Confirming Update after Installation

1.

Launch MP1800A application. At boot up, the  MP1800A automatically
launches.

After MP1800A launches, confirm the characters and figures are correctly
displayed on the screen and testing can be performed correctly.

Yy If the MP1800A is running Windows XP Professional
Confirm the installation of Wind ows XP SP3 and the update.

1. Click oStarté and select o0Control Panel 6.
2. Select 0Add or Remove Programso.
3. Check 0Sh o watlthptdmandecenfrm the presenceof o Wi ndows XP
Service Pack 306 and 0Secur(iKiBy 0U R scbtlByHf o r
_lox
Currently installed programs and updates: | : |m|-ﬂe vI
Change or ATIOTT ST CVare - -
Remave Z3AME ‘l
Programs V4] mx1800144 100G EPON Application Software Size  23.50MB
] 11815004 Jitter Noise Tolerance Test Software Size  6.60MB
V4 11830004 High-Speed Serial Data Test Software Size  2.50MB
W National Instruments Software Size  2.86MB
§5/ n1-4s8.2 1.70 Size  32.46MB
V4] Won-linear PAM4 Control Software Size  1.54MB
5! Quartus 11 7.25p2 Programmer and SignalTap 11 Size 245.00MB
§5) s3pisplay
5! s3Gammaz
Set Program  JFG ESIUTEH
Access and .
Defaults i1l Tera Term 4.94 Size  12.74MB
ﬁTwisteramlLRities Size  0.12MB
5! V154 Shared Components
A Windows XP - Software Updates
A windows Imaging Component Installed On  11/9/2016
= ¥ Security Update for Windows XP (KB4012598 Installed On 57222017
B viiows 0 Sercspais—>
§5) il 1SE 8.1i Size S77.00MB ]

Delete the update file s.

When the installation is confirmed, the copied files are not needed. Delete
them from the desktop.

Revert the configuration to that before the update installation

Right -click the desktop. Move to QArrange Icons By6 and uncheck d&Show
Desktop Icons 6

12
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Yy If the MP1800A is running Windows Embedded Standard 7 (WES7) (32-bit)
Confirm the installation of the update.

1. Click oStart 6onthe Wi ndows taskbar and sel ect oContro

2. Sel ect 0Vi awp dianisetsadisplayatl items when selecting
OProgramséo6.

3. Confirm the presence of KB4012212 as follow s.

& Installed Updates

0( )v |ﬁ + Control Panel = Programs = Programs and Features = Installed Updates

Control Panel Home Uninstall an update

Uninstall a pragram To uninstall an update, select it from the list and then click Uninstall or Change,

'5' Turn Windows features on or off
Organize +  Uninstall B

Mame |v| Program |v| Version |v| Publisher |v| I.. ~ |v|
Microsoft Windows (293)

Security Update For Mic t Windows Microsoft Corparation S/15/2017

[WTHatfi For Microsoft windows Fosoft Windows Microsoft Corooration glz0lz014

4, Delete the update file.
When the installation is confirmed, the copied file is not needed. Delete it from
the desktop.

5. Revert the configura tion to that before the update installation.
Right -click the desktop. Move to @Arrange Icons By 6 and uncheck oShow
Desktop Icons 6

4  Other Notes
Yy Contact
For questions about th eseinstruction s, update installation failure s or unclear points,
contact your Anritsu Service Center or Sales office.
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