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1 Overview
This document describes instructions for installing the security update against the
WannaCrypt* (ransomware) worm to the Windows Embedded standard 2009
(WES2009) OS built in the MS9740A.

*WannaCrypt is also known as WannaCry, WannaCryptor or Wery.

If MS9740A is already infected by WannaCrypt, contact the Anritsu sales office for
how to initialize MS9740A to the condition at factory shipment.
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3 Instructions
3.1 Preparing
1. Equipment needed for installation

The following equipment is needed for installing the update.
* Internet-connected PC

* USB flash memory that can be mounted on both MS9740A and PC desktops.
The USB flash memory must not have any security management function.

* Mouse for operating MS9740A.

Note:

Scan and confirm that the PC and USB flash memory are not infected by any
malware.

2. Backing-up important files
We recommend creating a backup of important data* to external storage such
as USB flash memory to guard against data loss problems when installing the
update.
* Waveform data, configuration files, and graphic files.

Note:

Anritsu will not be held liable for loss of data on the storage device in
MS9740A.



3.2 Obtaining Update
Download the correct update from Microsoft’s homepage.
Use an Internet-connected PC to download the update.

This section describes the PC operation for downloading.

Note:
DO NOT connect the MS9740A directly to the Internet to download the
update.

1.  Access the following page and download the update for WES2009 against
WannaCrypt.

http://www.catalog.update.microsoft.com/Home.aspx

Input KB4012598 in the following box and click “Search”.

-

MicrosoftUpdste Caalog

FAQ | help

2. At the displayed catalog page, click “Download” for “Security Update for WES09
and POSReady 2009 (KB4012598) Windows XP Embedded”.

MicrosaftUpdate Catalog owaoe o]

FAQ"] help

N Scarch ressits for “HB4012595"

Updaes: 1- 13 of 13 (pace 1 ¢f 1) = Previows | Next =
Title | Producss Classiication | Last Updated | Varsion | size
Security Updte for Wisdows 8 (KB4012594) Windous 8 Securty Updates  S/13/2017 s 87248 Downicad
Security Update for Wisdows XP 5P3 [KB4012598) Windows XP Securty Updates 5/13/2017 nis 665 kB Dewnicad
Security Update for Windows Vista (KB401259E) Windows Vista Securty Updates  3712/2017 na 12me Lewnicad
Security Update for Wisdows Server 2008 [KBAIL25%) Windows Sewver J008 Securty Updates 3127017 s 12M8 Uswnican
Security Upaite for Wisdows Serer 2003 for x04-baied Systers (KBAOLIS9E] Windows Senver 2003, Windows Server 2003, Diacetter fition  Securly Upaates  5(13/2017 nia 951 KB Ovmniv
Seourity Update for Wiskoms 8 for a64-based Spters (KE4012598) Windows 8 Security Updates  513/2017 nia 984 KB Downicad
Sevumity Upndate fox Wisdrs XP 5P3 ke XFe (KBI012596) Windus XP Eribedded Souwity Updates 1372017 wia 665 KB Dewnicad
Secunty Update fer Wisdans Server 2003 (KBA012658) Windows Server 2003, Mindows Jerver 2003, Detacester Edition  Securty Updates 57132017 s 882 KB Dewnicad
Security Update for Wisdows XP SP2 for »64-baced Systervs (KBAD1IS08) Windaus ¥P 4 Idition Securty Updates 5/13/2017 nn 951 KB Downicad
Security Lipdte for Windous Vista for x5d baced Systems (KBAN 2508) Windous Virts Securty Updates  2112/2017 s 13m8 Dawnicad
Security Update for Windows Server 2008 for Itaniur-bassd Systers (KBSD1259E)  Windaws Senear 2008 Securty Updates 311272017 nia 12M8 Downicad
Security Updite for Windows Server 008 for x6-baed Seaterss (KRA01I508! Windows Sener 008 Securty Updates 311272017 7Y 1.3 MB Downicad

r Security Update for WESQS and POSReady 2009 (KBAD12538) Windows XP Embedded Securty Updates 371272017 s 565 KB k Dewnicad




3. At the Download screen, click the file name and save the file to the PC.
Copy the file to USB flash memory.

Download
Downicad Updates

Security Update for WES09 and POSReady 2009 (KB4012598)

English
wing p-kb4012598-486-embedded-enu_9515¢11bc77e39695b83cb6f0e41 11938758030 2x2
Hebrew
windowsxp-kb4012598-xB6-embed heb_8064 37d1fe538345300b46c3ff115.exe
German

windowsxp-kb40125%8-x86-embedded-deu_8704122622045954807d4be2aTbb2 1 canbcB02d axe

Danish



3.3 Preparing for Installation
1. Connect a mouse to MS9740A. Press the power button to boot MS9740A.

2. When MS9740A application launches, minimize the application window to
show the desktop.

Right-click the taskbar and choose Task Manager to launch it.

Toolbars

Cascadeindows
ﬁl'g'.'\»\:-'indnws_ Harfzartally.
e Aindaws Yertically
Shaw the Deskhop

ﬁétartl J _.\Op'tical Spectrum Analyzer |

3. Select “Processes” tab on the Task Manager and
choose "BootLoaderService.exe”. Move the cursor to it, right-click and select
“End Process Tree”.

Applcations  Processes | performance | Networking | Users |

Image hlame | User ame | cpu| MemUsage =
taskmgr . exe Administrator 01 K
=
an 2,528k
0o 3,128K
a0 4,996 K
] 3,188K
i) 12,568 K
p 0o 18,672 K
swchost.exe SYSTEM aa 14,312K
swchost.exe LOCAL SERVICE oo 3,960 K
swchost.exe NETWORK SERVICE 00 4,696 K —
OsafppPlatform.exe  Administrator 1] 5,468 K
svchost.exe SYSTEM 00 5,244 K
lsass.exe SYSTEM oo 1,136 K
Services.exe SYSTEM ] 3,436 K
wirdogon.exe SYSTEM i) 2,912k _
ava SWETEM nn 4 N7a V.
T i

I™ show processes from all users End Process |

4. At the following dialog box, click “Yes”. Confirm “Optical Spectrum Analyzer”
icon | Eopaspeanmandzer s not displayed on the taskbar.

3|
y\ This peration il atempt ta terminate s process and any.
A m e

Are you sure you wish to conkinue?

e > |




3.4 Installing Update in MS9740A
Quit all applications installed in the MS9740A by the customer.

1. Copy the update downloaded as described section 3.2 “Obtaining Update” to
USB flash memory and then plug this memory into the MS9740A USB port.
2. Quit all applications running on MS9740A.
3. Copy the file to the desktop of MS9740A.
After copying, unmount the USB flash memory from the desktop.

Note:
Unmount the USB flash memory by clicking the USB Eject icon on the taskbar

at the bottom right of the screen and then remove the USB flash memory from
the USB port.

4.  Install the update.

Double-click the copied file.
The update program will launch. Follow the displayed instructions

to continue installation.

After the installation, click “Finish” to complete this installation.

Software Update Installation Wizard

Completing the Security Update
for Windows XP (KB4012598)
Installation Wizard

“You have successfiully completed the KB 4012538
Selup ‘wizard

To close this wizard, chck Finish

T e 1>

5. Restart Windows after the installation.
If the installer does not appear, restart Windows from the Start menu.



3.5 Confirming Update after Installation
Confirm the installation of the update.
1.  Click “Start” and select “Control Panel”.

2. Select “Add or Remove Programs”.

3. Check “Show Updates” at the top and confirm the presence of “Security Update
for Windows XP (KB4012598)” as follows.

S Add or Remove Programs

Change or

Currently installed programs and updates:

il | 5] Intel(R) Graphics Media Accelerator Driver
e To change this program o remove it from your computer, cick ChangeRemove. Changefremove |
?& 5! Optical Spectrum Analyzer Software Bootloader Package Size 27.80MB
LS | 8) optical Spectrum Analyzer Software Package See  2.38MB
§5) REALTEK GbE & FE Ethernet PCI-E NIC Driver Sze  0,79MB

S8 Realtek Hi
Add{Remave
Wirdows Windows ¥P - Software Updates

Companents #* Security Update for Windows XP (KB4012598
T ——

Instafled On S/19/2017

4. Delete the update file.

When the installation is confirmed, the copied file is not needed. Delete it from
the desktop.

Other Notes

m Contact

For questions about these instructions, update installation failures or unclear points,
contact your Anritsu Service Center or Sales office.
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