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What is Wi-SUN Protocol Monitor? 

 This software analyzes the contents of the communications handled by 

two communications modules to perform and confirm communications 

using the correct protocols.  
The GFSK wireless signals (IEEE 802.15.4g/e) between communicating 

devices are captured as I/Q data using the signal analyzer digitize function and 

data analysis is performed by this software. 

 Data analysis displays the PHY analysis results, the MAC analysis 

results, the RF signal waveform amplitude, Tx timing and Tx power 

based on the IQ data. 

 The analysis results are converted to a file format that can be read by 

WireShark (*1) and saved for later detailed analysis using the 

WireShark function. 
 

*1: Wireshark is an open source network protocol analyzer commonly used worldwide. 

This software is a powerful tool for “Troubleshooting Communications 

Problems by Checking the Status of Communications between Devices” 

 Analyzing device communications for R&D 

 Checking interoperability between multiple devices 



Slide 3 

MX705110A-E-L-1 

What is Wi-SUN Protocol Monitor? 

No error correction worries because internal 

error auto-corrected by amplitude/phase 

correction circuit at waveform capture using 

digitize function 

Wireless signals between devices recorded 

as IQ data (digitize file) by signal analyzer 

for analysis on PC. 
*Can transfer file as shared folder with PC or 

Using USB memory 
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Product Configuration Product Configuration 

Model Name Explanation 

MX705110A Wi-SUN Protocol Monitor  Software for timing and frame analysis of IQ data 

■ Protocol Monitor  

■ Measuring Instrument 

 

     MS269xA or MS2830A (Signal Analyzer) can be used. 

 

     [ Conditions for use ] 

    

     ■ MS269xA 

       Require the latest firmware of MS269xA.(V5.05.01 or newer) 

 

     ■ MS2830A 

       Analysis Bandwidth 10MHz (or more) is necessary. 

       Require the latest firmware of MS2830A.(V5.05.01 or newer) 
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Model Name Remarks 

MS2830A Signal Analyzer Main Frame V5.05.01 or newer 

MS2830A-040 

  or MS2830A-041 

  or MS2830A-043 

3.6GHz Signal Analyzer 

6 GHz Signal Analyzer 

13.5GHz Signal Analyzer 

MS2830A-006 10 MHz Analysis Bandwidth 

Model Name Remarks 

MS2690A 

  or MS2691A 

  or MS2692A 

Signal Analyzer V5.05.01 or newer 

[ Configuration examples ] 

■ MS269xA 

■ MS2830A 

Product Configuration 
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Functions and Features (1/11) 

Simple Start Screen  

Loads Digitize Data 

 Saves analysis 

results file 

 Saves as Wireshark 

file format (PCAP file) 

Stops Processing 

Selects Protocol for 

Monitoring (50 kbps,100 

kbps, 200 kbps) 

Selects Monitoring Rate 
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Functions and Features (2/11) 

Displays 

demodulation 

results for each 

burst 

Switch between 

LSB/MSB First 

Displays 

Time vs. 

Amplitude 

graph 

Displays Tx 

timing for 

each burst 

Displays MAC 

frame analysis 

results 

Switch 

between 

LSB/MSB 

First 

Displays 

Tx power 

Brings all key data together on one screen! 

Protocol Monitor Screen  
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Display IEEE802.15.4g PHY Layer Analysis Results 

Functions and Features (3/11) 

Improves debugging 

efficiency by reverse 

displaying data bit rows 
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Display IEEE802.15.4g MAC Layer Analysis Results 

Functions and Features (4/11) 

Improved debugging efficiency by 

reverse displaying Data bit rows 
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Display Example: SHR (Synchronization header) and PHR (PHY header) 

Functions and Features (5/11) 

Errors are 

emphasized in 

red for easy 

recognition at a 

glance. 
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Display RF Signal Amplitude 

Functions and Features (6/11) 

Can select display interval from any of 1 m[sec], 

10 m [sec],  100 m [sec], 1 [sec] 

Easy Frame 

type 

identification 

by color 

coding 

Frame 

number 

(Ex: F6 is 

Beacon and 

F8 is Data) 
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Display Tx Timing  

Functions and Features (7/11) 

Displays burst lengths and intervals 

in time units for confirmation 
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Display Tx Power 

Functions and Features (8/11) 

Displays average power 

numerically to confirm 

randomness 
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Frame Display Analysis using Wireshark Dissector Function 

Functions and Features (9/11) 

(1) 

(2) 

(3) 

(4) 

(5) 

*When requiring detailed analysis of PHR (PHY header) and PSDU, can 

create PCAP format file for analysis by Wireshark. 

Refer to next 

page for 

explanation 

of screen 

items (1) ~ 

(5) 
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Screen Composition List 

Functions and Features (10/11) 

No. 
Part Name 

(Wireshark) 
Function  Name Outline 

(1) Menu Bar Menu Supports access to each function 

(2) Dialog Bar Dialog Menu 
Supports setting procedures for some 

functions such as display filters 

(3) Packet List Pane 
Times Series 

Display 

Pane for displaying Rx Frames as consecutive 

time series in row units 

Can switch sorting order 

(4) Packet Details Pane 
Detailed Decode 

Display 

Pane for displaying details of Frames selected 

in (3) as hierarchical tree 

Can separate from screen as modeless 

dialog* (Item (5) can also be separated.) 

(5) Packet Bytes Pane Graph Display 

Pane for displaying data dump for Frames 

selected in (3). When tree node selected at (4), 

reverse displays corresponding protocol field. 

(Not reverse displayed when filter not set at 

field).  

Like (4) and (3), can be separated as mode-

less dialog＊ 

*No effect on selection condition of (3) after separation 
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Wireshark Packet Detail Pane (4) 

Functions and Features (11/11) 

Displays detailed 

analysis results for 

packet to be 

confirmed 

Uses versatile 

range of Wireshark 

functions 

(Ex: Sorting for 

each filter, category, 

etc., in descending 

order) 
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Operating Environment/Related 

Recommendations 

 Operating Environment 

Item Explanation 
CPU x86 32 bit 1 GHz or better 

OS Windows® 7 Professional SP1 32-bit 

Memory 4 GB min. recommended 

HDD Free Space 500 GB recommended 

Display 

Resolution 
1024 x 768 

Software Wireshark (Version 1.10.0 or newer recommended) 

 Related Recommendations 

No. Explanation 

1 

IEEE Std 802.15.4g™-2012 

Part 15.4: Low-Rate Wireless Personal Area Networks (LR-WPANs) 

Amendment 3: Physical Layer (PHY) Specifications for Low-Data-Rate, Wireless, Smart Metering 

Utility Networks 

2 

IEEE Std 802.15.4e™-2012 

Part 15.4: Low-Rate Wireless Personal Area Networks (LR-WPANs) 

Amendment 1: MAC sublayer 

3 Wi-SUN Alliance IEEE802.15.4g™ PHY Test Suite Specification Version 0.1 (TCWG) 
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Note 



• United States
Anritsu Company
1155 East Collins Blvd., Suite 100, Richardson,  
TX 75081, U.S.A.
Toll Free: 1-800-267-4878
Phone: +1-972-644-1777
Fax: +1-972-671-1877

• Canada
Anritsu Electronics Ltd.
700 Silver Seven Road, Suite 120, Kanata, 
Ontario K2V 1C3, Canada
Phone: +1-613-591-2003  
Fax: +1-613-591-1006

• Brazil
Anritsu Eletrônica Ltda.
Praça Amadeu Amaral, 27 - 1 Andar
01327-010 - Bela Vista - São Paulo - SP - Brazil
Phone: +55-11-3283-2511
Fax: +55-11-3288-6940  

• Mexico
Anritsu Company, S.A. de C.V.
Av. Ejército Nacional No. 579 Piso 9, Col. Granada
11520 México, D.F., México
Phone: +52-55-1101-2370
Fax: +52-55-5254-3147  

• United Kingdom
Anritsu EMEA Ltd.
200 Capability Green, Luton, Bedfordshire, LU1 3LU, U.K.
Phone: +44-1582-433200   
Fax: +44-1582-731303 

• France
Anritsu S.A.
12 avenue du Québec, Bâtiment Iris 1- Silic 612,
91140 VILLEBON SUR YVETTE, France
Phone: +33-1-60-92-15-50
Fax: +33-1-64-46-10-65

• Germany
Anritsu GmbH
Nemetschek Haus, Konrad-Zuse-Platz 1 
81829 München, Germany 
Phone: +49-89-442308-0 
Fax: +49-89-442308-55

• Italy
Anritsu S.r.l.
Via Elio Vittorini 129, 00144 Roma, Italy
Phone: +39-6-509-9711    
Fax: +39-6-502-2425    

• Sweden
Anritsu AB
Kistagången 20B, 164 40 KISTA, Sweden
Phone: +46-8-534-707-00    
Fax: +46-8-534-707-30

• Finland
Anritsu AB
Teknobulevardi 3-5, FI-01530 VANTAA, Finland
Phone: +358-20-741-8100
Fax: +358-20-741-8111

• Denmark
Anritsu A/S (Service Assurance)
Anritsu AB (Test & Measurement)
Kay Fiskers Plads 9, 2300 Copenhagen S, Denmark
Phone: +45-7211-2200
Fax: +45-7211-2210

• Russia
Anritsu EMEA Ltd. 
Representation Office in Russia
Tverskaya str. 16/2, bld. 1, 7th floor.
Russia, 125009, Moscow
Phone: +7-495-363-1694
Fax: +7-495-935-8962

• United Arab Emirates
Anritsu EMEA Ltd.
Dubai Liaison Office
P O Box 500413 - Dubai Internet City
Al Thuraya Building, Tower 1, Suit 701, 7th Floor
Dubai, United Arab Emirates
Phone: +971-4-3670352
Fax: +971-4-3688460

• India
Anritsu India Private Limited
2nd & 3rd Floor, #837/1, Binnamangla 1st Stage, 
Indiranagar, 100ft Road, Bangalore - 560038, India
Phone: +91-80-4058-1300
Fax: +91-80-4058-1301

• Singapore
Anritsu Pte. Ltd.
11 Chang Charn Road, #04-01, Shriro House
Singapore 159640
Phone: +65-6282-2400
Fax: +65-6282-2533 

• P.R. China (Shanghai)
Anritsu (China) Co., Ltd.
Room 2701-2705, Tower A,  
New Caohejing International Business Center
No. 391 Gui Ping Road Shanghai, 200233, P.R. China
Phone: +86-21-6237-0898
Fax: +86-21-6237-0899

• P.R. China (Hong Kong)
Anritsu Company Ltd.
Unit 1006-7, 10/F., Greenfield Tower, Concordia Plaza,
No. 1 Science Museum Road, Tsim Sha Tsui East, 
Kowloon, Hong Kong, P.R. China
Phone: +852-2301-4980
Fax: +852-2301-3545 

• Japan
Anritsu Corporation
8-5, Tamura-cho, Atsugi-shi, Kanagawa, 243-0016 Japan
Phone: +81-46-296-1221
Fax: +81-46-296-1238

• Korea
Anritsu Corporation, Ltd.
502, 5FL H-Square N B/D, 681
Sampyeong-dong, Bundang-gu, Seongnam-si, 
Gyeonggi-do, 463-400 Korea
Phone: +82-31-696-7750
Fax: +82-31-696-7751

• Australia
Anritsu Pty. Ltd.
Unit 21/270 Ferntree Gully Road, Notting Hill, 
Victoria 3168, Australia
Phone: +61-3-9558-8177
Fax: +61-3-9558-8255

• Taiwan
Anritsu Company Inc.
7F, No. 316, Sec. 1, NeiHu Rd., Taipei 114, Taiwan
Phone: +886-2-8751-1816
Fax: +886-2-8751-1817

Specifications are subject to change without notice.
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