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1 Introduction

spread of mobile phones soon saw the decline of the pocket
bell, which 50 years later is just a footnote in communica-

Communications and information are developing as the

tions history.

21st century’s leading-edge technology fields. In the broadcasting field, ultra-high-definition 4K and 8K television

The history of the cordless cell phone began with the an-

broadcasting has already started. In the communications

nouncement of the 1970 Osaka Expo. Conversations were

field, IoT (Internet of Things) network, which is a new net-

made wirelessly over distances of a few meters to a dedi-

work connecting all devices, Artificial Intelligence (AI),

cated leased line. In 1987, commercial analog cordless

self-driving automobiles, unmanned aerial drones, and 5G

phone services were rolled-out and were soon to be followed

mobile communications systems, etc., are developing. It

by the introduction of digital technology in the mid-1990s;

may be easy to visualize a future with 4K and 8K technolo-

LTE services started from 2012, bringing us to today’s 4G

gies and self-driving automobiles, but it can be hard to im-

services.

agine how IoT technologies will be connected to our daily

Until 4G, mobile phones evolved as devices for direct

lives. In broad terms, 5G is an extension of previous

person-to-person communications, but the advent of 5G

high-speed, large-capacity technologies, but it will also play

service is focused on key social functions using IoT commu-

a key role in supporting IoT and self-driving automobile

nications with various types of sensors, electrical and elec-

applications, while combination with AI will speed even

tronic equipment, self-driving automobiles, and more. With

more unforeseen developments.

the widespread deployment of IoT and the growth of person-to-machine and machine-to-machine communication,

2 Growth of Smartphones and Hopes for 5G

the number of terminals is expected to reach 50 billion units
in 10 or so years, finally reaching several trillion units.

The first pocket-bell mobile call systems started about 10
years before the appearance of car telephones; salaried

3 Expanding to Large-Scale IoT

workers felt like they were on 24-hour call from the office
and, despite the con-

Using IoT, various electronic and electrical equipment

venience, plenty of peo-

and sensors, etc., exchange information via an Internet

ple complained about

connection. Based on the characteristics of these devices

having no free time. It

and the volume of information, the following systems are

evolved from a simple

assumed:

caller to display num-

・ Large-scale systems with extremely large numbers of

bers, and it was popular

terminals

among many students

・ Systems for handling Big Data

to exchange messages by rhyming numbers, sometimes with

・ Ultra-stable systems requiring extreme reliability

up to 10 million participants at one time. However, the

Examination and commercialization of IoT is progressing in
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many fields. In the home, there are applications for door
locks,

healthcare,

building

management,

scheduling,

self-driving vehicles, home banking, home shopping, and
more. The man-machine interface will not be limited to
keyboard and touchscreen but will also use speech recognition and natural conversation; the home environment will
be matched with human feelings and conversational interactions. Home automation was a key research interest of
Professor Kotsukawa at Osaka University more than 20
years ago.

In addition, it is also necessary to push forward with

On the other hand, introduction of IoT to factories will

protection against attacks using large electromagnetic fields

help managers better understand operating conditions to

such as EMP weapons. In other words, we need solutions for

optimize production lines, and improve quality, stability,

Electro Magnetic Compatibility (EMC) problems because

and yield. Analysis of Big Data collected using IoT will help

disabled key infrastructure can only lead to nationwide

clarify cause and effect relationships that have been over-

disorder. The bright future foreseen with widespread in-

looked so far, helping to stabilize product quality and im-

troduction of IoT systems can become a problem and re-

prove production efficiency.

quires investigation of many matters.
With the increasing number of base stations serving mobile phones, the mobile-phone average output power in the
operating state is on the order of several mW. Regarding the
effect of these power levels on the human body, the results
of limited studies by several international cancer-related
organizations suggest some possible increased risk for one
type of brain cancer. The results of other epidemiological
studies are said to suggest slightly elevated risk of cancer,

4 Assuring Safety and Usability with EMC

but the future results of studies on the long-term use of

Current statistics just for the Internet show there are 2

mobile are still awaited. However, the power of radio waves

billion security threats each year. Wireless systems require

used by household IoT devices is very much lower than that

ever greater safety assurance against intentional hacks,

from mobile terminals; even if the number of terminals is n

attacks, and data leaks. Since most common wooden house

units, the increase in the field strength as a result of syn-

structures are not protected by electro-magnetic shielding,

ergistic effects between terminals is on the order of √n,

household information may leak outside unless counter-

which is not thought to be a problem.

measures are taken. Heightened security is even more im-

In addition to assuring safety, EMC technology is also

portant for key infrastructure. “Tempest” is the name of

critical to improving usability. EMC ensures that equipment

crime exfiltration of sensitive data by intercepting the very

and systems remain unaffected by radio interference from

low-level radio waves emitted from server and personal

other electronic equipment by specifying operational toler-

computer cables, monitors, etc. For example, electronic data

ances when receiving such interference. The EMC standard

leaks from power utilities, banks, government ministries,

is defined by the International Electrotechnical Commission

etc., can paralyze social infrastructure. In Europe and the

(IEC) and the Comité international spécial des perturba-

United States, vigorous R&D into a tempest shield is being

tions radioélectriques (CISPR). However, even if the televi-

undertaken to stop leaks from information equipment, and

sion meet the EMC standard, unless it works it will not be

Japan must also focus on this issue in future.

accepted by users. Additionally, interrupted communications for self-driving vehicles and factory automation pre-
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