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Development of Test Solution for Next-Generation
eCall

Shoichi Nakamura, Kenji Fujita, Kenji Takemoto, Wakana Inoue, Ryoji Yamamoto, Shinji Nara,
Yuto Ichikawa

[Summary]

In Europe and other countries, eCall (emergency call) systems have long been operated to speed up
life-saving assistance by automatically alerting emergency services when a car accident occurs. As
mobile networks transition from W-CDMA/GSM to LTE/NR, a new NG eCall (Next Generation
eCall) standard has been developed and type approval based on NG eCall has become mandatory
from January 2026 in Europe. To obtain type approval, in-vehicle modules must pass the NG eCall
conformance test (EN 17240:2024 standard). Since eCall relies on emergency call functionality, pre-
verification using real mobile network connections is impractical, making a simulator-based test
environment essential. Anritsu offers an NG eCall test solution in compliance with the NG eCall
conformance test. Meanwhile, Europe has growing demand for Hybrid eCall—a combination of NG
eCall and legacy eCall—aimed at expanding network coverage. Alongside this, demand for simula-
tor-based test environments is also growing. Anritsu was the first company in the industry to pro-

vide a test solution supporting the Hybrid eCall conformance test (EN18052:2025 standard).

1 Introduction

The original eCall system was developed in Europe and
various countries subsequently built their own systems
based on the European standard. While there are multiple
standards for eCall, the basic process is that when eCall is
triggered, an emergency call is made between the in-vehicle
system (IVS) and the Public Safety Answering Point (PSAP).
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Figure 1  eCall Outline

(1)  Accident Occurrence
When an accident occurs, an eCall-equipped vehicle
automatically initiates an emergency call to the PSAP,
triggered by the strong impact or sudden stop.
(2) MSD Message Sent
Accident data known as the MSD (Minimum Set of
Data), which includes the vehicle’s location, is trans-
mitted to the PSAP, which then uses the received in-
formation to support rescue assistance.
(3)  Voice Call
Once the MSD transmission is complete, a voice call
is established with the PSAP using the microphone

and speaker in the vehicle.

European eCall uses W-CDMA/GSM as its communication
standard, transmitting MSD and voice data over PSTN (Public
Switched Telephone Network). eCall has been mandatory in all
newly registered vehicles in Europe since January 2018.*

NG eCall (Next Generation eCall) is being developed as a
replacement for the conventional eCall system, with type ap-
proval under NG eCall becoming mandatory from January
2026. It uses LTE/NR (New Radio) as its communication
standard and uses SIP (Session Initiation Protocol) and RTP
(Real-time Transport Protocol) for communication with
PSAPs. These upgrades offer improved voice quality and
greater data reliability. Meanwhile, due to incomplete LTE
network coverage in parts of Europe, as well as the extended
continued operation of W-CDMA/GSM networks, there is
growing interest in Hybrid eCall — a technology that com-
bines NG eCall with conventional eCall to bridge the gap be-
tween the two systems.

Since eCall handles emergency calls, pre-deployment test-
ing over live mobile networks is difficult. As a result, there is
strong demand from automobile makers, in-vehicle device
vendors, and module vendors for a simulator environment
that can be used for testing purposes. To address this need,
the following eCall test solutions have been developed. While
eCall, NG eCall, and Hybrid eCall are all systems standard-
ized in Europe, other countries have also developed their own
variants based on the European standards. One example is

South Korean eCall.
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Table 1 eCall Test Solution Support Status
Region Name Support Status
Europe eCall Supported
Europe NG eCall Supported
Europe Hybrid eCall Supported
S. Korea | South Korean eCall Supported

This paper describes the details of NG eCall and Hybrid
eCall development in Europe which have been the focus of

recent attention.
* Existing eCall provisions were abolished in January 2026 when EU
NG eCall became mandatory.

2 Standards

The standards for eCall, NG eCall, and Hybrid eCall in
Europe are developed by CEN (European Committee for
Standardization) and ETSI (European Telecommunications
Standards Institute). In-vehicle module vendors must pass
the conformance tests defined by CEN/ETSI to demonstrate
that the eCall functionality implemented in their modules
complies with these standards. The conformance test stand-
ards are divided into test items for in-vehicle systems and
test items for PSAPs. Our developed NG eCall and Hybrid
eCall test solutions satisfy both sets of test items.
2.1 EN17240:2024 Specification

EN17240:2024 is the conformance test standard for Euro-
pean NG eCall. Since NG eCall must be fitted to all newly
registered vehicles from January 2026, in-vehicle systems
must pass the EN17240:2024 in-vehicle system test items
prior to vehicle type approval testing.
2.2 EN18052:2025 Specification

EN18052:2025 is the conformance test standard for Euro-
pean Hybrid eCall. Although fitting of Hybrid eCall to all
newly registered vehicles has yet to be mandated (as of De-
cember 2025), in-vehicle systems manufacturers are very in-
terested due to its effectiveness in expanding coverage, and
demand for testing is increasing. While EN17240:2024 test-
ing is conducted in an environment with only LTE cells,
EN18052:2025 testing is conducted in an environment with
both LTE cells and either W-CDMA or GSM cells.

3 Market and Customers
The eCall test solution is primarily used for in-vehicle sys-

tem conformance testing (e.g. EN17240, EN18052).

Development of Test Solution for Next-Generation eCall

Users: Automotive manufacturers, in-vehicle device
vendors, module vendors

Use Case 1: In-vehicle conformance  testing
(EN17240, EN18052)

Use Case 2: In-vehicle system eCall functional testing (mo-

system

bility, semi-normal testing)

Use Case 3: Vehicle type approval testing

4 eCall Test Solution System Configuration

The eCall test solution consists of the MX703330E simu-
lating the PSAP functions, the MD8475A/B, MT8000A, and
MX800070A simulating mobile communication network base
stations, and the MX847503A test automation tool.

The MX703330E test functions are compatible with differ-
ent eCall standards, so users can test based on their specific
standard. The MD8475B and MT8000A pseudo-base stations
support W-CDMA/GSM/LTE and LTE/NR, respectively.

The MX847503A tool automates manual test operations
and PASS/FAIL evaluation; test execution is automated by
running test packages incorporating various test sequences.
We are developing test packages supporting in-vehicle sys-

tem conformance tests, including NG eCall and Hybrid eCall.

PC(Windows OS]
MX703330E eCall Tester

MX847503A SmartStudio Manager

eCall [ SSM Test PKG European eCall ]

NG eCall [SSM Test PKGNG112 LTE eCall EN17240]

Hybrid eCall [ SSM Test PKG Hybrid eCall EN18052 }

South Korean eCall

=

ol

MX800070A MX800070A

=

[ -
MT8000A MD8475B

MD8475A/8

MT8000A

Figure 2  eCall Test Solution System

5 NG eCall Test Solution

The following three functions are the key technical re-
quirements for an NG eCall test solution meeting the NG
eCall conformance test standard (EN17240:2024).
*+ Pseudo-base station function
* PSAP NG eCall Semi-Normal Function
* PSAP NG eCall In-band Function

2 (2)
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5.1 Pseudo-base Station Function

When an in-vehicle system connects to an LTE cell, the
base station transmits control signals necessary for connect-
ing the in-vehicle system to the LTE cell. These control sig-
nals are called Broadcast Information. It includes the “eCall
over IMS Supported (ECL)” parameter defined in 3GPP
TS36.331 Release 14 and later. The ECL parameter indicates
whether an LTE cell supports NG eCall connectivity. NG
eCall conformance test items verify that the behavior of the
in-vehicle system changes according to the value of this ECL
parameter. To address this, we implemented a function in the
pseudo-base station equipment that enables transmission of
Broadcast Information with configured ECL parameter.

When an in-vehicle system requests connection to an LTE
cell, the LTE cell may reject the connection sometimes. NG
eCall conformance test items verify the behavior of the in-
vehicle system when connection is rejected. To support this
test function, we implemented a connection rejection func-
tion on the pseudo-base station side. Figure 3 shows a refer-
ence example. The pseudo-base station responds to a connec-
tion request from the in-vehicle system (NAS: PDN Connec-
tivity Request message) by returning a connection rejection
(NAS: PDN Connectivity Reject message), thereby rejecting
the connection.

MD84758 MX703330E

VS il F

RRC CONNECTION REQUEST

RRC CONNECTION SETUP

RRC CONNECTION SETUP COMPLETE
(NAS : Attach Request)
(NAS : PDN Connectivity Request)

EMM: AUTHENTICATION REQUEST

EMM: AUTHENTICATION RESPONSE

EMM: SECURITY MODE COMMAND

EMM: SECURITY MODE COMPLETE

RRC: SECURITY MODE COMMAND

RRC: SECURITY MODE COMPLETE

EMM: IDENTITY REQUEST

EMM: IDENTITY RESPONSE

UE CAPABILITY ENQUIRY

UE CAPABILITY INFORMATION

RRC: CONNECTION RECONFIGURATION
(NAS: PDN Connectivity Reject)

Figure 3  Connection Rejection Function
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5.2 PSAP: NG eCall Semi-Normal Function

When an in-vehicle system requests an NG eCall connec-
tion to a PSAP, the PSAP may reject the connection some-
times. NG eCall conformance test items verify the behavior
of the in-vehicle system when connection is rejected; this
testing is called “NG eCall semi-normal testing”. The NG
eCall connection request from the in-vehicle system to PSAP
is made via SIP. To support this test function, the NG eCall
semi-normal test function has been implemented in the
MX703330E. Figure 4 shows the sequence when NG eCall

connects normally.

MD8475B MX703330E

‘;Bg E]

R - e

SIP: INVITE
(include MSD)

SIP: 100 Trying SIP: INVITE

(include MSD)

v

L SIP: 180 Ringing

SIP: 180 Ringing

SIP: 200 INVITE OK

SIP: 200 INVITE OK (S0 BICESarIS)

(MSD ACK = true)

SIP: ACK

S

SIP: ACK

v

Figure 4 Normal NG eCall Sequence

Figure 5 shows an example of the sequence when the NG
eCall semi-normal function is used. The PSAP returns SIP:
486 Busy in response to an NG eCall connection request
(SIP: INVITE) from the in-vehicle system, thereby rejecting

the connection.

MD8475B MX703330E
| =
SIP: INVITE
(include MSD)
SIP: 100 Tryin
< Ll SIP: INVITE
(include MSD) R
SIP: 486 Busy
. (MSD ACK = true)
SIP: 486 Busy €
(MSD ACK = true)

Figure 5 NG eCall Semi-Normal Sequence
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5.3 PSAP: NG eCall In-band Function

While the in-vehicle system supports both legacy eCall and
NG eCall, the PSAP may only support legacy eCall. The in-
vehicle system first attempts to connect to the PSAP using
NG eCall, but upon receiving a specific connection rejection
message from the PSAP, it switches to legacy eCall while re-
maining on the LTE network and attempts to continue com-
munication. In this case, both the in-vehicle system and the
PSAP modulate the MSD into audio data using the “in-band
modem” used by legacy eCall, map it to RTP, and transmit it.
This behavior is called “NG eCall In-band.”

The NG eCall conformance tests include test items to ver-
ify that the NG eCall In-band functionality of the in-vehicle
system operates correctly. To support this test item, the
MX703330E implements the NG eCall In-band functionality.
Figure 6 shows the behavior of the in-vehicle system and the
MX703330E during the transition from NG eCall to NG
eCall In-band.

6 Hybrid eCall Test Solution

Testing Hybrid eCall conformance (EN18052:2025 stand-
ard) in a simulated environment, requires a pseudo-base sta-
tion supporting LTE, W-CDMA/GSM, and NR. A simulation
environment satisfying the standard requirements was con-
structed by combining the MDS8475B supporting W-
CDMA/GSM/LTE with the MT8000A supporting NR/LTE.

Development of Test Solution for Next-Generation eCall

When using Hybrid eCall, both eCall connection requests
and NG eCall connection requests are sent from the in-vehi-
cle system to the PSAP. Therefore, the PSAP must simulta-
neously listen for both types of connection requests. To meet
this requirement, we implemented a simultaneous standby
function in the MX703330E. Additionally, to allow users to
easily check the connection status of the PSAP, we imple-
mented a function to display the connection status on the

MX703330E PSAP Status screen.

eCall NG eCall NG eCall In-band

Connect
State

sssssssssss

MSD Transfer
State

»»»»»»

Voice Call
State

Figure 7 MXT703330E PSAP Status Screens

7 NG eCall/Hybrid eCall Conformance Test Package
The NG eCall conformance tests (EN17240:2024 standard)

and Hybrid eCall conformance tests (EN18052:2025 stand-

ard) contain a large number of test items, and each test pro-

cedure is complex. The test automation tool MX847503A

handles external control of the MX703330E.

NG eCall(Tx) . MD8475B NG eCall(Rx) MX703330E
s || :;.:'i|7’ e
& E_
SIP: INVITE
N
o SIP: 200 0K sp
(MSD ACK = false)
MSD — MSD
oice Codec Voice Codec
I—’ —>| RTP —
PCM data (W-AMR/etc...) G (W-AMR/etc...) ‘I
— P <otz ®
) -
Voice Data Voice Data
NG eCall In-band(Tx) NG eCall In-band(Rx) MX703330E

MD8475B

H =
= |

N
5| In-band
modem
MsD PCM data | ygice Codec N -
J/ (W-AMR/etc...)
y—a—
)

Voice Data

Figure 6

(W-AMR/etc...) AN

N
In-band
modem
; MSD
RTP | Voice Codec

N
N

——a

Voice Data

NG eCall In-band Operation
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Automated eCall testing is achieved by creating the
MX703330E GUI operation and test verification procedures
as test cases that run on the MX847503A. This collection of
MX847503A test cases is called a test package. We have de-
veloped a test package product supporting both the NG eCall
conformance tests (EN17240:2024 standard) and the Hybrid
eCall conformance tests (EN18052:2025 standard).

=

w| O s | QO 1t .5 | (5] e | 3 vome | £ v |45 P

e

Figure 8  Test Case Execution Screen (EN17240:2024)

The test package saves test results as log data and can
generate test reports from that log data. Reports can be out-

put and saved in PDF format.

TS17240_2024 Test Report

Remark

[MED Wo L

MED No.1

Renark

Test Report (EN17240:2024)

Figure 9

8 Conclusions
To meet growing demand for NG eCall and Hybrid eCall
testing, which are becoming the mainstream in Europe, An-

ritsu has developed an eCall test solution supporting both

Development of Test Solution for Next-Generation eCall

the NG eCall conformance tests (EN17240:2024 standard)
and the Hybrid eCall conformance tests (EN18052:2025
standard). Furthermore, a test package has been developed
as a test automation solution that enables users to perform
conformance tests easily.

eCall is an important system for enabling rapid assistance
in the event of a traffic accident. Development and adoption
of new standards is expected to accelerate as transportation
infrastructure continues to advance across countries world-
wide. Anritsu is continuing efforts to build a safe mobile so-
ciety by anticipating global safety requirements and stand-

ards trends and providing test solutions.
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Development of 200G/Lane 60 GHz Optical Sam-

pling Oscilloscope

Yuki Yokoyama, Shuichi Matsuda, Keisuke Kishida, Ryota Takasu

[Summary]

Demand is growing rapidly for testing optical transceivers meeting high-speed Ethernet standards
such as 800GbE and 1.6TbE in order to support high-speed transmissions required by data centers
faced with rising data volumes. To solve this challenge in accordance with the IEEE 802.3dj stand-
ard, we developed the MP2110A-080 60 GHz optical sampling oscilloscope to simultaneously meas-
ure PAM4 signals of up to 120 Gbaud across four lanes. Evaluation demonstrated an amplitude
deviation of 0.22 dB from the optical reference receiver required frequency response. Furthermore,
the maximum variation in key measurement items over an input level range of —1 to —4 dBm was
0.25 dB for TDECQ, 0.07 dB for Outer ER, and 0.5% for Linearity, achieving high conformance with
ideal characteristics and high-accuracy testing.

1 Introduction

The widespread rollout of cloud computing services using
Al and machine learning is rapidly increasing the amount of
information handled by data centers! ?. Expanding the
transmission capacity of servers and network equipment in
data centers is an urgent priority in addressing this chal-
lenge, and the transition to 800GbE and 1.6TbE high-speed
Ethernet—speeds that far surpass conventional rates—is
progressing. In particular, demand for optical transceivers
using the OSFP (Octal Small Form Factor Pluggable) form
factor operating at 106.25 Gbaud PAM4 per lane (106 Gbaud
in this article) is forecast to surge from 2025. The total bit
rate at the physical layer is approximately 212.5 Gbit/s, and
Ethernet standards treat this as a 200 Gbit/s class per lane
(200G/1ane) accounting for overhead such as FEC.

Development and manufacturing of high-speed optical
transceivers uses optical sampling oscilloscopes (scopes
hereafter) to evaluate signal waveform quality and for pro-
duction-line testing. In 2017, Anritsu developed® the
MP2110A BERTWave™ integrating a 25 Gbit/s 4-channel
BERT (Bit Error Rate Tester) with a scope for optical trans-
ceiver development and manufacturing. Subsequently, An-
ritsu has offered new solutions addressing the demand for
high-speed optical transceiver testing primarily in the man-
ufacturing market, commercial PAM4 (4 Pulse Amplitude
Modulation) signal analysis, and a 53 Gbaud-compatible
CRU (Clock Recovery Unit) option®?.

However, conventional scopes are limited to measure-

ments up to 60 Gbaud and are unable to support 800GbE

and 1.6TbE optical transceivers outputting signals at 106
Gbaud and requiring a wider bandwidth. Therefore, we have
extended the bandwidth of the MP2110A scope and devel-
oped a 60 GHz bandwidth 4-channel model (MP2110A-080
hereafter) that can measure PAM4 signals up to 120 Gbaud
simultaneously across four lanes.

Developing this option to measure optical waveforms out-
put from 106 Gbaud transceivers simultaneously across four
lanes required new designs for an O/E (Optical to Electrical)
conversion module with an optical bandwidth of 60 GHz and
a sampler module with an electrical bandwidth of 80 GHz.
This article explains the key points in designing these com-
ponent technologies and presents methods for analyzing
PAM4 signals used in high-speed optical transceivers. It also
reports the validity of measurement results obtained using

this option.

2 Oscilloscope Outline
2.1 Overview and Structure

Figure 1 shows the front of the MP2110A-080. The new
cabinet design is based on the MP2110A and accommodates
the MP2110A-080 scope board in the top slot and the
MP2110A-055 53 Gbaud CRU board in the bottom slot.
While the cabinet structure follows that of the MP2110A,
cooling has been enhanced to suppress heat generated by the
FPGA (Field-Programmable Gate Array) mounted on the
scope board, ensuring stable measurement while accommo-
dating the thermal load associated with high-speed signal

processing.
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Figure 1  External View of MP2110A with 080 Option Installed

Figure 2 shows the MP2110A-080 block diagram. The
scope has four input terminals (Ch A to Ch D) for the 4-chan-
nel data signals, as well as a trigger clock input terminal
(Trigger Clock Input) for synchronizing measurements. The
CRU has a Data Input terminal for the clock recovery signal,
as well as a Data Output terminal for capturing the inter-
nally branched signal. It also has a Recovered Clock Out ter-
minal to output the clock signal recovered from the input
data signal, which is supplied as a trigger to the scope. The
CPU controls the Scope and CRU systems via Ethernet,
managing the overall system operation by configuring meas-

urement conditions and transferring data.

ChA ~ D Input (Optical)
Ethernet Scope System
(MP2110A-080)
[ Trigger Clock Input
m 53G baud CRU System
(MP2110A-055)
Data Input
Ethernet Data Output
CRU Block =——»—> Recovered Clock Out
Figure 2 MP2110A-080 Block Diagram

2.2 Scope Configuration

Figure 3 shows the detailed MP2110A-080 scope block di-
agram. First, each signal input to optical channels Ch A to
Ch D is converted to an electrical signal by an O/E conver-
sion module (O/E module hereafter) and is then fed to a sam-
pler module that samples each channel input signal based
on the timing signal from the trigger system. The signal out-
put from the sampler module is amplified by the IF (Inter-
mediate Frequency) circuit and then converted to digital
data by the ADC (Analog to Digital Converter). The con-
verted data is analyzed by software processing at the FPGA
and CPU, and finally displayed as Eye pattern analysis re-
sults.

The trigger system receives a clock signal synchronized

Development of 200G/Lane 60 GHz Optical Sampling Oscilloscope

with the input signals of Ch A to Ch D from the Trigger Clock
Input terminal. The first-stage Pre-Scaler 1 adjusts the sup-
plied trigger clock frequency to fall within the input range of
the DDS (Direct Digital Synthesizer). If the trigger clock fre-
quency is lower than the DDS input range, a PLL (Phase
Locked Loop) is used to up-multiply it. The DDS adjusts the
output frequency to control the sampling timing. Unwanted
components in the DDS output, such as image and harmonic
components, are removed by the subsequent Band Pass Fil-
ter. The signal is then converted by Pre-Scaler 2 to a fre-
quency at which the sampler module can operate. Finally,
high-speed pulses are generated by the SRD (Step Recovery
Diode) driver for output as timing signals driving the sam-
pler module. The MP2110A-080 samples high-speed signals

at 106 Gbaud using this series configuration.

Scope System

Sampling System
i i Ch A Input
i '
: i Ch B Input
- — —t -
i '
i i Ch C Input
< — —1] P
i '
i '
i '
PEN ) - ] o Ch D Input
i '
| F ] |

Trigger System
Trigger

Clock Input
— — — —

MP2110A-080 Scope Block Diagram Details

Figure 3

3 Design Requirements

IEEE 802.3dj® specifies a 4th-order Bessel-Thomson re-
sponse with a 3-dB bandwidth of 53.125 GHz as the charac-
teristic of the reference receiver, which serves as the meas-
urement standard for 106 Gbaud optical signals. However,
in practice it is difficult to accurately approximate a wide-
band characteristic of 60 GHz in hardware, and the standard
states that deviations from the ideal response can be com-
pensated for in software. In order to account for compensa-
tion accuracy, the scope hardware requires a wider input
bandwidth than the 3-dB bandwidth. To achieve this wider
bandwidth, the MP2110A-080 incorporates a new in-house
developed O/E module with a 3-dB bandwidth of 60 GHz, and
a sampler module with a 3-dB bandwidth of 80 GHz, assur-
ing a system-wide bandwidth of 60 GHz. The developed O/E

and sampler modules are described in the next two sections.

(2
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3.1 60 GHz O/E Module Development

Figure 4 shows the internal block diagram of the 60 GHz O/E
module. The bandwidth of the existing MP2110A O/E module is
35 GHz, which is insufficient for measuring 106 Gbaud signals.
To measure signals up to 120 Gbaud, the bandwidth must be
extended to 60 GHz, taking the Nyquist frequency into account.
To achieve a wider bandwidth, a new high-frequency module
was developed that integrates the optical system from the opti-
cal fiber, a PD (Photo Diode), and a TIA (Transimpedance Am-
plifier) into one unit. Using a lens structure in the optical sys-
tem made it possible to use a PD with a light-receiving diameter
of 12 um. Reducing the PD light-receiving diameter reduces the
PD capacitance and shortens the charge travel distance, result-
ing in a faster response time. As a result, the PD bandwidth was
extended by approximately 1.9 times compared to a conven-
tional 20 um PD.

A new MMIC (Monolithic Microwave Integrated Circuit)
dedicated to this module was designed for the subsequent
TIA using the company’s in-house ultra-high-speed InP pro-
cess. Furthermore, parasitic elements were reduced by posi-
tioning the PD bare chip and TIA MMIC chip as close as pos-
sible to each other and mounting using the shortest possible
wire bonding interconnects. The TIA chip output is routed
using a quartz thin-film substrate with a V-connector,
achieving wideband electrical signal output. These design
choices achieved a bandwidth exceeding 60 GHz with noise
characteristics of 8.4 uW (typ.) at 53 GHz and distortion
characteristics of 0.7 dB (typ.) at an optical input of 4 mW.

Optical Input —*)Dﬁ Pho;gg)iode » —>  Electrical Output
Lens
Figure 4 60 GHz O/E Module Block Diagram

3.2 80 GHz Wideband Sampler Module Development

Figure 5 shows the equivalent circuit diagram for the devel-
oped sampler module. The module structure is suited to high-
frequency operation and consists primarily of a thin-film sub-
strate and MMIC. The input converted to an electrical signal
by the preceding O/E module is supplied to the RF input of the
sampler module. A strobe pulse corresponding to the sampling
period supplied from the external trigger circuit is applied to
the LO input, and track-and-hold operation is performed by
the internal sampling MMIC. The resulting IF output voltage
is then amplified in the next stage, digitally converted by the
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ADC, and finally processed as a waveform. The following tech-
nologies extended the bandwidth of the conventional sampler
module from 40 GHz to 80 GHz.

Strobe Pulse IN
Balun(Pattern NLTL MMIC

P
N . LO(P) IN

11"

80 GHz Wideband Sampler Module Block Diagram

Hirietieg P

Sampling MMIC

L— IF(N) OUT
Figure 5

(1) New NLTL MMIC Design
An NLTL (Nonlinear Transmission Line) is a circuit with
a structure in which nonlinear elements are arranged peri-
odically along a transmission line, and as the input wave-
form propagates, the phase velocity varies due to voltage de-
pendence. At high potential, the capacitance increases and
the phase velocity decreases, while at low potential, the ca-
pacitance decreases and the phase velocity increases. As a
result, the trailing low-potential side catches up with the
leading high-potential side, and the edge is compressed in
time, causing the falling edge of the waveform to steepen.
This nonlinear effect generates harmonic components,
making it possible to obtain high-frequency pulses and wide-
band signals. In this development, the company’s in-house
NLTL technology was applied to newly design an MMIC for
the sampler module. Previously, pulse shortening of the
strobe input pulse was achieved using only an SRD, but the
addition of an NLTL MMIC enabled further pulse shortening
and extension of harmonic components, contributing to the
wider bandwidth.
(2) New Design of Low-Parasitic-Capacitance Sampling
Circuit MMIC
The sampling circuit MMIC consists of track diodes oper-
ating as high-speed switches and a hold capacitor that re-
tains the sampled charge. Reducing parasitic capacitance is
key to extending the sampling bandwidth. To this end, the
diode element cell was miniaturized using Anritsu’s GaAs
process, minimizing parasitic capacitance.
(3)  Flip-Chip Mounting of MMIC on Thin-Film Substrate
The MMIC in the conventional sampler module was con-
nected to the thin-film substrate by wire bonding, but this
method causes parasitic inductance due to the wire length,
which was a limiting factor in bandwidth extension. Therefore,

the MMIC connection was changed to flip-chip mounting,
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significantly reducing the parasitic inductance component.
Figure 6 shows the analysis results of the NLTL output pulse
waveform and frequency spectrum. The NLTL output pulse
has a steep fall time of 10 ps, and the corresponding frequency
spectrum extends beyond 100 GHz. These efforts achieved an
80 GHz bandwidth while improving the conversion efficiency
of the sampling output, minimizing parasitic capacitance, and

without degrading noise characteristics.

Pulse Response spectre

Pout

T£(20%/80%)=10ps
* (Compression Ratio : 0.33)
i Vout=6Vpp

0 02 04 08 08 1 O 20 4 6 8 100 120 140 160 180 200
Time (s Frequency (GHz)

NLTL Output Pulse Waveform
(Simulation)

Spectrum of NLTL Output Pulse
(Simulation)

Figure 6 NLTL Output Pulse Waveform and Frequency Spectrum

3.3 PAM4 Analysis

TIEEE 802.3dj specifies the measurement requirements for
106 Gbaud PAM4 signals. As with 53 Gbaud PAM4 signals,
the primary evaluation parameter is TDECQ (Transmitter
and Dispersion Eye Closure Quaternary)?. Table 1 shows
the parameter differences for 106 Gbaud signals as specified
in IEEE 802.3dj Draft 2.2 compared to 53 Gbaud signals
specified in IEEE 802.3bs®. As speeds increase, simply ex-
tending the bandwidth is no longer sufficient to ensure com-
munication quality, and channel degradation and reduced
system margin are more pronounced. For this reason, the
IEEE 802.3dj measurement requirements are more strin-
gent in order to guarantee signal quality across the entire
system. It should be noted that since IEEE 802.3dj is cur-

rently in draft form, its content is subject to future revision.

Table 1 Differences in Measurement Requirements Defined by

IEEE 802.3dj Draft 2.2 and IEEE 802.3bs

Requirement IEEE 802.3dj IEEE 802.3bs
3-dB Bandwidth | 53.125 GHz 26.5625 GHz
Target SER*! 4.56E-4 4.8E-4
Equalizer Speci- | |- ppE*2 + DFE* | 5 Tap FFE

fication

Added Stricter Nu-
merical Upper Bound
Constraints

Basic Constraints
Only

Tap Coefficient
Constraints

*1 SER: Symbol Error Ratio
*2 FFE: Feed Forward Equalizer
*3 DFE: Decision Feedback Equalizer

The IEEE 802.3 standard specifies multiple evaluation

metrics to ensure interoperability of optical transceivers
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used in high-speed Ethernet communications. TDECQ is one
typical metric for evaluating the transmission performance
of optical transceivers using PAM4 signals. Figure 7 shows a
PAM4 waveform and a TDECQ measurement image. The
amount of noise added to the transmitted signal is evaluated
until the target SER is reached using an ideal receiver model.
A smaller TDECQ value indicates a higher quality optical
transmission waveform, and is defined by Eq. (1).
Outer OMA 1
TDECQ = 10logy, (— x —) @B )
6 Q:R

Q:: SER (Symbol Error Rate) specified by IEEE802.3dj
Q, =3.428at4.56 x 107*
R: Additional noise required to achieve SER = 4.56 X 10™*

Measurement requires applying the reference receiver char-
acteristics defined in the standard (4th-order Bessel-Thom-
son response) and the reference equalizer (FFE and DFE),
as well as measurement under conditions simulating actual
system operation. This allows fair evaluation of transmitter
quality from the receiver’s perspective by normalizing to the
receiver level, while suppressing discrepancies in evaluation
caused by measurement instrument characteristics. Moreo-
ver, this ensures that identical standard-based results are
obtained from different vendors, thereby guaranteeing in-

teroperability.

0 045 r055 1

Level 3

Average +
Quter OMA/3

Level 2
Average

Level 1

Average —
Outer OMA/3

Level 0

Figure 7 PAM4 Waveform and TDECQ Measurement

Figure 8 outlines the TDECQ measurement process. First,
one period of the signal output from the transmitter is cap-
tured. The pattern used for measurement is SSPRQ (Short
Stress Pattern Random Quaternary), as defined in IEEE
802.3. This pattern is designed to reproduce the effects of IST
(Inter-Symbol Interference) and nonlinear distortion within
a short period, and the standard explicitly specifies use of
SSPRQ for TDECQ measurement. Next, a 4th-order Bessel-
Thomson filter as defined in the standard is applied to the
acquired signal waveform, after which the tap coefficients of
the FFE are calculated. The tap coefficients must be opti-

mized to minimize the TDECQ value within the constraints
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specified by the standard. However, since the tap resolution
is extremely high and an exhaustive search of all combina-
tions would result in enormous computational cost, IEEE
802.3 specifies optimization using the MMSE (Minimum
Mean Square Error) algorithm. The MMSE method mini-
mizes the mean square error (MSE) between the received
signal and the ideal signal, and MSE is defined by Eq. (2).
MSE = E[ly(n) —d (n) |] )
y(n): Output signal after FFE
d(n):1deal signal
In actual calculations, tap coefficients that minimize the
MMSE are determined by matrix operations as expressed by
Eq. (3.
w = R_lp 3)
w: Vector of determined tap coefficients
R: Autocorrelation matrix (XTX)
p: Cross — correlation vector (X7 d)
X: Data matrix

d: Ideal signal corresponding to the data matrix

After obtaining the tap coefficients, FFE is applied to the sig-
nal waveform. Subsequently, random noise following a
Gaussian distribution is added. As shown in Figure 7, the
threshold values corresponding to the four levels of the
PAM4 signal are determined based on the center value of
each Eye opening. Using these threshold values, the amount
of noise required to reach the target SER is searched, and
TDECQ is finally calculated based on that noise amount.
C Noto The SSPRQ patten s ey uee o

@ply the standard-defined 4th-order Bessel-Thomson filter to the
. acquired signal waveform.

@Iate the equalizer tap values for the filtered signal waveform.

l

Gpply the calculated equalizer tap values to the filtered signal waveform.

Add random noise and search for the noise level required to reach the
target SER, then calculate the TDECQ.

Figure 8 TDECQ Measurement Process
4 Performance Test
4.1 System Frequency Characteristics
Figure 9 compares the measured frequency response of the
entire MP2110A-080 system and the ideal 4th-order Bessel-

Thomson response. Here, the system response has been
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software-corrected to approximate a 4th-order Bessel-Thomson
response with a 3-dB bandwidth of 53.125 GHz. The system ex-
hibits a flat response close to the ideal characteristics in the low-
frequency region, and follows the ideal up to 60 GHz with a
gradual roll-off in the high-frequency region. The standard de-
viation of the amplitude error of the system response relative to

the ideal characteristics at each frequency point is 0.22 dB.

o
a
= -4
c
.g
-6
-8
-10
0 10 20 30 40 50 60
Frequency [GHz]
System Response = ===== Ideal 4th-Order Bessel-Thomson Response
Figure 9 System Frequency Characteristics with

Applied Digital Filter (53.125 GHz)

4.2 Optical Signal Waveform and Sensitivity Perfor-
mance

The validity of the optical signal waveform and sensitivity

performance were verified using a scope with the developed

080 option. Figure 10 shows the measurement setup for ver-

ification. The measurement conditions are as follows: 106

Gbaud rate, SSPRQ input pattern, and only a 15-tap FFE

applied as the equalizer.

Lane x
106.25 Gbaud

SSPRQ 1 Pattern -1~-4dBm
Recovered
Clock
Lane y
1/16 Clock Pattern 1dBm
Figure 10  System Evaluation Setup

Figure 11 shows an example of the measured waveform
when the optical input level to the scope is =2 dBm. It exhib-
its little waveform distortion, with an excellent TDECQ
value of 2.11 dB. Figure 12 shows the results of evaluating
the optical input level dependence for the main measure-
ment items: TDECQ, Outer ER (Extinction Ratio), and Lin-
earity. The scope optical input level was adjusted using an
external variable optical attenuator. For a scope with ideal
characteristics, the measurement results would be inde-
pendent of the optical input level, and the graph plots would

be flat. The measurement results show the average values
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obtained from 10 repeat measurements under each condition.

The variation in each measurement item over input levels
from —1 to —4 dBm confirms the stable results regardless of
input level, with peak-to-peak values of 0.25 dB for TDECQ,
0.07 dB for Outer ER, and 0.5% for Linearity.

Figure 11 Example of observed optical waveform (106 Gbaud)

TDECQ
3.00
— 2.50
%)
2 2.00 — "
o
a) g 150
a 1.00
= 050
0.00
-5 -4 -3 -2 -1 0
Input Average Power [dBm]
Outer ER
5.00
@ 4.50
= 4.00 P °
o ~— -
b) & 3.50
2 3.00
O 250
2.00
5 4 -3 2 1 0
Input Average Power [dBm]
Linearity
1.00
0.98
2
= 0.96
c) g [ ) S C—
£ 094
3
0.92
0.90
-5 -4 -3 -2 -1 0

Input Average Power [dBm]

Figure 12 Optical input level dependence of
each measurement result
a) TDECQ, b) Outer ER, ¢) Linearity

5 Conclusions

The rapid increase in data volumes handled by data cen-
ters is driving demand for 800GbE- and 1.6TbE-compatible
optical transceivers. To meet these test requirements, we
have extended the bandwidth of the MP2110A scope by de-
veloping the MP2110A-080 option for simultaneously

Development of 200G/Lane 60 GHz Optical Sampling Oscilloscope

measuring signals of up to 120 Gbaud across four lanes. Sta-
ble performance with little input level dependence over a
range of —1 to —4 dBm is achieved for the key TDECQ, Outer
ER, and Linearity measurements, supporting provision of an
800GbE- and 1.6TbE-compatible 4-channel oscilloscope for
high-accuracy measurements.

Going forward, we will continue to contribute to improving
the production efficiency and evaluation quality of optical
transceivers that support high-speed, large-capacity commu-
nication infrastructure by providing optimal solutions for

testing optical transceivers.
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Optical Properties of Multilayer Graphene

Masahiro Kamada, Tomohiro Matsui

[Summary]

Multilayer graphene is a promising candidate for optical device applications because its excellent op-
tical properties can be controlled by the number of layers. This study measured the optical contrast,
reflectance, and Raman scattering of multilayer graphene ranging in thickness from monolayer up to
107 nm, and comprehensively evaluated the optical properties, including correlations between these
characteristics. The relationship between the number of graphene layers and color, which had previ-
ously only been understood qualitatively, was quantified for the first time by optical contrast, and
demonstrated that the thickness can be determined from the contrast with an accuracy of £1 nm for
thicknesses up to approximately 40 nm. We also demonstrated that the reflectance can be explained
by the Fresnel equations by treating multilayer graphene as a uniform medium that ignores its lay-
ered structure. In addition to multiple reflections of the Raman scattered light, Raman spectroscopy
showed the added importance of interference effects. Relationships between each of the characteristics

were clarified by performing these measurements on the same sample.

1 Introduction

Graphene is a sheet-like material one carbon atom thick,
possessing various outstanding physical properties, and is
expected to find applications across a wide range of fields.
Thanks to its atomic-scale thinness combined with excellent
electrical and thermal conductivity, and that it can be ex-
posed to the external environment, monolayer graphene is
anticipated for use in applications such as electronic devices
and molecular sensors. On the other hand, interlayer inter-
actions when stacking graphene in multiple layers can en-
hance its original properties or give rise to entirely new ones,
so applied research into multilayer graphene is also advanc-
ing. Of particular interest among these applications is its use
in optical devices. Monolayer graphene exhibits a remarka-
bly high absorbance of 2.3%, independent of wavelength?,
and this absorbance can be controlled by varying the number
of layers or the stacking structure?-3 which has led to ad-
vanced research into applications such as antennas for elec-

tromagnetic fields and light.
@) (b) (© (d)

134 nm

1 layer “t=89nm {60

Practical use of multilayer graphene requires knowing the
number of layers (thickness) precisely. The thickness of a sin-
gle graphene layer is approximately 0.334 nm, and accurate
measurement uses instruments such as atomic force micro-
scopes (AFMs) and scanning tunneling microscopes (STMs).
However, while these instruments offer high resolution, con-
siderable time is required to perform measurements. There is
a simpler method for determining thickness that makes use of
the “color” of graphene. On its own, graphene is transparent,
but it can be “seen” under an optical microscope? by placing it
on a Si substrate with a thermally grown oxide (SiO2) film of
appropriate thickness. By using the contrast relative to the
substrate extracted as RGB or grayscale intensities from opti-
cal microscope images, it is possible to distinguish differences
in thickness down to a single atomic layer for up to approxi-
mately six layers®. The fact that the number of layers can be
identified easily without using expensive instruments such as
AFM may be regarded as one of the factors behind the explo-

sive spread of graphene research and its applications.

22.0 nm

@ 7 U] ()
~ w/
y ¥ w/o graphene
graphene
36.5 nm 76.0 nm
R Sio,

Si

Figure 1  (a) to (f) Optical images of multilayer graphene of various thicknesses!?.

Numbers in figures indicate (a) number of graphene layers; (b)—(f) thickness measured by AFM.

(g) Schematic diagram showing difference in optical path of light incident on substrate with and without graphene.
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On the other hand, the change in the color of graphene at
thicknesses exceeding about ten layers remains understood
only qualitatively. Specifically, on a Si substrate with the
widely used 300-nm-thick SiOz surface layer, the color of gra-
phene changes from reddish tones to bluish tones as the thick-
ness increases, and eventually to metallic gray, the color of
graphite. Thus, the fact that monolayer graphene, whose
thickness is only 0.334 nm, can be observed under an optical
microscope and moreover exhibits various colors depending on
its thickness is not only practically useful for layer-number
determination, but is also intrinsically fascinating.

According to reflectance spectrum measurements that
yield a more fundamental physical quantity than RGB in-
tensities, the spectra up to nine layers are accounted for by
the Fresnel equations, and the number of layers can be de-
termined from the reflectance at a wavelength of approxi-
mately 550 nm®. In addition, Raman spectroscopy is also a
known method for determining the number of layers by mak-
ing use of the optical properties of graphene. In the very thin
regime of approximately one to three layers, the number of
layers can be determined with good accuracy from the inten-
sity ratio of the 2D band, which arises from a second-order
lattice vibrational process, to the G-band, which originates
from in-plane vibrations of the carbon atom honeycomb lat-
tice, as they appear in the Raman scattering spectrum. How-
ever, this method for determining the number of layers is not
well suited to thicker regimes. The layer-number depend-
ence of the G-band intensity has been investigated up to a
thickness of about 30 nm (about 90 layers)”?®, and it is
known that the intensity first increases with thickness, then
turns to decrease, and ultimately converges to a constant
value. However, the thickness at which the intensity transi-
tions from increasing to decreasing differs among research
groups and has yet to be quantified.

While the layer-number dependence of optical properties
such as RGB contrast, reflectance, and Raman scattering of
graphene has been investigated, much of this understanding
remains at a qualitative level, and each study has been car-
ried out independently by different research groups. Conse-
quently, there is still no unified understanding that includes
the correlations between these individual properties. We
therefore measured RGB intensities, reflectance, and Ra-

man scattering spectra on the same samples of multilayer
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graphene ranging in thickness from monolayer up to 107 nm
(approx. 319 layers), along with an investigation of the rela-
tionship between thickness and color. This enabled direct
comparison of the thickness dependence of each property,
permitting a comprehensive study that also encompasses the
relationships between them!®. This article presents the find-
ings of this work.

This study used graphene prepared by exfoliating graphite
onto a Si substrate with a 268-nm-thick SiOz surface layer.
The thickness of the SiO2 was determined from reflectance
spectra as described later. The thickness (#) of the graphene
was determined by AFM (Dimension XR, Bruker) measure-
ments. The imaging conditions of optical microscopy (BX53M,
Olympus Corporation) such as exposure time and aperture
were fixed across all measurements unless otherwise noted. A
spectroscopic reflectometer (TohoSpec3100, Toho Technology
Corporation) was used for reflectance measurements. A laser
Raman microscope (inVia Raman microscope, Renishaw plc)
with an excitation wavelength of 532 nm was used for Raman
spectroscopy. This article is structured as follows: Section 1
overviews the intriguing fact that graphene, a material of
atomic-scale thinness, can be observed under an optical micro-
scope, along with the current state of understanding regard-
ing the layer-number dependence of the optical properties of
graphene. Section 2 presents our research into the optical
properties of multilayer graphene. Section 2.1 shows the re-
sults for RGB contrast, Section 2.2 for reflectance, and Section
2.3 for Raman scattering measurements, while Section 2.4

discusses the relationships between these properties.

2 Optical Properties of Multilayer Graphene
2.1 RGB Contrast

As illustrated by the optical images in Figures 1(a)—(f), gra-
phene displays a rich variety of colors depending on its thick-
ness. This is explained, as described later, by the reflection of
light at each interface shown in Figure 1(g) and the resulting
interference effects'®. The numerical values in the figures rep-
resent the number of graphene layers in Figure 1(a), and the
thickness measured by AFM in Figures 1(b)—(f). Figure 2(a)
shows the 256-level RGB intensities (Xgp) extracted from
the optical image of the one-to-four-layer graphene in Figure
1(a) against the number of graphene layers. The inset shows

a histogram of X;. From the inset, it can be seen that X takes
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discrete values corresponding to the number of graphene lay-
ers, demonstrating that single-atomic-layer resolution is
achievable. As shown in Figure 2(a), Xg ¢ g varies linearly with
the number of layers, demonstrating that the number of gra-
phene layers can be determined from X g 5.

N G = ————

200~ Xp => J240

2 180
"
170} € ~
3 2 I
160l S 1 0
150 | 200 l)‘»l) XG N L 200
0 1 2 3 4
Number of layers
200
(b) Red! 'Bue ' ¢ l

XR,G,B

0 20 40 60 80 100
t (nm)
(d)
Figure 2 (a) RGB intensities Xggp of the one-to-four-layer gra-

phene shown in Figure 1(2)19. The inset shows a histo-
gram of Xg. (b) Xggp of multilayer graphene extracted
from optical images!9. (c) Optical contrast Cg ¢ 51?. (d) Op-
tical image of multilayer graphene. Cggp Was obtained
from the region enclosed by the green frame, and the
thickness was estimated from (c). Note that the Xggp
values in Figure 2(a) were obtained from optical images
acquired with a longer exposure time than the measure-
ments described later in order to improve resolution in
the very thin regime, and therefore the numerical values

do not correspond to those in Figure 2(b).

Optical Properties of Multilayer Graphene

Figure 2(b) shows Xg¢p plotted over the entire range of
measured thickness £ As ¢ increases, the dominant compo-
nent shifts from red (Xg) to blue (Xg) at t~10 nm, and then
to green (Xg) at t~40 nm. This study is the first to quantita-
tively evaluate the color changes of graphene, which had pre-
viously been understood only at a qualitative level.

The fact that graphene, an atomic-scale material, can be
observed under an optical microscope and moreover displays
a variety of colors depending on its thickness is explained by
light interference effects. As shown schematically in Figure
1(g), incident light is reflected at each of the interfaces be-
tween air, graphene, SiO2, and Si, and these reflected lights
are emitted externally. In practice, due to multiple reflec-
tions, there are countless optical paths of greater complexity
than those depicted in the figure, and the light traveling
along these paths interferes with one another. Whether the
interference results in constructive or destructive superposi-
tion is determined by the ratio of the optical path difference
to the wavelength. As a result, the intensity of the interfer-
ing light varies periodically with ¢, and this period becomes
longer for light of longer wavelengths. In this way, since the
t-dependence differs according to the wavelength of light, the
color of graphene changes with increasing thickness.

However, there is individual variation of about £20 nm
even among products with the same nominal SiOz thickness,
and this variation changes the optical path length of light
reflected at the SiO2/Si interface, meaning that Xy g5 values
differ from substrate to substrate even for graphene of the
same thickness. While all data in Figure 2(b) were measured
on the same substrate, the intensity ratio relative to the sub-
strate—namely the contrast Cg g g—is less susceptible to dif-
ferences in SiO:z thickness than the absolute values of Xggp
and is therefore more practical as an index for the unified
evaluation of graphene on different substrates.

In this study, the RGB contrast Cggp between graphene

and the substrate was defined by the following equation:

XR,G,B (1)

where Xg g g 1s the RGB intensity of the graphene and Xor g
is the RGB intensity of the substrate. Figure 2(c) shows the
t-dependence of Cr g g obtained from the Xy g g values in Fig-
ure 2(b). It shows that Cg g increases with increasing ¢ but
begins to decrease beyond a certain £ and the variation be-

comes small for ¢t > 40 nm. The thickness at which Crgp

15 (3)



Anritsu Technical Review No.34 September 2026

transitions from increasing to decreasing is indicated by
open triangles in Figure 2(c), and takes a different value for
each color. This difference can be understood from the rela-
tionship between light interference and wavelength dis-
cussed earlier. That is, since the wavelengths of the RGB col-
ors are ordered B < G <R from shortest to longest, the max-
ima appear in the order Cz < Cg < Cr from smaller to larger
values of ¢

Using Figure 2(c), we examined whether the layer-number
determination method based on Cggp can be applied to re-
gimes thicker than the six layers demonstrated in the prior
study?®. Values of £can be determined uniquely by combining
the values of Cy, Cg, and Cg extracted from optical images.
Since the determination accuracy depends on the slope of the
variation of Crgp With respect to ¢ it is effectively deter-
mined by Cg, which has the steepest slope. As a result, an
accuracy of approximately +1 nm (roughly three atomic lay-
ers) can be achieved from this slope and the uncertainty in
Cg up to about t = 40 nm. For example, the multilayer gra-
phene shown in the frame in Figure 2(d) has C; = —0.01,
from which ¢ is estimated to be 24 £1 nm. This value is in
good agreement with the value measured by AFM of t = 23.6
nm.
2.2 Reflectance

As we have seen, (g is a very practical index that esti-
mates layer number with high accuracy, despite being read-
ily obtainable from an optical microscope. However, Cg g is
not a direct physical quantity, because it represents the re-
flected light intensity multiplied by the spectral transmit-
tance of the lenses and filters as well as the spectral sensi-
tivity characteristics of the color sensor. It is also heavily de-
pendent on the imaging conditions. Therefore, to evaluate
the physical properties in detail, the #dependence of the re-
flectance (/) across the visible light region was measured.

Figure 3(a) shows the R spectra of multilayer graphene
ranging from monolayer up to £ = 107 nm. The thick black
line represents the K of the SiO2/Si substrate. This figure
shows that R varies substantially with wavelength particu-
larly for thin graphene, but as the thickness increases this
variation becomes smaller, ultimately converging to a value

almost independent of wavelength.
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Figure 3 (a) Reflectance R of multilayer graphene of various

thicknesses in the visible light region!®. Circles indi-
cate local minimum values of R at each ¢ (b) Weighting
functions for R, G, and B used in calculating virtual

X'rgp from R0,

As indicated by the circles in Figure 3(a) representing the
local minimum values of B at each £ R =0att~5nm and
wavelength 1 ~550 nm. This indicates that when monochro-
matic light of a specific wavelength (1 ~550 nm) is incident
on graphene of a certain thickness (t ~5 nm), the graphene
appears completely black and is effectively “invisible.” At
this point, however, the contrast with the substrate is at its
maximum, so graphene remains visible through its contrast
with the substrate. In general, reflected light contains, in ad-
dition to light reflected at the material surface, components
such as emitted light from each graphene layer including Ra-
man scattered light!?. However, this zero reflectance demon-
strates that the influence of such emitted light components
is negligibly small relative to the magnitude of A.

Next, virtual RGB intensities Xg ¢ g were calculated from
the experimentally obtained £, and compared with Xg gp ex-
tracted from the optical images. Specifically, Xg g Were com-
puted by integrating K over the wavelength range corre-
sponding to each color, weighted by a Gaussian distribution
as shown in Figure 3(b). The center wavelengths and full
widths at half maximum (FWHM) of the Gaussian distribu-
tions in Figure 3(b) were set to 700 nm and 90 nm for R,
546.1 nm and 80 nm for G, and 435.8 nm and 80 nm for B.
Note that, since the measured wavelength range of R is 400

to 800 nm, wavelength components outside this range are
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discarded. Figure 4 shows Xg g and X ¢ calculated from £.
Since the actual spectral sensitivity of each color sensor is
more complex than a simple Gaussian distribution, the
measured and calculated values do not agree perfectly. How-
ever, it is clear that Xggp is qualitatively reproduced by
XRrGB-

Subsequently, the experimentally obtained K was com-
pared with theoretical calculations based on the Fresnel
equations. For simplicity, as shown in Figure 5(a), we used a
model in which multilayer graphene is assumed to be a ho-
mogeneous medium, ignoring its layered structure, and £
was calculated from the following equations.

1,e@1%92) 4 1 o= l01=02) 4 o= i(@1+02) 4 1y l@1-02)]

R= ei(p1+92) + rlrze_i(q)l_‘ﬂz) + r2r3e_i((ﬂ1+¢z) + r1r3ei(¢'1_‘l’2) (2)
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Figure 4 Comparison between Xpgp extracted from optical im-

ages and X'g¢p calculated from reflectance A'9. Solid

lines are guides for the eyes.

Here, n; (i = 0,1,2,3) are the complex refractive indices of air,
graphene, SiO2, and Si, respectively, 1 is the wavelength of
light, and dg;g; is the thickness of SiO2. In this calculation,
the refractive index of air was set to ny = 1, the refractive
index of multilayer graphene n; was taken from the litera-
ture value for monolayer graphene!?, and the refractive in-
dices of SiO2 and Si, n, and ns, were taken from literature
values'®19, n;, n,, and n; are wavelength-dependent and
cannot be expressed by simple formulas. For reference, n; =
2.64 — 1.38i, n, = 1.46, and n; = 4.07 — 0.03i at A = 550 nm.
dsio, was determined to be 268+ 1 nm by fitting the
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experimentally measured R of the SiO2/Si substrate shown
in Figure 5(b).

Figures 5(c)—(f) compare the experimentally measured &
and the theoretical calculations based on the Fresnel equa-
tions for multilayer graphene of representative thicknesses.
The measured values and calculated results are in very good
agreement across the entire range of measured thicknesses
and wavelengths. These results indicate that, for the R in
the visible light region, multilayer graphene can be treated
as a homogeneous medium with the layered structure ig-
nored, and that evaluation of multilayer graphene using the
refractive index of monolayer graphene remains valid for
thicknesses up to 107 nm. This is also consistent with the
result that the influence of emitted light, such as Raman

scattering, on & can be ignored.
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00260 — 500 600 700 800 400 500 600 700 800
Wavelength (nm)
Figure 5 (a) Schematic diagram of model used for theoretical cal-

culation of reflectance A. Comparison between experi-
mentally measured £ and calculated results based on
Fresnel’s equations for (b) SiO2/Si substrate and (c)—(f)
multilayer graphene of various thicknesses!?. Black
circles are experimentally measured values obtained at
a wavelength resolution of 1 nm, and red lines are cal-

culated values.
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Figure 6 (a) Graphene thickness ¢ dependence of G-band inten-

sity ratio I/l 1?. Black circles represent measured
values, and solid lines show theoretical calculation re-
sults normalized in height direction. The gray line
shows the result considering only graphene Absorption
(4); the red line adds Multiple Reflection (MR) of the
Raman scattered light to that; and the blue line further
adds Interference of the Raman scattered light. (b)
Schematic diagram of optical paths for light absorbed
(left side of dashed line) and scattered (right side of
dashed line) in graphene.
2.3 Raman Scattering Intensity
So far, we have focused on the reflected light component of
the incident light on graphene, but there are also transmitted
light and components absorbed by each graphene layer. A por-
tion of the absorbed light is emitted as Raman scattered light.
In this section, we evaluated the light absorption by multi-
layer graphene using Raman spectroscopy measurements.
Among three major peaks known in the Raman scattering
spectrum of graphene, namely the D, G, and 2D bands in order
of increasing wavenumber, we focused on the layer number
dependence of the G-band intensity (I;), because its peak
structure does not change with the number of layers. In Ra-
man spectroscopy measurements, variation in signal intensity
arises due to fluctuations in laser output between measure-
ments. For this reason, each measurement was carried out by

mapping a region containing both the graphene flake and the

Optical Properties of Multilayer Graphene

SiOq surface, and evaluated using the intensity (Ig/Is;o) nor-
malized by the scattering peak intensity (Ig;o) originating from
the Si beneath the SiOsz, as measured at the SiOz surface.

Figure 6(a) shows the dependence of I;/Isio on £ As ¢ in-
creases, I;/Is;, increases with thickness up tot ~12 nm, but
beyond that it begins to decrease, eventually settling at an ap-
proximately constant value. This behavior has been reported
in previous studies”?, but by extending measurements to
even thicker regions, this study found that at around t ~30
nm the intensity does not simply converge monotonically to a
constant value, but instead undergoes slight fluctuations.

To understand this behavior, we compared experimental
results and theoretical calculations based on several models.
First, the #dependence of the Absorption (4) derived from
the Fresnel equations was calculated. On the left side of the
dashed line in Figure 6(b), the path of incident light into gra-
phene is illustrated by black arrows. A portion of the incident
light passes through the graphene multiple times while be-
ing partially reflected at each interface, and a portion of the
light is absorbed by each graphene layer each time. In the
figure, the absorption in the i-th layer counted from the top
is indicated by gray circles. The total amount of light ab-
sorbed by graphene is calculated as the sum of the absorp-

tion in each i-th layer expressed as:
N
A=lal ©
i=1

t, (e—2nklzi/A06—i2nnlzi/A0 + rre—ZRklzi’/AO e—iZTtnlzi'/)\g)

a; = (6)

1+ rlr’e‘”“nlt/"v e—4mk t/Ag

2n,

(7

t, =
1 n0+n1

T, + rze 1202
="
1+ ryrze=t292
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Here, N is the number of graphene layers, k; is the extinc-
tion coefficient of graphene (the imaginary part of the com-
plex refractive index), 1o = 532 nm is the wavelength of the
incident light, z; = 0.334 i (nm) is the depth of the i-th layer
from the surface, and z'; = 2t — z;. The calculation result of
Eq. (5) is shown as the gray line (4) in Figure 6(a). While the
behavior of I;/Igj, increasing with ¢in the thin region is re-
produced, for t > 12 nm, I;/ls;, decreases whereas A re-
mains nearly constant, indicating that absorption alone is

not sufficient to explain the results.
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Therefore, a model that includes the Raman scattered light
was considered. The right side of the dashed line in Figure 6(b)
shows the path of Raman scattered light emitted from a given
graphene layer. When Raman scattered light is emitted from
the yellow circle in the figure, there is both a component di-
rected outward (up in figure), shown by the green arrows, as
well as a component directed toward the substrate side (down
in figure), shown by the red arrows. Since these light compo-
nents undergo repeated multiple reflections at each interface,
there are countless complex paths, but only components that
are ultimately emitted outward from the graphene surface are
detected by Raman spectroscopy. Since not all the light scat-
tered in this way is detected, the experimental values con-
verge to a value smaller than A'». When multiple reflections
of the Raman scattered light are considered, the G-band in-
tensity can be expressed by the following equations, where b;

denotes the fraction of Raman scattered light emitted from the

i-th layer counted from the top that is released to the outside!?.

N
Io % ) laghif? ©
i=1

tll (e—anlzi/}\’ + rre—21rklz’i/7\’)

bi = 14+ rlr/e—ZTrklt/N (10)
2n
t’o = _1 (11)
Ng— Ny

Here, 1’ is the wavelength of the G-band Raman scattered
light corresponding to the excitation wavelength of 532 nm,
and is approximately 580.8 nm. This model assumes that the
Raman scattered light is emitted with independent phases
and that no interference occurs. Accordingly, Eq. (10) uses k;
alone rather than the complex refractive index n, and ex-
cludes the phase term. The calculation result of Eq. (9) is
shown as the red line (4+MHF) in Figure 6(a). The behavior
of Ig/Isio transitioning from increasing to decreasing is re-
produced by considering the multiple reflections of the Ra-
man scattered light, but the fluctuation of I /Is;y observed at
t > 30 nm is not reproduced. This is attributed to the as-
sumption that interference between Raman scattered light
that has traveled via different paths is neglected by using k;
rather than n; in Eq. (10).

Therefore, a calculation incorporating the interference of
Raman scattered light was performed. Specifically, k; in Eq.

(10) was replaced by the complex refractive index n,, and the
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G-band intensity was calculated from:
N
Ig o< Y laib' il (12)
i=1

trl(e—ZHnlzi/A’ + rle—ZTtnlz’i/A’)

1+ ryr/e-2mmt/N

b'y= (13)

This corresponds to considering only the interference be-
tween light that is scattered from the same graphene layer
and emitted to the outside via different paths. The calcula-
tion result is shown as the blue line (A+MR+Interference) in
Figure 6(a). Both the behavior of I5/Is;, transitioning to a de-
crease and the intensity fluctuations in the thicker region
are reproduced. This result demonstrates that in order to un-
derstand Raman scattering in multilayer graphene, not only
multiple reflections of the Raman scattered light but also in-
terference effects are important.

Note that to focus on discussion of the thickness dependence,
each calculation result in Figure 6(a) has been normalized so
that the maximum values coincide. Further consideration is
needed regarding absolute values of scattering intensity.

Finally, in the experimental results, the scatter in Ig/Is;,
becomes larger around t = 10 nm. A similar feature has been
reported in several previous studies®?, but the cause has not

been clarified yet and is a subject for future investigation.
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Figure 7 Top panel compares I;/Is;, and reflectance £ at Raman

excitation wavelength of 532 nm!. Bottom panel shows
fractions of reflectance £, transmittance 7, and absorp-
tion in graphene A relative to incident light, calcu-

lated by Fresnel’s equations!?.
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2.4 Comparison of Reflectance and Raman Scatter-
ing Intensity

Finally, we compared I;/lsijo, which corresponds quasi-
equivalently to absorbed light, with reflectance R for re-
flected light at 532 nm—the same wavelength used in the
Raman spectroscopy. The #dependence of both quantities is
shown in the top panel of Figure 7. As tincreases, Ig/Is;o first
rises and then begins to decrease from ty,4,~12 nm, while £
first decreases and then begins to increase from ty;,~5 nm.
Intuitively, it might be expected that when £ is small, the
amount of absorption increases and therefore Ig/Igjy in-
creases; but while the experimental values qualitatively fol-
low this trend, the observed #min and #fmax are not equal. This
is thought to be because not all the non-reflected light is ab-
sorbed by graphene. Instead, there is a component 7' that
transmits through the graphene and penetrates into the
Si02/Si substrate. The bottom panel of Figure 7 shows the ¢
dependence of the reflectance A, transmittance 7, and the
absorption into graphene Agr obtained from Ag, =1—-R—T
of multilayer graphene calculated using the Fresnel equa-
tions. 7'was calculated using the following equation.

titot3 ?

T = 14
gi(‘/’ﬁ‘/’z) + rlrzg*i(‘Pﬁ‘Pz) + r2r3e*i(‘/’1+‘/’2) + r1r3ei(‘P1*‘/’2) ( )
2nq 2n,
ty = , 3= (15)
nq + n, n, + ns

Here, from Egs. (7) and (15), the denominator of Eq. (14) is a
constant, and since ¢, is proportional to ¢from Eq. (4), T'de-
creases approximately exponentially with respect to £ The
presence of this component explains why the ¢value at which
Rreaches its minimum and the ¢value at which Agr reaches
its maximum are offset from each other. This offset is under-

stood as the observed difference between #min and fmax.

3 Conclusions

Focusing on the fact that the color of multilayer graphene
changes significantly with thickness, we measured the opti-
cal properties, including optical contrast, reflectance, and
Raman scattering, of multilayer graphene ranging in thick-
ness from monolayer up to 107 nm. Furthermore, we con-
ducted a comprehensive study that also includes the correla-
tions between each of these properties by performing these

measurements on the same sample.

Optical Properties of Multilayer Graphene

First, we quantitatively evaluated for the first time the
change in color of multilayer graphene with thickness using
the RGB contrast of optical images that had until now only
been known qualitatively. We also demonstrated that the
simple method of determining the number of graphene lay-
ers from RGB contrast remains valid with an accuracy of ap-
proximately +1 nm (three atomic layers) even for thick gra-
phene up to t ~40 nm.

Second, we measured reflectance as a more fundamental
physical quantity than RGB, and showed that the spectra
can be almost completely reproduced by the Fresnel equa-
tions for thicknesses ranging from a monolayer up to 107 nm
(about 319 atomic layers). This means that multilayer gra-
phene can be treated as a uniform medium, ignoring its lay-
ered structure, from the perspective of reflectance. Further-
more, we demonstrated that the refractive index of mono-
layer graphene remains applicable up to a thickness of 107
nm and clarified that the reflectance of graphene of a specific
thickness can reach zero for incident light of a specific wave-
length. These results suggest that light emitted from each
graphene layer, such as Raman scattered light, is negligible
compared to the reflected light intensity.

Raman spectroscopy was performed to investigate light
absorption by graphene. We observed for the first time that,
in addition to the Raman scattering intensity first increasing
and then transitioning to a decrease with increasing gra-
phene thickness, the intensity also fluctuates at thicknesses
of 30 nm and above. This indicates that not only multiple
reflections but also interference effects are important for Ra-
man scattering.

Lastly, we directly compared the thickness dependence of
these optical properties and clarified the relationships be-
tween them. Although the thickness at which reflectance
reaches its minimum does not match the thickness at which
Raman scattering intensity reaches its maximum, this dis-
crepancy can be understood by considering the respective
contributions of reflection, transmission, and absorption.

This study demonstrated a practical method for determin-
ing the number of layers in multilayer graphene, while also
clarifying its fundamental optical properties. These findings
are expected to contribute to future applied research aimed

at fabricating multilayer graphene optical devices.
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Trends and Overview of Evaluation Techniques in

Image Recognition Al

Ryu Kidokoro, Lawrence Earl Carandang

[Summary]

With the rapid evolution of artificial intelligence (AI) and its expanding application in fields where
accuracy is critical, such as healthcare and quality inspection, comprehensive evaluation of Al models
and their development processes is essential. This article overviews practical methods for evaluating
image recognition Al and demonstrates the role of eXplainable Al (XAI) within an evaluation frame-
work that encompasses not only accuracy but also interpretability and reliability. We demonstrate the
need for evaluation at the pipeline level and introduce application of representative XAI methods,
including Local Interpretable Model-Agnostic Explanations (LIME) and Class Activation Maps
(CAMs), to inference interpretation and model improvement. We also discuss robustness evaluation
through uncertainty quantification using Test-Time Augmentation and Bayesian networks. Further-
more, we discuss the outlook for challenges related to applying these evaluation methods to diverse
tasks and real-world data, as well as integration of evaluation metrics with development objectives.

1 Introduction

Recent advances in deep learning have led to rapid prolif-
eration of Al across a wide range of fields, including business
and healthcare. In particular, generative Al and large lan-
guage models (LLMs) have become central to corporate IT
strategies. At the same time, the opacity of Al decision-mak-
ing poses a significant challenge for ensuring reliability,
making it urgent to establish evaluation techniques that
guarantee fairness and accountability. Against this backdrop,
the importance of a comprehensive evaluation framework
centered on eXplainable AT (XAI) is growing.

XAI has drawn attention as a technology that resolves the
black-box problem of Al and makes the basis for its decisions
understandable. In critical sectors such as healthcare and fi-
nance, visualizing the rationale behind Al decisions is indis-
pensable from both a regulatory and ethical standpoint.
However, evaluation of current AI models tends to focus on
accuracy and speed, making it difficult to identify the causes
of misjudgments and bias. XAI methods such as LIME (Local
Interpretable Model-agnostic Explanations)? and SHAP
(SHapley Additive exPlanations)? have enabled contribution
analysis, but the evaluation of explanation fidelity and sta-
bility remains in its early development stages. Trustworthy
Al requires not only performance evaluation but also com-
prehensive assessment techniques that integrate explana-
tion quality and uncertainty.

This article introduces novel evaluation metrics and

methods for quantifying interpretability, fairness, and expla-
nation reliability through XAI.

The Microsoft COCO dataset (© 2014 Microsoft. Licensed
under the Creative Commons Attribution 4.0 International

License.) was used as training data for the detection model?.

2 Al Model Evaluation

Building on the Al reliability challenges outlined in Section
1, this section introduces evaluation techniques for AI models.

There are various quantitative and qualitative perspec-
tives in evaluation; for example, accuracy quantitatively as-
sesses model performance on tasks such as classification.
Training time indicates how quickly an Al model can be cre-
ated and is an important factor in time-constrained opera-
tions. Furthermore, the validity of the decision rationale is a
qualitative perspective that reflects the reliability and ex-
plainability of the results produced by an Al. These perspec-
tives are indispensable for making a comprehensive assess-
ment of Al performance.
2.1 Al Development Pipeline Evaluation

While Section 2 addresses the evaluation of “Al models,”
the evaluation scope is not limited to the model itself. This
section introduces the “Al development pipeline” as an addi-
tional subject of evaluation. A development pipeline (or
simply an “Al pipeline”) refers to the entire sequence of steps
from AI model development to just before deployment, and

consists of four components: developers; datasets; Al models;
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and inference results, along with six processes: data collec-
tion; pre- and post-processing; training; inference; and per-
formance calculation. Figure 1 shows how the components
and processes are interconnected.

A reactive development approach is common in traditional
machine learning where a model is built first, its accuracy is
then evaluated, and improvements are made based on the
results. However, this approach can lead to unnecessary
data collection and preprocessing, especially when feature
selection during the data preparation stage is insufficient,
resulting in reduced development efficiency. To address this
challenge, it is important to identify features and noisy data
that either do not contribute to or negatively impact perfor-
mance through model evaluation. This enables optimization
of data design, including feature selection, and makes it pos-
sible to build high-accuracy models even with limited data.

In this way, model evaluation serves not merely as a per-
formance check, but as an important guide for data design
and model improvement.

2.2 Explainable Al (XAl)

Recent worldwide research has aimed at interpreting black-
box Al models to improve reliability and performance. One out-
come of such research is eXplainable Artificial Intelligence
(XAD). XAI refers to techniques and methods that present the
basis for Al decisions and predictions in a form that people can
understand. It serves as one approach to Al evaluation by com-
paring features that Al focuses on with human perspectives.

This article introduces several widely used XAI techniques.

Trends and Overview of Evaluation Techniques in Image Recognition Al

2.21 Global Explanation and Local Explanation

XAI methods are generally classified into two categories
based on their scope of explanation: global explanation and
local explanation?. Global explanation analyzes the overall
behavior and dominant internal tendencies of an Al model,
evaluating model behavior using multiple test data points. A
representative example is the decision tree. Conversely, local
explanation aims to understand the reasoning behind indi-
vidual prediction results and to identify which components
of the input contributed most. Unlike global explanation, lo-
cal explanation evaluates model behavior using only a single
test data point. A representative example is the saliency
map?. This article focuses on local explanation and provides
a detailed discussion of the saliency map as a representative
method in Section 3.1 What Is a Saliency Map?

2.2.2 Model-Specific and Model-Agnostic Methods

XAI methods can also be classified according to whether
they have access to a model’s internal parameters (such as
weights and gradients).

Model-specific methods use internal parameters to ana-
lyze outputs between network layers, and can therefore only
be applied to specific model architectures. For example, XAI
techniques for recurrent neural networks (RNN) cannot be
applied to convolutional neural networks (CNN) without ad-
justment, as their architectures and outputs are different.

On the other hand, model-agnostic methods only analyze
changes in input and output, allowing them to be applied to

a wide range of models, regardless of their internal structure.

( )
Al Model
@ data source Dataset @ {§}
e 1 55 :
% @ Collectlon Train + Validation Results
Annotation Evalu- ssing —
ti - Inference [pe
‘ ation processing
Performance evaluation

. J
Figure 1 Al Pipeline. (1) Developers acquire data from various sources and, where necessary, label (annotate)

data to create the dataset. The dataset is then divided into three subsets: training data, validation data,

and evaluation/test data. (2) Training and validation data are fed through preprocessing to train the Al

model (AI training). (3) Evaluation data is fed through preprocessing and is used for inference by model

trained in (2). 4) Where necessary, results from (3) are fed through postprocessing to obtain the final

results and measure model performance. (5) Where necessary, the experiment is repeated with different

conditions based on model performance.

1 Heat maps are often used to visualize saliency maps. In fact, a saliency map is often referred to as a “heat map” rather than a “sali-

ency map.”
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Since model-specific methods make use of internal parame-
ters, they enable more fine-grained explanation and evalua-
tion by examining specific parts of the Al. For example, by ex-
amining a specific layer of an image recognition neural net-
work, one can verify whether the Al has appropriately learned
features such as the shape, color, and size of objects. Model-
agnostic methods, on the other hand, offer the advantage of
being applicable to any model regardless of internal structure.
It is therefore necessary to select the appropriate method de-
pending on whether the model’s internal mechanisms and pa-
rameters are accessible. Specific quantification methods for
uncertainty are discussed in detail in Section 4 Evaluation of
Model Robustness Using Uncertainty Calculation.

2.3 Evaluation Metrics

Accuracy is the most important and primary metric for
measuring performance, but it is not the sole evaluation cri-
terion. Al models and their development pipelines can also
be assessed from the perspectives of transparency, con-
sistency, data quality, and computational efficiency. These
evaluation perspectives are worth considering because they
are directly or indirectly related to model accuracy.

Interpretation of reasoning logic (transparency) evaluates
the possibility that even a correct prediction may be based
on erroneous information. A typical example is the case
where an image classification model predicts “polar bear”
based on snow in the background—a phenomenon called
Clever Hans effect?. As noted earlier, methods such as XAI
can be used to identify the features a model is focusing on
and verify whether they align with the features a human
would notice. This assesses the effectiveness of the training
method while also enhancing user trust.

Quantifying model robustness (consistency) evaluates var-
iability caused by unavoidable factors, such as lighting and
angle in input data such as camera images. While humans
readily adapt to such changes, AI models’ decisions are sus-
ceptible to even minor differences in pixel values. A good
model must be capable of stable detection regardless of
changes in conditions. Robustness is a metric for measuring
this stability, and serves as a basis for evaluating under
what conditions a model can be considered reliable.

Training Data Attribution (TDA) analyzes the impact of
mislabeled or redundant data to evaluate data quality. For

example, in an image classification task, if a photo of a cat is

Trends and Overview of Evaluation Techniques in Image Recognition Al

incorrectly labeled as ‘dog’ and the model is trained on that
image, it may cause degraded performance. To address such
issues, TDA is used to calculate the importance (weight) of
each training data point when updating model parameters.
Based on this importance, it is possible to identify any data
that either does not contribute to or may hinder model train-
ing and exclude it from the dataset.

Measurement of a model’s computational efficiency (effi-
ciency) evaluates whether the model’s size can be optimized
while maintaining accuracy. The higher the model’s complex-
ity and performance, the larger its file size and the greater
the computational resources required to run it. Techniques
such as quantization® and distillation” are means of simpli-
fying a model while preserving its accuracy; computational
efficiency can then be evaluated by comparing model size be-
fore and after applying these methods.

2.4 Application of XAl Techniques to Performance
Improvement

In addition to providing developers with ideas for hyperpa-
rameter tuning, this article introduces several ways to directly
leverage evaluation results as a form of feedback loop within
the Al pipeline. For example, during development of an object
detection model, a saliency map (discussed in detail in Section
3) can be computed for specific training images and compared
against the ground truth (reference data) (Figure 2). This com-
parison result can be used as an additional loss value for use
in backpropagation, serving as an example of loss/feature/gra-
dient augmentation through XAI methods. Saliency maps can
also be used to refine inference results. For example, it is pos-
sible to apply processing such as lowering the confidence score
for images wherein the detected bounding box does not align

with the high-saliency region on the saliency map.

ground truth ground truth area high-saliency area saliency map

calculate area
of intersection

ol [ | (] /] &
! L

Example of a method for comparing ground truth with

Figure 2
a saliency map. The intersection area (Intersection over
Union, IoU) is computed between the bounding box
area of the ground truth and the high-saliency area ex-

tracted by the saliency map.
Meanwhile, as discussed in the previous section, TDA can
be applied to dataset design. It is widely known that selec-
model

tion of training data significantly influences

24 (3)



Anritsu Technical Review No.34 September 2026

performance, and dataset design using TDA is a means of
quantitatively evaluating the quality and informativeness of
training samples. This makes it possible to clearly identify

the data that is most beneficial for the model.

3 Interpretation of Reasoning Logic Using Sali-
ency Maps

This section introduces saliency maps for evaluating Al in
object detection.

3.1 What Is a Saliency Map?

A saliency map is an image showing the data features that
are most attended to during inference. ‘Attended’ here refers
to the features that contribute to the model’s output of an
inference result. Figure 3 shows a saliency map visualized
using Eigen-CAM (Eigenvalue-based Class Activation Map-
ping)® applied to an image of a dog. As shown, the basis for
the ‘dog’ classification was determined from the features at

the center of the dog.

(Left to right) Input image, a saliency map,

Figure 3
and input image overlaid with a saliency map

3.2 Saliency Map Generation Techniques

While there are many methods for generating a saliency
map, this article introduces three: the model-agnostic LIME,
the model-specific Eigen-CAM, and D-CLOSE (Detector-
Cascading multiple Levels of Segments to Explain)¥.
3.21 LIME

LIME is a method that generates a set of samples by ran-
domly perturbing parts of the input data and obtaining the
model’s confidence scores for those samples, thereby con-
structing a local explanation model. Specifically, it performs
linear regression using the perturbed data features as ex-
planatory variables and the model’s predicted confidence
scores as the objective variable in order to estimate the im-
portance of each feature. If the perturbed region is important
for the prediction, the confidence score will decrease; other-
wise, we can expect that the confidence score will be the
same. For object detection models, a method that masks the

target region by replacing all pixel values with 0 can be
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adopted as the perturbation when generating images visual-
ized with LIME. An example of the result is shown in Figure
4(b), which suggests that the model determines the ‘dog’ ob-
ject based on features such as the face, head, and legs.

3.2.2 CAM/Grad-CAM/Eigen-CAM

CAM (Class Activation Mapping) is a technique that lev-
erages the structure of CNNs (Convolutional Neural Net-
works)? to visualize which regions in an image contributed
to the classification. The algorithm generates a map (activa-
tion map) that highlights important regions in the image by
multiplying the output of the final convolutional layer of the
CNN by the weights of the classification layer.

A weakness of CAM is that it is constrained by model archi-
tecture. Specifically, it can only be applied to CNNs that have
a classification layer that uses Global Average Pooling (GAP),
which limits its flexible application to many existing models.
This led to the proposal of Grad-CAM (Gradient-weighted
Class Activation Mapping). Grad-CAM is a method that uses
gradients with respect to the model’s output to weigh the fea-
ture map of the final convolutional layer, thereby visualizing
the regions of attention within the image!?. This makes it ap-
plicable to a wider range of CNN-based models without de-
pendence on a specific model architecture.

For tasks such as object detection, Eigen-CAM is particu-
larly effective. It is a method that performs principal compo-
nent analysis (PCA) or singular value decomposition (SVD)
on a feature map to extract and visualize eigenvectors. This
enables extraction of regions to which the model pays atten-
tion in a class-independent manner.

In addition to Eigen-CAM, there have been various deriv-
atives and improvements proposed for CAM, such as Clus-
ter-CAM! and Expected Grad-CAM'?. These methods aim
to improve processing speed and accuracy by clustering fea-
ture maps and refining gradient calculations. CAM-based
methods are an important means of presenting the basis for
a model’s decisions in a form that people can understand,
serving as a technology within eXplainable Al (XAI) that
continues to attract significant attention.

Figure 4(c) shows the image visualized by Eigen-CAM,
showing that the model determines the ‘dog’ object based on
features around the face.
3.23 D-CLOSE

The D-CLOSE method

achieves visualization by
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repeatedly obtaining model predictions for a target image us-
ing multiple perturbation regions of different sizes, and then
integrating those results. While LIME applies perturbations
at a single segmentation granularity and generates explana-
tions using a local linear model, D-CLOSE applies perturba-
tions at multiple scales ranging from coarse to fine segmen-
tation, making it possible to simultaneously capture the in-
fluence of both broad and detailed features. Figure 4(d)
shows the image visualized by D-CLOSE, suggesting that
the model determines the ‘dog’ object based on the face and

head features.

(d)

Figure 4 (a) Input image with inference result (b) Saliency map

generated by LIME (c) Saliency map generated by
Eigen-CAM (d) Saliency map generated by D-CLOSE

4 Evaluation of Model Robustness Using Uncer-
tainty Calculation

This section introduces a method for quantifying uncer-
tainty, a metric that indicates the reliability of model predic-
tions.

Unlike humans, AI models cannot answer ‘I don’t know’
when presented with inputs they have not been trained on,
and will always return some prediction. For example, if a
lion image is given to an image classification model that has
only been trained on images of cats and dogs, there is a high
possibility that it will misclassify the image as ‘cat’ with high
confidence, despite never having been trained on lions.

One metric for evaluating the reliability of predictions is
‘uncertainty.” In object detection, while confidence indicates
the probability of an object’s existence, uncertainty repre-
sents the reliability of the prediction itself. Following the
earlier example, an inference without a proper basis (.e., a
prediction of ‘cat’ for a lion image) may have high uncertainty,

even if the model’s confidence score is high.
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The simplest method for measuring uncertainty is to have
the model make multiple predictions on the same input un-
der conditions that do not alter the essential nature of the
input data. For example, uncertainty can be quantified by
observing the variance in predictions obtained by modifying
the input image’s color or size. Common metrics for uncer-
tainty include confidence intervals, range of variation, vari-

ance, and standard deviation.

151.., . Aleatoric Uncertainty
* e Epistemic Uncertainty
10 .
> p i
0 . ®e
.‘
-5 % °e
~101
8 -6 -4 -2 0 2 4 6 8
X
Figure 5 Epistemic uncertainty and aleatoric uncertainty!3. Due

to insufficient data, the behavior between x=—6 and
x=—4 cannot be modeled, giving rise to epistemic uncer-
tainty. Meanwhile, due to variance in x=0 to x=8, the
actual behavior becomes unknown. As a result, the
model’s prediction becomes a range rather than a fixed
value, giving rise to aleatoric uncertainty.

Uncertainty can be broadly divided into two types: epis-
temic uncertainty and aleatoric uncertainty!¥. The former
arises from data outside the training distribution or from in-
appropriate model selection, and can be mitigated by adding
data or improving the model. The latter stems from noise and
randomness inherent in the environment, and is difficult to
mitigate unless the environment itself is changed. Figure 5
visualizes both types in the context of a regression task.

As mentioned previously, a common method for quantify-
ing uncertainty is to obtain multiple inference results for the
same test input. The following sections introduce several
methods classified according to whether or not modification
of the network’s internals is required (model-specific or
model-agnostic).

4.1 Model-Agnostic Methods

A common method for estimating uncertainty is to train
multiple models on the same dataset with different initial
values, hyperparameters, or architectures—a technique
known as Deep Ensembles!®. By varying the training condi-

tions, each model follows a different training trajectory, and
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if the models converge to different points, their inference re-
sults may also differ. Assuming high-quality training data
was used, high uncertainty with respect to unknown data
indicates that the model has failed to correctly capture the
important features—that is, it reflects epistemic uncertainty.

A related technique is bootstrap aggregating (bagging),
which involves training multiple models using different sub-
sets drawn by sampling with replacement from the training
data (bootstrap sets), without changing the model architec-
turel®,

However, creating multiple models is not always practical.
As a single-model approach, Test-Time Augmentation (TTA)
allows evaluation of an existing model without requiring any
additional training processes!?”. In TTA, multiple transfor-
mations, such as affine transformations (e.g., translation
and rotation) or recoloring operations (e.g., contrast en-
hancement), are applied to the input being evaluated, and
each transformed version is passed through the model to ob-

tain multiple inference results. Figure 6 shows several ex-

amples of such transformations.

Figure 6  (Left to right) Original image, Transformed image #1,

Transformed image #2

By exploring a range of transformation patterns and re-
cording detection confidence with respect to the transfor-
mation, the degree of model uncertainty can be visualized as
a graph. This makes it possible to pinpoint the model’s weak-
nesses and appropriately adjust the training methodology.

Figure 7 shows how the detection confidence for the ‘dog’
object in the left image of Figure 6 varies with image rotation
angle (—150° to 150°). At 0° (original image), the confidence
is 0.95, but drops to 0.64 at a rotation of 78°, and detection
fails entirely at approximately 100°. This demonstrates that
the model is not invariant to rotation and that such trans-
formations may affect its performance.

While this graph can itself be treated as a quantification
of uncertainty, when a single metric is required, ‘flatness’
measures such as standard deviation (¢) or maximum slope
are effective. This article uses ¢. Since confidence is bounded

within the interval [0,1], its o is constrained to the interval
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[0,0.5]. Accordingly, Eq. (1) for expressing uncertainty as a

percentage is defined as:
Uncertainty = 20 x 100% )

Computing the o of the confidence values in Figure 7
yields 0 = 0.2689, and from Eq. (1), the uncertainty is 53.78%.
Therefore, with respect to the detection confidence of 0.95 for
‘dog’ in the left image of Figure 6, we can say that this pre-
diction is approximately 53.8% uncertain.

The uncertainty metric reflects a model’s stability and con-
sistency rather than its performance. Accurate evaluation
requires consideration of both. A model that achieves high
performance but exhibits high uncertainty may be failing to
capture essential features and instead relying on back-
ground cues; possible causes include insufficient diversity in
the training data, among various other factors. Conversely,
when both performance and uncertainty are low, this sug-
gests that the model is overly simplistic, making a review of
its architecture important. The ideal model achieves both

high performance and low uncertainty.

Confidence

-150° -114>100° -50° [0 50° 78 100 150°

Rotation angle

Figure 7 Image Rotation Angle vs. Detection Confidence for ‘Dog’

4.2 Model-specific Methods

Compared to model-agnostic methods, model-specific
methods require access to the model’s source code, making
their implementation more sophisticated and challenging.
However, these methods enable more refined evaluation and
allow developers to identify specific areas of the model in
need of improvement. The following outlines two such meth-
ods.

In conventional neural networks, precise weights are com-

puted for each neuron or node and adjusted during training.
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By contrast, in Bayesian networks!® the network weights
are assumed to be random variables, and the goal of training
is to estimate the mean and variance of the probability dis-
tributions (typically Gaussian distributions) that describe
these variables. During the forward pass when inputting
data, sampling is performed from these probability distribu-
tions to obtain specific weight values. When computing un-
certainty for a given input, multiple forward passes are exe-
cuted, resulting in a different combination of weight values
within the network for each pass. Equation (2) shows the
mathematical formulation of a Bayesian neuron.
y = f(Ziwix; + b), where w;~N (u;, ) @

y: Neuron output

f ( . ) :Activation function

w; : Weight

x;: Input features

b: Bias value

Ui, O_iz :mean and variance of distribution N

When a model includes Dropout layers2, Monte Carlo

Dropout!? is a technique that leverages them to compute un-
certainty. While Dropout is originally only used during train-
ing to prevent overfitting, this technique keeps the Dropout
layers active at inference time as well, assigning zeros to
random weights in order to vary the weight patterns. This
effectively disables the corresponding weights, producing an
effect analogous to that of a Bayesian network. As a result,

multiple inference outputs can be obtained.

5 Conclusions

In Al model development, it is important to evaluate accu-
racy after building a model and to make improvements based
on the results. However, conventionally, improving a model
requires addition of large amounts of data, entailing consid-
erable cost. One reason for this is that the basis for Al deci-
sion-making is a black box, making it difficult for people to
understand what data characteristics are effective. This ar-
ticle addresses these challenges by introducing XAI tech-
niques and presenting implementation examples, thereby
demonstrating the potential for a more effective approach to
selecting additional training data. Furthermore, we propose
that by incorporating these XAI techniques into the perfor-

mance evaluation of an Al pipeline, it is possible to visualize
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the presence of insufficient or excess data and facilitate bet-
ter understanding. It should be noted that since this study
evaluated an object detection model, different evaluation
methods will be required for other tasks.

Going forward, we plan to pursue application of these
methods to different AI models and real-world data, as well
as further development and evaluation of XAI techniques us-
ing uncertainty-based functions. In addition, when incorpo-
rating these evaluation techniques into an Al pipeline, it will
be necessary to design evaluation metrics suited to the spe-
cific objectives, and these too remain subjects for future re-

search.
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Overview of Public-key Cryptography

Takashi Mori

[Summary]

Cryptography for securely exchanging confidential information over communication channels that
may be subject to eavesdropping has a long history, and was also used for military and diplomatic
applications during World War I. In encrypted communication, encryption and decryption are per-
formed based on a key. However, with symmetric-key cryptography, where the encryption key and
decryption key are identical, the challenge lies in how to securely share the common key between
the sender and receiver. In other words, since it is not possible to transmit a common key over a
communication channel that may be subject to eavesdropping, it is necessary to distribute the com-
mon key through a separate secure means. Public-key cryptography solves this challenge by pre-
paring different keys for encryption and decryption, making the encryption key public as a public
key, and keeping the decryption key secret as a private key. There are key exchange methods for
securely sharing a secret key over a communication channel that may be subject to eavesdropping,
and these too fall under the broader definition of public-key cryptography. Public-key cryptography
is widely used in encrypted communications on the internet and has become an indispensable tech-
nology in our modern information society. This article explains the basic principles of RSA cryptog-
raphy, Diffie-Hellman key exchange, and elliptic curve cryptography as current public-key crypto-
graphic systems, and introduces post-quantum cryptography, which is difficult to break even using

quantum computers, as next-generation public-key cryptography.

1 Introduction
Human society needs to exchange confidential information

through secure communications. However, there is a risk of

eavesdropping by third parties during actual communication.

Wireless communication in particular poses the problem that
interception by third parties is easy, but it is difficult for the
legitimate sender and receiver to detect that interception has
occurred. Consequently, encryption is needed to prevent ex-
posure of secret information even if communications are in-
tercepted by third parties. Encryption has a long history, and
was also used in World War I for military and diplomatic pur-
poses?. In other words, the purpose of cryptography is to se-
curely transmit secret information over a communication
channel that may be subject to eavesdropping.

For example, in classical cryptography (Figure 1), the
sender (Alice) shifts each letter of the plaintext “hello” by 4
characters to produce the ciphertext “lipps,” which is then
sent to the receiver (Bob). Even if the eavesdropper (Eve) in-
tercepts the ciphertext “lipps,” she cannot make sense of it,
whereas the receiver (Bob) can obtain the plaintext “hello”
by shifting each letter of the received ciphertext “lipps” back
by 4 characters. If we break this cipher down into “scheme”

and “key,” the scheme is to shift each letter of the alphabet

by n characters, and the key is n = 4. Both the scheme and
the key are required to break a cipher. However, in classical
cryptography, knowing the scheme made it easy to break the
cipher, so both the scheme and the key were kept secret. In
the example above, if the scheme of shifting the alphabet by
n characters is known, the cipher can always be broken by
checking all 26 possible values of n.

On the other hand, in modern cryptography, the system is
designed so that security is maintained even if the scheme is
known, as long as the key remains unknown. Therefore, only
the key is kept secret while the scheme is made public. It is
believed that making the scheme public, rather than keeping
it secret, allows it to be more widely studied and actually re-

sults in higher security.

Shift alphabet by Shift alphabet back
4 characters by 4 characters

Ciphertext (& “lipps”
Plaintexts: “hello” M—'

Receiver (Bob)

Plaintext s’ “hello”

Sender (Alice) v
Eavesdropper (Eve)

Figure 1  Example of Classical Cryptography

In the classical cipher described above, the number of char-
acters shifted during encryption, n, must equal the number
of characters shifted back during decryption, n’ G.e., n = n’).

A cipher in which the encryption key and the decryption key
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are the same is called a symmetric-key cipher (or secret-key
cipher). In symmetric-key cryptography, the challenge lies in
how the sender and receiver can securely share the common
key. In other words, since the common key cannot be sent
over a communication channel that may be subject to eaves-
dropping, it is necessary to arrange a separate secure means
of delivering the common key. Public-key cryptography
solves this problem. As shown in Figure 2, the receiver (Bob)
prepares two different keys for encryption and decryption:
the encryption key is made public as the public key, while the
decryption key is kept secret as the private key. The sender
(Alice) encrypts the plaintext using the public key and sends
the ciphertext, and the receiver (Bob) decrypts the ciphertext
using the private key to obtain the plaintext. Since the public
key used for encryption cannot decrypt the ciphertext, an
eavesdropper (Eve) cannot obtain the plaintext even if she
acquires both the public key and the ciphertext. The inven-
tion of public-key cryptography made it possible to securely
transmit secret information using only a communication
channel that may be subject to eavesdropping. This article
explains the basics of the main public-key cryptographic
schemes currently in widespread use, and also presents an
overview of post-quantum cryptography (PQC), which repre-
sents the next generation of public-key cryptography.

Public k < = Public ki
uble k&Y u ey "', Different keys
Private key /¥
Ciphertext (s ;"
Plaintext i« g Decryption Plaintext i«
¥
Sender (Alice) v Receiver (Bob)
Eavesdropper (Eve)
Figure 2  Public-key Cryptography Procedure

2 Features of Public-key Cryptography

The first challenge is the number of keys required for
many-to-many encrypted communication. In symmetric-key
cryptography, since sharing a key allows the ciphertext to be
decrypted with that shared key, a different key is required
for every possible combination of communicating parties. In
contrast, with public-key cryptography, even if multiple
senders share the same public key for encryption, security is
maintained because the public key cannot be used to decrypt
the ciphertext. For this reason, even when conducting many-
to-many encrypted communication, the number of key pairs

required is only equal to the number of receivers. For
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example, in an 8-to-8 communication scenario (Figure 3),
symmetric-key cryptography requires 28 keys, while public-
key cryptography requires only 8 key pairs.

Publish each

O party's public ®

./kf\.

(b) Public-key cryptography

(a) Symmetric-key cryptography

Figure 3 Number of Keys Required by 8-to-8

Cryptographic Communications

The second challenge is the encryption of large volumes of
data. Although public-key cryptography has the advantage
of not requiring sharing of a secret key and enabling many-
to-many encrypted communication with ease, it has the
drawback of requiring a large amount of computation for
both encryption and decryption. Therefore, transmitting
large volumes of data using public-key cryptography poses
the challenge of placing a heavy computational load on the
system. On the other hand, symmetric-key cryptography has
the drawbacks of requiring secure sharing of a common key
and needing a large number of common keys for many-to-
many encrypted communication, but it has the advantage of
requiring only a small amount of computation for both en-
cryption and decryption. For this reason, encrypted commu-
nication over the internet commonly uses a method in which
public-key cryptography is first used to share a key between
the sender and receiver, and that key is then used to trans-
mit data via symmetric-key cryptography. Since the amount
of data involved in key sharing using public-key cryptog-
raphy is small, the computational load does not pose a signif-
icant problem, and large volumes of data are transmitted ef-
ficiently via symmetric-key cryptography. At the same time,
the sharing of the common key is carried out securely
through public-key cryptography. This method thus cleverly
avoids the drawbacks of both types of cryptography.

3 Current Public-key Cryptography?
3.1 RSA Cryptography

RSA cryptography is a public-key cryptosystem published
in 1978 by three researchers—Rivest, Shamir, and Adleman
(RSA being their initials)—and is based on the difficulty of

factoring large numbers into their prime factors. That is,

31 (2)



Anritsu Technical Review No.34 September 2026

given two prime numbers p and ¢, it is easy to compute
their product n =p x g, but finding p and g from a given
product n through prime factorization requires an enor-
mous amount of computation.

Figure 4 shows the RSA cryptography procedure.

Initial set up | Prepare primesp, q
n=pxq
Keyt' Choose integer e
generaiion Choose d such that
edmod (p-1)(g-1) =1

Public key n, e «—————— Publickeyn, e

Private key d

Ciphertext ¢ i

Plaintext m Encryption Decryption Plaintext m

hN/

c=memodn ‘* m =c?modn

Sender (Alice) Eavesdropper (Eve) Receiver (Bob)

Figure 4 RSA Cryptography Procedure

First, the following initial setup is performed on the receiver
side.

* Prepare two prime numbers p and g

+ Compute the product of the primes n =p X q

* Choose a positive integer e that is less than

(p—1)(@—1) and coprimeto (p —1)(q —1)

* Choose d suchthat e-dmod(p —1)(¢q—1) =1

(where mod denotes the remainder of division)

* Make n and e public as the public key

+ Keep d secret as the private key

This numerical example uses small numbers:

* Prepare two prime numbers p =3, g =5

+ Compute the product of the primes n =3 x5 =15
* Choose a positive integer e = 3 that is less than

(3—-1)(5-1) =8 and coprime to 8
* Choose d =3 suchthat e-dmod(3—-1)(5—-1)=1

(e-d=3%x3=9, 9mod8=1)

* Make n = 15, e = 3 public as the public key

+ Keep d = 3 secret as the private key (In this numerical
example e and d are equal, but in practice they would
have different values.)

RSA cryptography makes use of the properties of exponen-
tiation in mod n, specifically that raising an integer m to
the power of (p —1)(q —1) + 1 modulo n returns the origi-
nal m. For example, as shown in the numerical example in
Table 1, raising any value of m to the power of (p —1)(q —

1) +1 =9 modulo 15 returns the original m.
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Table 1 Exponentiation Calculations for mod 15
Exponentiation
m 1 2 3 4 5 6 7 8 9
1 | | 1 1 | | | 1 1
212 4 8 1 2 4 8 1 2
303 9 12 6 3 9 12 6 3
414 1 4 1 4 1 4 1 4
S|5S 10 510 5 10 510 5
6] 6 6 6 6 6 6 6 6 6
717 4 13 1 7 413 1 7
8/ 8 4 2 1 8 4 2 1 8
919 6 9 6 9 6 9 6 9
100710 10 10 10 10 10 10 10 10
111 111 I 11 1 11 11
2712 9 3 6 12 9 3 o6 12
1313 4 7 I 13 4 7 I 13
4714 1 14 1 14 1 14 1 14

Let m denote the message to be transmitted. On the sender
side, the message m is encrypted using the public key n
and e according to the following equation, and the cipher-
text ¢ is transmitted.

¢ = m*modn 1
On the receiver side, the received ciphertext ¢ is decrypted
using the private key d according to the following equation.

m = c®modn (2
Through encryption and decryption, the message m is
raised to the power of e-d modulo n. Since e and d are
chosen during the initial setup such that e-d mod (p —
1)(g —1) =1, and raising m to the power of (p —1)(q —
1) + 1 modulo n returns the original m, the original mes-
sage m 1is recovered through decryption. For example, as
shown in the numerical example in Table 2, encrypting m
by raising it to the power of e = 3 and decrypting the cipher-

text by raising it to the power of d = 3 returns the original

m.
Table 2 Encryption and Decryption Using Exponentiation

Encryption | Decryption

Exponentiation | Exponentiation

m| 1 2 3|1 2 3

0 A (R N S N R |

212 4 8|8 4 2

313 9 1212 9 3

414 1 4] 4 1 4

505 10 5[5 10 5

6| 6 6 6| 6 6 6

717 4 13[13 4 7

8 8 4 212 4 8

919 6 9|9 6 9

1010 10 10]10 10 10

I I R DI B |

212 9 3] 3 9 12

13113 4 7|7 4 13

414 1 14714 1 14
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In RSA cryptography, n and e are made public, but de-
cryption requires d.If p and q were known, d could be de-
rived from e -d mod (p — 1)(q — 1) = 1, and the cipher would
be broken. Finding the prime numbers p and g such that
n=pxgq from a known n is a problem of prime factoriza-
tion, and since prime factorization becomes extremely diffi-
cult when p and q are very large numbers, RSA cryptog-
raphy is considered computationally unfeasible to break.
However, as computing power improves, the speed of prime
factorization also increases year by year, making it necessary
to periodically increase the size of p and q. Note that in the
initial setup on the receiver side, since the product n =p X q
is computed after preparing the two prime numbers p and
q, there is no need to perform prime factorization of large
numbers.

The practical problems with RSA cryptography include is-
sues arising from increasing key length and operational is-
sues related to key generation®. For increasing key length,
while it is necessary to lengthen the key in response to im-
provements in computing performance in order to maintain
security, processing long keys is difficult in environments
with limited processing capacity, such as IC cards and em-
bedded devices. The key generation issue is that RSA cryp-
tography uses two large prime numbers, and if one of the
primes is the same for different users, the private key can be
derived relatively easily. The probability of different users
randomly selecting the same prime number is negligibly
small, but there is a possibility of using the same prime due
to faults in random number generators or administrator er-
rors. Even if one prime number is the same, the public key,
which is the product of the two prime numbers, will differ,
making it difficult to detect the duplication, and this is a
problem.

3.2 Diffie-Hellman (DH) Key Exchange

DH key exchange is a key sharing method published in
1976 by Diffie and Hellman and is based on the difficulty of
the discrete logarithm problem for large numbers. That is,
given integers g and a and a prime number p, it is easy to
compute the power g? mod p. However, finding the integer
a given the integer g, prime p, and the power g% modp is
a discrete logarithm problem that requires an enormous
amount of computation.

Computation of g? modp can be performed with a small
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number of multiplications instead of performing a multipli-

cations, as follows. Compute x,=g?’modp , x,=
x?modp=g*modp , xg=ximodp=g%modp , x4=
xZ modp = g*® mod p, - - -and then, for example, when seek-
ing the 22nd power, compute Xxi¢-x,-Xx, = gi®-g*-

g*>mod p = g2 mod p, which allows large powers to be com-
puted efficiently.
Similarly, the logarithm problem of finding a when y,

a

and g are known in y, = g¢ can be solved easily as follows.

— 42 — 2 — 44 — 2 — 8 — 2 —
Compute Xp =07, X4 =X =909 , Xg=X4 =9 , X16 = Xg =

16 .. -and then efficiently find a by progressively narrow-

9
ing down the range, for example as x;¢4 - x4 > Y, = x16. While
the logarithm problem without modp can be solved effi-
ciently in this way, the same approach cannot be applied to
the discrete logarithm problem with mod p, making it diffi-
cult to find a.

Figure 5 shows the procedure for DH key exchange and is

described below.

Preparation of
common

Prime p

parameters Integer g
12X} P g
Secret value a Ya=g9mod p | Y»=gPmod p r Secret value b
g% mod p ¥p® mod p Vi ;' Y.t mod p g% mod p
—— vy .
! Person A Eavesdropper Person B
--------- TTTTTTTTremesss------ Same key
Figure 5 DH Key Exchange Procedure

* Prime p and integer g are made public as common pa-
rameters.

* Person A chooses a secret value a, computes y, =
g% mod p, and makes it public.

* Person B chooses a secret value b, computes y, =
g? mod p, and makes it public.

* Person A uses their own secret value a and Person B’s
public information y;, to compute the secret key y; mod p.

* Person B uses their own secret value b and Person A’s
public information y, tocompute the secret key y? mod p.

+ Both parties’ secret keys are equal to g*” mod p.

To illustrate with a small numerical example:

* Prime p = 23 and integer g =9 are made public.

+ Person A’s secret valueis a = 17, and y, = 9" mod 23 = 3
is made public.

* Person B’s secret value is b =5, and y, = 95 mod 23 =8

is made public.
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* Person A uses secret value a = 17 and Person B’s public
information y, =8 to compute the secret key
817 mod 23 = 13.

* Person B uses secret value b =5 and Person A’s public in-
formation y, = 3 to compute the secret key 3° mod 23 =
13.

* Both parties’ secret key is 13.

In this way, both parties can share a secret key without
ever transmitting it over a potentially eavesdropped channel.
For an eavesdropper, since prime p, integer g, Yy, =
g®modp, and y, = g? modp are all public, if the value of a
were known, the secret key could be derived via yf modp
and if the value of b were known, the secret key could be
derived via y? mod p. However, finding the value of a from
Yo = g% mod p, or finding the value of b from y, = g” mod p,
is a discrete logarithm problem, and since making p a very
large prime makes the discrete logarithm problem difficult
to solve, breaking DH key exchange becomes computation-
ally unfeasible. However, as computing power improves, the
speed at which the discrete logarithm problem can be solved
also increases year by year, so it is necessary to periodically
increase p. Note that in the DH key exchange procedure,
since the exponentiations y, = g* modp and y, = g” mod p
are computed after preparing the secret values a and b,
there is no need to solve the discrete logarithm problem. RSA
encryption described in the previous section can transmit ar-
bitrary messages, so key sharing is also possible by sending
a secret key as a message, making it usable for both data
encryption and key sharing. In contrast, DH key exchange
allows both parties to share some secret key, but cannot
transmit arbitrary messages, making it a method dedicated
solely to key sharing.

3.3 Elliptic Curve Cryptography (ECC)

ECC is a public-key cryptosystem independently proposed
by Miller and Koblitz around 1985, and is based on the diffi-
culty of the discrete logarithm problem on elliptic curves.
That is, given a point G on an elliptic curve and a natural
number s, it is easy to compute the elliptic curve multiplica-
tion T = s X G. However, the elliptic curve discrete logarithm
problem, which asks for the natural number s given a point
G on an elliptic curve and the elliptic curve multiplication
T = s X G, requires an enormous amount of computation.

An elliptic curve is a curve expressed as y2 =x3+ax + b,
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and for example, the elliptic curve with a =—1 and b =1
appears as shown in Figure 6. The concept of arithmetic op-
erations on the elliptic curve is as follows: Let G =
(0.5,0.790569) be a point on the elliptic curve. As shown in
Figure 7, find the intersection point A of the tangent line at
point G and the elliptic curve, then let B be the point ob-
tained by inverting the sign of y at point A. This is defined
as the elliptic curve addition and multiplication B =G + G =
2 X G. Similarly, as shown in Figure 8, find the intersection
point C of the line connecting point G and point B with the
elliptic curve, then let D be the point obtained by inverting
the sign of y at point C. This is defined as the elliptic curve
addition and multiplication D =B+ G =3 X G . Also, as
shown in Figure 9, when there is no intersection point be-
tween the line connecting point A and point B and the el-
liptic curve, we set A + B = 0, and define the subtraction on
the elliptic curve as B = 0 — A = —A. The computation of the
elliptic curve multiplication T =s X G can be performed
with a smaller number of additions, as described below, ra-
ther than performing s additions. Similarly to the exponen-
tiation calculation in the previous section, we compute A, =
G+G=2%XG, A=A, +4,=4%xG, Ag=A4,+A4,=8X%G,
A = Ag+ Ag =16 X G, - - -, and when, for example, we wish
to find the 22-fold multiple, we can efficiently compute mul-
tiplication by large numbers as A;q + A, + 4, =16 X G +
4XG+2XxG=22X%4G.

T T T T
a=-1,b=1
4 - _
2| i
G
2k i
4l i
Il 1 Il 1
2 1 0 1 2 3
X
Figure 6 Example of Elliptic Curve
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T T T T
a=-1,b=1
Ml Intersection T
point
- <
2 .
A G
> 0+ —
2 B .
Sign inversion
4 _
Il 1 1 |
2 -1 0 1 2 3
X
Figure 7 Example 1 of Addition on Elliptic Curve
_ _ T T
C
2L |
A G
> 0+ —
2L B i
e pe ee B ana
=
-4 - o - . 1
Sign inversion
Il 1 1
2 -1 0 1 2 3
X
Figure 8 Example 2 of Addition on Elliptic Curve
T T T T
a=-1,b=1
4 A =
— i
oL ' ]
A
~ 0

Line between A and B .

2k B 4
Sign inversion

1 Il |
0 1 2 3

)

x

Figure 9 Example of Subtraction on Elliptic Curve

The discrete elliptic curve used in public-key cryptography
is an integerized version of the elliptic curve described above.
The concept is to let p be a prime number, and let x, y, a,
and b be integers from 0 to p —1. The discrete elliptic
curve is a discrete integer value expressed as y? = x3 + ax +
b mod p. Once a point G on the discrete elliptic curve is de-
termined, if the natural number s is known, the multiplica-
tion T = s X G on the discrete elliptic curve can be computed
efficiently in the same manner as described above. Con-
versely, the discrete logarithm problem of finding the natural

number s from T = s X G is difficult to solve.
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The procedure for ECC is explained under Figure 10.

Addition, Subtraction, and Multiplication
on Discrete Elliptic Curves

Key b, and base point G
generation Randomly select private key s
Publickey T=5s X G

Initial set up { Determine prime p, coefficients a,

Public key T «——————— Publickey T

Private key s

Ciphertext (C,,;"CZ)

Plaintext M Encryption —+ Decryption Plaintext M
Y
Generate random numberr\* M=GC-(s x ()
Ci=rxaG

C=M+@xT) Eavesdropper (Eve)

Sender (Alice) Receiver (Bob)

Figure 10 ECC Procedure

Key Generation:

* Publish the prime p, coefficients a, b, and base point G
as common parameters.

* The receiver side randomly selects a private key s and
publishes T = s X G as the public key.

Encryption:

* The sender side generates a random number r and com-
putes C; =r XG.

* To send the message M, compute C, =M+ (r XT) and
transmit (Cy, C,) as the ciphertext.

Decryption:

* The receiver side computes C, — (s X C;) using the cipher-
text (Cy, C,) and the private key s.

cAsavresult, (, —(sXC) =M+ (T XsxG)—(sXrxG)=
M, and the message M is obtained.

A numerical example with small numbers is shown below:

Key Generation:

* Publish the prime p = 263, coefficients a =2, b = 3, and
base point G = (200,39) as common parameters.

* The receiver side selects the private key s = 13 and pub-
lishes T = s x G = (114,104) as the public key.

Encryption:

* The sender side generates a random number r = 35 and
computes C; =7 X G = (219,39).

* To send the message M = (88,84), compute C, = M + (r X
T) = (250,161) and send (Cy,C,) = ((219,39),(250,161))
as the ciphertext.

Decryption:

* The receiver side computes C, — (s X C;) using the cipher-
text (Cy, C,) and the private key s = 13.

(250,161) — (13 x (219,39)) = (250,161) —

(201, 155) = (88,84), and the message M is obtained.

+ As a result,

The practical advantages of ECC include the benefits of

short key lengths and operational aspects of key generation?.
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ECC can achieve equivalent security to RSA cryptography
with a key length of approximately one-tenth of that required,
making it suitable for use in environments with limited pro-
cessing performance, such as IC cards and embedded devices.
In ECC, a different natural number s should be selected for
each user as the private key. If the same natural number s
is selected by different users, the public key T =sx G will
also be the same, making it easy to detect duplicates. This
provides an operational advantage in key generation, be-
cause the problem of issuing weak keys is less likely.
3.4 Elliptic Curve Diffie-Hellman (ECDH) Key Ex-
change

ECDH key exchange is a method that performs DH key
exchange using elliptic curves. Like ECC, it is based on the
difficulty of the discrete logarithm problem on elliptic curves.

The procedure for ECDH key exchange is explained under
Figure 11.

Preparation of
common
parameters

Prime p, integers a, b,

l Multiplication on Discrete Elliptic Curves
base point G

p.ab G

Secret value d, Secret value dg

dy X dg X G i dy X dg X G
vy
Person A Eavesdropper Person B
T e o Same value -------==--="""""""TTTT

Figure 11 ECDH Key Exchange Procedure

* Publish the prime p, coefficients a, b, and base point G
as common parameters.

* Person A decides on a secret value d, and computes Q4 =
ds4 X G to publish.

* Person B decides on a secret value dg and computes Qp =
dg X G to publish.

+ Person A computes the secret key d, X Qp using their own
secret value d, and Person B’s public information Qj.

* Person B computes the secret key dg X Q4 using their own
secret value dp and Person A’s public information Q.

* Both parties’ secret keys are equal to d4 X dg X G.

A numerical example with small numbers is shown below:

* Publish the prime p = 263, coefficients a =2, b = 3, and
base point G = (200,39) as common parameters.

* Person A decides on a secret value d, = 23 and publishes
Q4 =d, x G = (198,95).

* Person B decides on a secret value dgz = 79 and publishes

Qs = dg X G = (129,9).

Overview of Public-key Cryptography

* Person A computes the secret key d4x Qg =23X
(129,9) = (133,138) using their own secret value d, = 23
and Person B’s public information Qp = (129,9).

* Person B computes the secret key dgXx Q=79 X
(198,95) = (133,138) using their own secret value dp =
79 and Person A’s public information Q4 = (198,95).

* Both parties’ secret keys are equal to dy XdpXG =
(133,138).

In this way, both parties can share a secret key without

transmitting it over a communication channel that may be

subject to eavesdropping.

The ECC described in the previous section can transmit
arbitrary messages, so key sharing is also possible by send-
ing the secret key as a message, making it usable for both
data encryption and key sharing. In contrast, ECDH key ex-
change allows both parties to share some secret key, but can-
not transmit arbitrary messages, and is therefore a method
dedicated exclusively to key sharing.

3.5 Strength of Public-key Cryptography
The security of the aforementioned public-key cryptog-

raphy is based on the enormous computational effort re-
quired to solve the prime factorization and the discrete loga-
rithm problem of large numbers. A comparison between the
computational performance of the world’s top supercomputer
and the computational performance required to solve prime
factorization and the discrete logarithm problem on elliptic
curves within one year has been reported by CRYPTRECY,
and it would take an unrealistic period of over 1000 years to
break the currently used 2048-bit RSA or 256-bit ECDH.
However, since the computational performance of supercom-
puters improves year by year in accordance with Moore’s Law,
it is necessary to periodically increase the key length of cryp-
tographic systems to raise the computational effort required
for decryption. Conversely, by periodically increasing the key
length, it is possible to maintain the security of public-key
cryptography against the improvement in supercomputer
computational performance that follows Moore’s Law.

On the other hand, there is Shor’s algorithm, which uses a
quantum computer to efficiently solve prime factorization
and the discrete logarithm problem. For this reason, alt-
hough RSA cryptography and ECC are theoretically consid-
ered broken, breaking actual cryptographic systems requires

a large-scale quantum computer, and current quantum
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computers are nowhere near sufficient in scale, meaning that
RSA cryptography and ECC have not actually been broken
in practice. However, there is a technique known as a “Har-
vest Now, Decrypt Later attack” by which an attacker saves
intercepted ciphertext and decrypts it at a future time when
quantum computer performance has improved. This poses a
threat for confidential data that does not become obsolete
over time, and therefore countermeasures are needed in ad-

vance.

4 PQC
4.1 CRYSTALS-Kyber

Research and development of PQC that is difficult to break
even using large-scale quantum computers is being actively
pursued as successors to the current RSA cryptography and
ECC. The US National Institute of Standards and Technol-
ogy (NIST) launched a public solicitation for PQC standard-
ization in 2016, and CRYSTALS-Kyber, based on lattice prob-
lems, was adopted as a key exchange algorithm and has been
published as the standardization document FIPS 203%. The
lattice problem used in PQC is

ay S|+ apsy + -+ dy,Sn ~ 1 (mod g)

ar181 + a» sy + -+ + dry Sy = tr (mod q)

(3)

Am) S| + @282 + -+ dmpSn = ty (mod q)

the problem of finding s = (51,5, --,s,)" from A= (a;;)
and t = (t;)7 in the above equations of simultaneous linear
approximation equations modulo prime q. When simultane-

“_»

ous equations use without error, they can be solved effi-

ciently. However, when the simultaneous equations use “=”
with error, they are difficult to solve.
The CRYSTALS-Kyber procedure® is shown under Figure

12.

generation

Ke Random matrix A
Y Sampling s, e

Computet =As + e

Send public key
Public key (A, t) <= Publickey (A, t)

Private key s
Send apher‘text u,v)
Plaintext M g Decryption Plaintext M

Sampling r, e;, e, =v-<su>
u=Ar+e
v=<tr>+e,+|q/2|M

Sender (Alice)

Eavesdropper (Eve)

Receiver (Bob)

Figure 12 CRYSTALS-Kyber Procedure
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Key Generation:

* Generate a matrix A randomly.

+ Sample s, e from a binomial distribution such that they
are sufficiently small compared to q.

* Compute t = As + e, and set (4,t) as the public key and
s as the private key.

Encryption:

* Sample r, e;, e, such that they are sufficiently small
compared to q.

+ For plaintext M, compute u=A"r+e;, v={(t1)+e, +
lg/2I1M, and set (u,v) as the ciphertext. (la] denotes
rounding to an integer, and (t,r) denotes the inner prod-
uct of t and 1)

Decryption:

* Using the ciphertext (u,v) and private key s, compute
M' =v—(s,u); if |[M'| is less than q/4, the decrypted
value is 0, otherwise it is 1.

4.2 Transition to PQC
In the transition to PQC, if the data protection period (pe-

riod during which cryptographic protection is expected) is X

years, the infrastructure migration period (period required

to replace cryptographic processing) is Y years, and the pe-
riod until cryptographic decryption by quantum technology
is Z years, then as shown in Figure 13, the cryptography
will be broken when X +Y > Z. Modern society uses public-
key cryptography widely to protect various types of infor-

mation, and the transition to PQC requires a long period (Y

years) and considerable effort. While the likelihood of a

quantum computer capable of breaking cryptography emerg-

ing in the near future is considered low, revolutionary ad-
vances in quantum technology could occur, making it difficult
to estimate the period until cryptographic decryption by
quantum technology (Z years). For this reason, the following
responses are required: starting the transition to PQC as
early as possible; implementing measures to shorten the in-
frastructure migration period (Y years) and the data protec-
tion period (X years); and monitoring developments in quan-

tum technology?.

H Y years H
) (Infrastructure migration 3
: pErod) E Cryptography broken

g whenX +Y>Z

] Z years
' (Period until cryptographic decryption by
; quantum technology) i

Now Elapsed Time

Figure 13 Mosca’s Theorem
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Social implementation of PQC has progressed in recent
years. For example, Apple has announced the introduction of
PQC into its iMessage app, which uses conventional ECC
and PQC in combination to maintain security even if either

one of the cryptographic systems is broken®.

5 Conclusions

Cryptography is necessary to securely exchange confiden-
tial information over communication channels that may be
subject to eavesdropping. However, symmetric-key cryptog-
raphy requires sharing a common key between the sender
and receiver, and the challenge lies in how to securely dis-
tribute this common key. Public-key cryptography solved this
challenge by using different keys for encryption and decryp-
tion, making it possible to distribute the public key for en-
cryption over a communication channel possibly subject to
eavesdropping. Since public-key cryptography is also well-
suited to many-to-many communication, it is widely used in
encrypted communication on the current internet. This arti-
cle explained the basic principles of RSA cryptography, DH
key exchange, and ECC as current public-key cryptographic
systems. However, it is known that these cryptographic sys-
tems can be efficiently broken when large-scale quantum
computers are developed in the future, posing a threat to con-
fidential data that does not become obsolete over time. For
this reason, R&D into PQC is being conducted as a successor
to the current RSA cryptography and ECC, and a method
based on lattice problems has been adopted as a key ex-
change algorithm in the NIST PQC standard. Public-key
cryptography is widely used in our modern information soci-
ety, and while the infrastructure migration requires consid-
erable effort, social implementation of PQC has already be-
gun, and it is expected that the transition to PQC will con-

tinue going forward.
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Development of Near-Infrared Spectroscopy Module
for Process Analytical Technology

Daisuke Oida, Noriaki Yamasaki, Masaru Koshihara, Takanori Saitoh

[Summary]

Due to chronic pharmaceutical supply shortages, continuous manufacturing is being explored as a
means of achieving stable, high-quality drug production. We developed a near-infrared (NIR)
spectroscopy module for process analytical technology (PAT) applications supporting continuous
manufacturing. This article first describes the module’s fundamental architecture, key features,
and data analysis methods. We then evaluate module’s performance by using pharmaceutical
excipients to demonstrate that the module achieves high-accuracy estimates of concentration and
is suitable for deployment in continuous manufacturing processes.

1 Introduction

Pharmaceutical supply shortages have persisted since
around 2020, triggered by a contamination scandal in which
numerous patients suffered adverse health effects.
Investigations revealed systemic failures in quality control,
including non-compliance with approved manufacturing
procedures and falsification of quality test records. In
response, Good Manufacturing Practice (GMP) regulations
governing  pharmaceutical production and  quality
management were revised. As a result, quality control
deficiencies were identified at other pharmaceutical
manufacturers, and subsequent business suspension orders
led to widespread shipment halts across many drug products.
Compounding this, the COVID-19 pandemic that emerged
the same year drove a sharp surge in demand for certain
medications, including cold remedies, further exacerbating
the supply shortages. Supply shortages have continued
during resurgences of COVID-19 and influenza. Against this
backdrop, establishing a manufacturing framework capable
of stably supplying high-quality pharmaceuticals has become
an urgent priority.

Pharmaceuticals are manufactured by the following
sequential processes. First, the active ingredient is precisely
weighed (weighing step). It is then mixed with a liquid such
as water, granulated, and dried (granulation step). Next,
excipients and other additives are blended in (mixing step),
and finally the mixture is compressed into tablet form
(tableting step). At each step, all material is removed from
the manufacturing equipment and inspected for quality
before proceeding to the next stage. If the material passes

inspection, it 1is transferred to the equipment for the

subsequent step. This currently predominant approach is
known as batch manufacturing. This approach has notable
drawbacks because material transfer and inspection between
steps are performed manually, making the process labor-
intensive and introducing the risk of contamination.

As a solution, continuous manufacturing is being explored
whereby each process step is linked directly to enable
uninterrupted production. Performing all steps from
weighing through to tableting in one continuous flow, is
expected to cut costs, shorten production time, and prevent
contamination. However, continuous manufacturing requires
monitoring product quality inline rather than removing
material for offline inspection. For example, moisture content
is a critical parameter at the granulation step, while blend
uniformity is key at the mixing step. The technologies used
to measure these parameters inline are collectively called
Process Analytical Technology (PAT)V. The most widely used
PAT is near-infrared (NIR) spectroscopy?%.

Near-infrared spectroscopy is an analytical technique that
determines sample composition by analyzing the
transmission or reflectance spectra of near-infrared light
(wavelength range: 800 to 2500 nm) irradiated onto a sample.
When NIR radiation is incident on a sample, molecular bonds
predominantly found in water and organic compounds, such
as O-H, N-H,

excitation, resulting in absorption of the incident radiation.

and C-H groups, undergo vibrational

Since the degree of light absorption is dependent on the
chemical composition of the sample, qualitative and
quantitative compositional information can be extracted
through spectral analysis.

In NIR spectroscopy, broadband white light is directed onto
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the sample, and the transmitted or reflected light is dispersed
before being detected by a photodetector to capture the
spectrum. The white light sources used in NIR spectroscopy
typically operate at relatively low irradiance, enabling non-
destructive measurement of samples without causing
photodegradation or structural alteration. Furthermore, the
use of high-speed photodetectors allows rapid spectral
acquisition, thereby facilitating real-time compositional
analysis. Based on these characteristics, NIR spectroscopy
can be regarded as an optimal inline inspection technology
for PAT applications.

NIR spectroscopic instruments used in PAT applications
are integrated directly into existing pharmaceutical
manufacturing lines. Consequently, a compact form factor is
required to accommodate line space constraints. In addition,
lightweight construction is necessary to facilitate easy
handling during maintenance. Furthermore, at blending
processes where the instrument itself rotates along with the
blending vessel, high vibration resistance is an essential
requirement.

We have developed an NIR spectroscopy module that
satisfies the requirements of PAT applications and can be
readily integrated into pharmaceutical manufacturing lines.
This article describes the configuration and key features of
the developed NIR spectroscopy module. Furthermore, the
spectral acquisition methodology and data analysis
procedures are discussed in detail. Finally, by presenting the
results of compositional analysis on samples prepared by
blending pharmaceutical excipients used in actual drug
formulations, we demonstrate the applicability of the

developed module to quantitative analysis of pharmaceutical

ingredients.

2 Near-Infrared Spectroscopy Module
2.1 External and Internal Structure

Figure 1 shows the external appearance of the developed
NIR spectroscopy module. The module is cylindrical with a
diameter of 44.6 mm and a length of 111 mm, a mass of about
550 g, and is constructed from stainless steel. The upper
surface has an M25 threaded fitting for direct mounting onto

pharmaceutical manufacturing equipment.

Development of Near-Infrared Spectroscopy Module for Process Analytical Technology

111 mm

Bottom View

——
®44.6 mm

Figure 1  External Appearance of the NIR Spectroscopy Module

Figure 2 and Table 1 present the internal configuration
diagram and specifications of the NIR spectroscopy module,
respectively. The module primarily consists of two tungsten
lamps for NIR illumination of the sample, a Linear Variable
Filter (LVF) for dispersing the reflected light from the sample,
and a line sensor that converts the dispersed light into
electrical signals to capture the spectrum. Tungsten lamps
are used in NIR spectroscopy due to their broad output
wavelength coverage across the NIR region, low cost, and
stable output power.

The LVF is an optical filter used for light dispersion, and
Figure 3 shows its characteristics. The wavelength of light
transmitted through the LVF is linearly related to the
position along the filter. Consequently, the spectral intensity
distribution, or the light intensity as a function of wavelength,
can be measured by positioning a line sensor directly beneath
the LVF. The module design can be simplified and made
compact by exploiting the spectral characteristics of the LVF.
Furthermore, unlike FT-NIR (Fourier Transform Near-
Infrared) spectroscopy, which requires moving components to
acquire spectra via an interferometer, the LVF-based design
contains no moving parts, thereby providing superior
vibration resistance.

The wavelength resolution of the LVF is defined as the
FWHM (Full Width at Half Maximum) of the transmitted
intensity profile when monochromatic light is incident on the
filter. The wavelength resolution of the LVF in the present
module is 2% of the central wavelength. For example, when
monochromatic light at 1500 nm is incident on the filter, the
FWHM of the transmitted spectrum is 30 nm. An InGaAs
sensor, which exhibits high sensitivity in the NIR region, is

used as the line sensor, with a pixel count of 256.

40 (2)



Anritsu Technical Review No.34 September 2026

The module can be powered and controlled by connecting it
to a PC via the USB port on the underside. The user can
adjust the spectral acquisition timing and configure
parameters such as the integration time (6 ps or greater) and

the on/off state of the tungsten lamp by using the bundled

spectral capture software.

@— Test Sample

— Sapphire Glass

mmm—— —— | ine Sensor

Figure 2  Near-Infrared Spectroscopy Module Internal Structure

Table 1 Near-Infrared Spectroscopy Module Specifications
Standard

Model Wavelength Long Wavelength

Wavelength Range

1000 to 1700 nm 1250 to 2100 nm

Wavelength Resolution

2% of wavelength (30 nm @ 1500 nm)

Max. Connections

Pixel Count 256
Integration Time >6 us
8 per PC

(limited by PC power supply capacity)

Measurement Speed

>1 kHz (with 1 connection, 100 us
integration time)

Mass <550 g
Dimensions 044.6 X 111 mm
Material SUS316

Protection Class

IP67-equivalent

I/F and Power Supply

USB3.0

Power Consumption

2.5 W (5 V, 500 mA)

Ambient
Range

Temperature

0 to 40°C

Supported OS

Windows 10, 11

Transmitted
Wavelength

A

max

}\m/

LVF

Figure 3

LVF Position

LVF Characteristics
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2.2 Features

There are two NIR spectroscopy modules with different
wavelength ranges. The first standard wavelength model
covers a wavelength range of 1000 to 1700 nm, which is
commonly used in NIR spectroscopy. The second long-
wavelength model operates over an extended wavelength
range of 1250 to 2100 nm, shifted toward longer wavelengths
relative to the standard model. The long-wavelength model is
better suited for moisture content measurement compared to
the standard wavelength model. The primary absorption
peaks of water molecules in the NIR region are at about 1450
and 1940 nm. However, the peak at about 1940 nm exhibits
significantly greater absorbance. Consequently, the long-
wavelength model, which encompasses this higher-
absorbance peak, determines moisture content with higher
accuracy.

In addition to the different wavelength ranges, both
modules are designed to be compact and lightweight for easy
integration into pharmaceutical manufacturing lines, while
also offering superior vibration resistance. Furthermore, the
spectral acquisition rate of 1 kHz enables real-time
compositional estimation. Moreover,

since up to eight

modules can be controlled from one PC, multiple
manufacturing lines can be monitored simultaneously from

one workstation.

3 Applications in Pharmaceutical Production Lines

This section explains how the NIR spectroscopy module
with the described features is used in pharmaceutical
manufacturing lines. Figure 4 shows typical application
examples in granulation and blending processes.

At granulation, a liquid such as water is mixed with the
active pharmaceutical ingredient to form uniform granules.
To this end, the moisture content is measured using the NIR
spectroscopy module, and the mixing duration and liquid
discharge volume are controlled based on the measured
values, maintaining a constant moisture content in the
granules.

Similarly, in the subsequent blending process, the NIR
spectroscopy module is used to measure the concentration of
the active pharmaceutical ingredient and excipients, and the
mixing duration and excipient quantities are controlled

based on the measured values, thereby enabling production
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of pharmaceuticals with uniform composition. In this manner,
use of the NIR spectroscopy module makes it possible to

maintain quality control at each manufacturing stage.

Granulator

Mixer

[~ Output volume [ Additive amount ‘
* Mixing time * Mixing time

Moisture content Blend uniformit
and particle size 7'y Y

Y

Module Use in Granulation and Mixing

Figure 4

4 Spectral Measurement and Analysis

Figure 5 shows the workflow for spectral measurement and
analysis. First, three types of spectra are captured using the
near-infrared spectroscopy module: the sample spectra
(Figure 5(a)), the reference spectrum (Figure 5(b)), and the
offset spectrum (Figure 5(c)). Subsequently, the spectral
analysis stage performs two processing steps on the captured
5(d))

estimation (Figure 5(e)). The preprocessing step reduces

spectra: preprocessing (Figure and component

spectral noise and enhances peaks, thereby improving the

accuracy of the downstream component estimation.

Component estimation quantifies sample constituents by
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constructing a calibration model using Partial Least Squares
(PLS)® regression.
4.1 Spectral Measurement

The sample spectra are captured by measuring multiple
samples with varying compositions. The reference spectrum
is captured by measuring a standard reflector characterized
by high reflectance and low wavelength dependence in the
near-infrared region. The offset spectrum is captured without
a sample.

The integration time must be carefully considered during
spectral measurement. An excessively short integration time
causes spectral peaks to be buried in noise, while an
excessively long integration time results in sensor saturation.
Since spectral intensity also depends on the sample type and
distance between the near-infrared spectroscopy module and
the sample, the integration time must be configured
appropriately for the given measurement conditions.

4.2 Spectrum Analysis
421 Preprocessing

Preprocessing is performed using the spectra captured as
described in the preceding section. The preprocessing
pipeline applies four sequential operations to the spectra:
temporal averaging, reflectance conversion, smoothing and
differentiation, and normalization. Figure 6 shows the

resulting spectra after each processing step.
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Spectral Measurement and Analysis Flow Sequence
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First, multiple captured spectra are averaged (Figure 6(a)),
which reduces random noise attributable to factors such as
sensor sensitivity.

Next, conversion to reflectance R(Figure 6(b)) is performed
using Eq. (1),

Is—1Io
R = ﬁ (€Y)
where, Ig, Iz, and I, are the sample spectrum, reference
spectrum, and offset spectrum, respectively. Converting the
spectra to reflectance compensates for spectral variability
arising from unit-to-unit variation in the light source and sensor.

Next, smoothing and differentiation are applied (Figure
6(c)). Smoothing reduces noise, while differentiation extracts
spectral peaks. Both operations can be performed
simultaneously using the Savitzky—Golay method®, in which
a polynomial is fitted within a defined window and the
central value of the fitted polynomial replaces the data within
that window. Smoothing is achieved over the full spectrum by
applying this operation repeatedly while sliding the window
across the entire spectral range. Furthermore, differentiation
can also be performed by analytically differentiating the
fitted polynomial.

Finally, normalization is applied (Figure 6(d)), which
compensates for spectral drift caused by factors such as
temperature variation. The normalized spectrum X is
computed using Eq. (2),

I—n @
o

where, I is the differentiated spectral data, u is the mean,

X =

and o is the standard deviation. All spectral data are
standardized to zero mean and unit standard deviation using
normalization. As shown in the enlarged insert in Figure 6(d),
preprocessing enhances peak variations attributable to

differences in sample composition.
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Figure 6 Preprocessing Spectral Conversion

4.2.2 Composition Estimation
At component estimation, calibration data is created from
the preprocessed spectral data. The calibration data B
satisfies the following multiple regression equation,
y=XB+D 3)
where, y is the component matrix, X is the standardized
spectral data obtained from Eq. (2), and D is the residual.
The calibration data B can be analytically determined under
the condition that the residual D is minimized. However,
since the spectra captured by near-infrared spectroscopy
exhibit multicollinearity with high correlation between
wavelengths, component estimation becomes unstable with

calibration data based on Eq. (3).
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Therefore, we used PLS, which creates new variables
(latent variables) from the preprocessed data that contribute
to component estimation. This method stabilizes component
estimation.

Using PLS, X and y in Eq. (3) are expressed by the

following equations,

N

X=ZtnPrTl+E=TPT+E (4)
n=1
N

Y= tigutf=Tq+f 5)
n=1

where, N is the number of principal components, t, is the
n-th principal component, T is the latent variable, P and q
are the loading matrices of X and y, respectively, and E
and f are the residuals of X and y, respectively. Also, the
superscript T denotes transpose of a matrix. The latent
variable T is determined so that the covariance with the
component matrix y is maximized as,
T

T = T;XT;; =Xw (6)
where, W is the weight vector. P and q are analytically
determined under the condition that E and f in Eq. (4) and
(5) are minimized. Using these, the calibration data B when

using latent variables is expressed as,

B=w(/P'W)q (7)
Figure 7 shows the calibration data created using the
preprocessed spectra from Figure 6. The component can be
estimated by calculating the inner product of this calibration

data and the preprocessed spectra.
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Figure 7  Calibration Data

4.2.3 Evaluation of Calibration Data
Before applying the created calibration data to an actual
pharmaceutical line, it 1s necessary to evaluate the

component estimation accuracy. Therefore, the preprocessed
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spectra are split into training data and test data. Next,
calibration data is created using the training data, and the
component estimation accuracy is evaluated. Finally, the test
data component estimation accuracy is evaluated using the
same calibration data.

There are two indicators for evaluating the component
estimation accuracy of the calibration data. The first is the
coefficient of determination R?, which is calculated by the

following equation,
X —y? ®)
Zln=1(yi - y)z

where, n is the number of samples, y; is the actual

RZ=1

component, y; is the estimated component, and y is the
mean value of the actual components. The closer the
coefficient of determination is to 1, the higher the estimation
accuracy. Figure 8 shows the change in the coefficient of
determination with respect to the number of principal
components. It is evident that increasing the number of
principal components brings the coefficient of determination
closer to 1, but caution is needed because too many principal
components cause overfitting, where accuracy improves for
training data while accuracy decreases for test data. In
practice, parameters (such as the number of principal
components and the order of differentiation) are adjusted so
that the coefficient of determination approaches 1 for both

the training data and the test data.
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Figure 8 Change in Coefficient of Determination R? with

Number of Principal Components

Another indicator is the Root Mean Square Error (RMSE),

which is calculated by the following equation,

)

where, n, y;, and y; are the same as defined above. RMSE
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is an indicator showing how much error the estimated

concentration has relative to the actual concentration.

5 Evaluation of Component Estimation Accuracy

To evaluate the component estimation accuracy of the
developed module, samples were prepared by mixing three
types of additives, and concentrations were estimated. In
addition, an automated verification device was fabricated to
efficiently measure all samples.
5.1 Samples

The three additives were lactose, Ceolus (Asahi Kasei
Corporation), and calcium stearate, which are widely used in
pharmaceuticals. In this evaluation, the calcium stearate
concentration was estimated. For this purpose, ten samples
with different concentrations (0%, 1%, 2%, 3%, 3.5%, 4%, 5%,
6%, 8%, and 10%) of calcium stearate were prepared. The
concentrations of the other two additives were kept constant
across all samples so as not to affect the measurements. The
samples were transferred to Petri dishes at a thickness of
approximately 1 cm.
5.2 Automated Verification Device

Figure 9 shows the appearance of the automated
verification device used to measure the samples. The rotating
table at the top of the device has 12 equally spaced holes. A
total of 12 Petri dishes is placed above these holes: 10
containing samples, one containing a standard reflector for
reference spectrum measurement, and one empty dish for
offset spectrum measurement. The developed near-infrared
spectroscopy module is mounted under the rotating table to
measure spectra from the bottom surface of the Petri dishes.
Since the automated verification device has a built-in rotary

stage, the 12 samples were measured continuously.

Offset

Reference

Near-Infrared Spectroscopy Module

Figure 9 External View of Automated Verification Device

5.3 Measurement Conditions

Both the standard wavelength and long-wavelength

Development of Near-Infrared Spectroscopy Module for Process Analytical Technology

models were used for the measurements. The number of
spectra measurements was set to 800 per sample. The
integration time was set to 1280 us for the standard
wavelength model and 1270 ps for the long-wavelength model.
These values were set so that the maximum value of the
reference spectrum would be 80% of the maximum intensity
of the sensor.

In addition, to determine any spectral variation due to
sample position, spectra were measured over a wide sample
area while rotating the stage. The number of time averages
per sample was set to 80. As a result, the number of data
points after time averaging was 10 per sample. Furthermore,
the smoothing window size was set to 13 and the order of
differentiation was set to 1.

Six samples of 0%, 2%, 4%, 6%, 8%, and 10% were used as
training data, and four samples of 1%, 3%, 3.5%, and 5% were
used as test data. Figure 10 shows raw and preprocessed
spectra measured by both models. The raw spectra of the
long-wavelength model in Figure 10(c) show large intensity
variations between pixels due to the sensitivity
characteristics of the sensor, but the influence of these
sensitivity characteristics is removed by preprocessing, as

shown in Figure 10(d).
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Wavelength [nm]
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estimated concentration accuracy and can estimate

concentration in real-time. These results show the developed

module has practical applications in pharmaceutical

component analysis on continuous pharmaceutical lines.
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Figure 10 Raw and Preprocessed Spectra Measured by
Standard and Long-Wavelength Models
5.4 Concentration Estimation Results

Figure 11 shows the estimated calcium stearate
concentration results. Figures 11(a) and 11(b) show the
results for the standard and long-wavelength models,
respectively. The y-axis is concentration, the x-axis is the
data number after time averaging; the orange line indicates
actual concentration, and the blue circles indicate estimated
concentration. The concentration errors (RMSE) for the
standard wavelength model and the long-wavelength model
were 0.20% and 0.24%, respectively, demonstrating high
estimated concentration accuracy. In addition, the estimation
speed was several times per second, facilitating real-time

concentration estimation.

6 Conclusions

This study focused on near-infrared spectroscopy among
PAT technologies to develop a near-infrared spectroscopy
module that can be easily integrated into pharmaceutical
manufacturing lines. A compact and lightweight module with
high resistance to vibration was achieved by using an LVF for
spectroscopy. Evaluation using common pharmaceutical

additives demonstrated that the developed module has high
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Figure 11 Estimated Calcium Stearate Concentration Results
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Development of X-ray Inspection System for Sav-

ing Labor and Effort

Tatsuki Komatsubara, Naoya Saito, Ryotaro Kitabayashi, Takashi Kanai, Kazunori Nakayama

[Summary]

more efficient inspection start-up.

By using the latest detector and image processing technologies, we developed an X-ray inspection
system designed to minimize labor and operational effort. A high-resolution imaging-based inspec-
tion algorithm reduces the false detection rate to one-seventh of conventional systems, helping im-
prove yields. High-quality inspection reduces the need for re-inspection and rework, significantly
lowering the operational burden on users. In addition, by increasing automatic configuration, we
successfully reduced the man-hours required for inspection setup. 1-Pass Product Setup enables
faster foreign-object inspection configuration in one test run, minimizing required preparation and

1 Introduction

It has been 10 years since Anritsu first developed the
XR75 series X-ray inspection systems currently in commer-
cial use?. Over this period, Anritsu has developed a diverse
range of systems to address a broad spectrum of inspection
targets and market needs, including systems specialized for
sealing checks and those designed primarily for the meat-
processing industry.

The regulatory landscape surrounding the food industry
has also undergone significant changes over the past decade.
The partial amendment to the Food Sanitation Act, promul-
gated in 2018, made HACCP-based sanitation management
mandatory under the Food Sanitation Act in 2021. Further-
more, the transitional period for the positive list system gov-
erning food-use utensils and container packaging expired in
May 2025, reflecting the steady year-on-year advancement
of regulatory frameworks aimed at ensuring food safety. As
these regulatory developments illustrate, food safety is a
theme of enduring importance that transcends decades, and
interest in the topic has been growing in recent years.

At the same time, labor shortages have long been a serious
challenge in the food manufacturing industry, and the situa-
tion has grown increasingly severe in recent years with the
added pressures of rising raw material and labor costs. In
this environment, manufacturers must simultaneously
maintain rigorous quality control and stable production op-
erations, placing a significant burden on the shop floor. In
fact, labor productivity in the food manufacturing industry
remains at approximately 60% of the manufacturing sector

average, making it one of the lowest-performing industries

in the sector. A key contributing factor is the high degree of
dependence on manual labor due to insufficient automation?.

In response to these challenges, Anritsu has developed a
system that enables highly accurate inspection with ease, re-
gardless of the operator’s skill level.

Advances in X-ray detector performance and the evolution
of our proprietary image processing technology have
achieved up to about 40% improvement in inspection capa-
bility for stainless steel materials, enabling the detection of
previously difficult-to-detect contaminants, such as small
metallic foreign objects and low-density substances like
stones. Significant cost savings in complaint handling are
expected by reducing foreign-object contamination com-
plaints. The false detection rate has also been cut to one-sev-
enth that of conventional systems, helping reduce food waste
and improving yields. Furthermore, the system still delivers
stable inspection quality for foreign objects that were al-
ready detectable by conventional systems.

The improved inspection performance has created greater
margin for adjusting inspection parameters. Leveraging this
advantage, the system is designed to maintain high inspec-
tion quality independent of operator skill level by automat-
ing the majority of these adjustments. As a result, the sys-
tem achieves both reduced operational burden on the pro-
duction floor and improved yields.

Specific features include 1-Pass Product Setup and detec-
tion limit configuration for reducing operator workload, as
well as 1improved operability through an enhanced

touchscreen interface. This article overviews the system.
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Figure 1  External View of X-ray Inspection System

2 Principles of X-ray Inspection

An X-ray inspection system is a device that uses X-rays to

non-destructively examine the internal condition of products.

Anritsu X-ray inspection systems are used primarily on food
and other manufacturing lines to detect foreign-object con-
tamination and product defects in inspected items. These
systems are installed inline on food production lines, ena-
bling continuous sequential inspection without interrupting
the production flow. The X-ray inspection system is config-
ured so that products under inspection pass through the in-
terior of the unit while X-ray-based inspection is performed.

X-rays are a part of the electromagnetic spectrum known
for their high directionality and penetrating power. X-rays
emitted from the source pass through the product under in-
spection and are detected by an X-ray detector on the oppo-
site side. Since the amount of X-rays passing through the
product depends on the product internal structure, the in-
tensity of the detected transmitted X-rays is represented as
gradations of light and dark, enabling capture of information
such as the shape and internal structure of the inspected
product. The amount of passing X-rays varies with the type
and density of the material. As a result, areas with a foreign
object show a clear difference in image contrast, appearing
as shadows. The presence or absence of foreign objects is de-
termined based on these contrast variations.

In X-ray inspection, the detector is a critical component

directly involved in output of inspection images, and its
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performance is directly linked to the accuracy of inspection
results. An X-ray detector consists of a scintillator, a photo-
diode array, and a readout circuit, which detect X-rays as fol-
lows. First, X-rays incident on the detector are absorbed by
the scintillator. Electrons in the scintillator are excited by
the absorbed energy and transition to a higher energy state.
As the electrons subsequently return to their ground state,
they emit visible light corresponding to the energy difference.
Visible light converted from X-rays in this manner can then
be detected by the photodiode array. This visible light is then
converted into electrical charge by the photodiodes and ac-
cumulated in internal capacitors. Finally, the accumulated
charge is sequentially read by the readout circuit, enabling
X-ray detection and outputting differences in intensity as an
image.

The method of detecting X-rays by first converting them
into visible light using a scintillator and subsequently con-
verting that light into electrical charge is called the indirect
conversion method. This approach is the predominant tech-
nology for X-ray detectors used in X-ray inspection systems,
owing to factors such as the availability of materials. How-
ever, since this method involves two conversion stages, sig-
nal loss occurs during the process, which tends to reduce the
clarity of the output image. To achieve higher sensitivity and
improved stability in X-ray inspection systems, careful selec-
tion of components such as the scintillator, as well as opti-
mized system design are critical, and these technical consid-

erations determine the direction of system development.

3 Boosting Production Efficiency with High-Speed
Image Processing

We have successfully developed an X-ray inspection sys-
tem capable of performing inspections using low-noise, high-
resolution images by the comprehensive redesign of the X-
ray detector’s scintillator, photodiode array, readout circuit,
and X-ray optical system. Use of higher-definition images en-
ables identification of minute foreign objects that were pre-
viously difficult to detect. In practice, verification of detec-
tion performance at a conveyor speed of 40 m/min for a spe-
cific food product confirmed that while the conventional
model can detect stainless steel wire down to 0.6 mm, the
XR76 can detect stainless steel wire down to 80.2 mm.

At the same time, challenges exist in achieving higher
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resolution in X-ray detectors. As the pixel count increases, the
volume of image data grows larger, resulting in an increased
computational load for image processing. Consequently, pro-
cessing time is extended, making it more difficult to complete
foreign-object determination while the product is passing
through the system. One approach to this challenge is to in-
crease the system length to secure additional processing time.
However, this results in a larger overall system footprint, re-
quiring greater installation space. Furthermore, as the con-
veyor speed of the product under inspection increases, the vol-
ume of image data to be processed grows accordingly, impos-
ing increasingly stringent constraints on processing time.
The conventional XR75 series intentionally reduces ac-

quired data size to lighten the processing load when the con-

veyor speed exceeds 40 m/min before inspection is performed.

While this approach enables inspection at high conveyor
speeds without extending the machine length, it causes im-
age compression that significantly reduces foreign-object de-

tection accuracy compared to a lower conveyor speed.

XR76

40m/min 80m/min

Original aspect preserved

XRT75

40m/min 80m/min

Aspect ratio altered

Figure 2 Image Comparison

In contrast, the XR76 achieves high-speed processing of
high-pixel-count images by improvements to both the soft-
ware and the foreign-object detection algorithm, as well as
to the enhanced X-ray detector. This enables inspection with-
out image compression even under high-speed inspection
conditions, achieving stable foreign-object inspection using
high-quality images on high-speed production lines.

Figure 2 shows test pieces placed on a ham sample and
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conveyed through the X-ray inspection system. The foreign
objects, from top to bottom, are stainless steel (SUS) balls,
SUS wire, and ceramic balls. Using the conventional XR75
at a conveyor speed of 80 m/min, the image is compressed in
the conveyor direction, and the number of detected SUS balls
decreases from five to four. In contrast, the new XR76 exhib-
its no image compression even at a conveyor speed of 80
m/min, and detects all six SUS balls at high-speed conveying
without any drop in detection accuracy. The system is capa-
ble of high-sensitivity inspection on production lines with
high conveyor speeds, contributing to improved production

efficiency and fewer customer complaints.

4 Cutting Labor and Saving Effort by Automation
and Improved Operability
4.1 Cutting Operator Dependency at Inspection Setup

In line with recent trends toward labor reduction, the sys-
tem incorporates many features designed to minimize oper-
ator dependency, enabling even users unfamiliar with X-ray
inspection systems to configure foreign-object inspection set-
tings with ease.

As shown in Figure 3, conventional inspection systems re-
quire several preparatory steps before foreign-object inspec-
tion can start, including determining the X-ray output level,
feeding uncontaminated products (OK products) about ten
times, and fine-tuning parameters to reduce false detections.
These tasks are cumbersome, and many aspects, including
the degree of parameter adjustment, depend heavily on user

operation.

Set conveyor speed

Run inspected item
once

Automatic Determination of
Tube Voltage

Run inspected item
10 times

Automatic Determination of
Inspection Parameters

Re-adjust parameters
using OK item

Inspection possible

Figure 3  Preparations Before Starting Inspection
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The improved inspection stability of the XR76 resulting
from fewer false detections through enhanced sensitivity cre-
ates a greater margin in configuring inspection parameters,
supporting more automated settings. The system has several

dedicated features (Table 1) to minimize operator-dependent

factors and allow anyone to begin inspection with ease.

Table 1 Comparison of Inspection Modes
Convep.tu')nal: Dete'ctlon Limit 1-Pass Product
Sensitivity- Setting Mode: Setu
Focused Balance P
Screen 12 12 5
Transitions
Tubg Voltage Yes Yes No
Setting
Passing Test 10 times 10 times Once
Product recommended | recommended
Readjusting Comparable to
. . Few
Detection conventional . Unnecessary
adjustments
Parameters models
Maximum Sensitivity > Foreign-object
Performance device conventional inspection
sensitivity model only*

* Requires confirmation that it meets management sensitivity requirements
411 Fewer Parameter Adjustments

To reduce false positives, it is typically necessary to regis-
ter a product variant using actual inspection targets and
then re-adjust the inspection parameters accordingly. At this
stage, applying parameters with sufficient margins can re-
duce false detections caused by variations in the shape, con-
dition, and overlap of the inspection targets. However, this
makes it more difficult to discriminate between the inspec-
tion target and foreign objects, resulting in lower detection
accuracy. Current practice requires accumulated experience
and domain expertise in order to fine-tune the parameters
appropriately to achieve accurate inspection while suppress-
ing false detections.

The XR76 “Detection Limit Setting Mode: Balance” func-
tion cuts the number of manual parameter re-adjustments
required after automatic configuration by applying parame-
ter settings with sufficient margins that minimize false de-
tections. However, under normal circumstances, such a con-
figuration approach would contribute to lower inspection ac-
curacy. However, advances in high-resolution detectors and
image processing technology can capture the presence of for-
eign items with greater clarity to achieve inspection accu-

racy equal to or exceeding that obtained through fine-tuned
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adjustments on conventional machines. Furthermore, the
XR76 system displays a One-Touch Adjustment button on
the parameter re-adjustment screen. Whereas it was previ-
ously necessary to manually re-adjust multiple parameters
individually, pressing this button allows simultaneous re-ad-
justment of multiple parameters, enabling any operator to
commence inspection with settings that have sufficient mar-
gins.

4.1.2 Simplified Inspection Setup

In conventional inspection machines, parameters such as
noise reduction values used to detect foreign objects are de-
termined by passing the product to be inspected through the
system about ten times while the product X-ray images are
analyzed internally using multi-faceted image processing al-
gorithms to extract product characteristics.

In contrast, the new 1-Pass Product Setup, which is lim-
ited to use for detecting foreign objects, automatically config-
ures parameters to minimize false detections by passing an
inspection target through the system just once. Since inspec-
tion accuracy is affected by the inspection target character-
istics, separate verification that the required control sensi-
tivity is satisfied remains necessary. However, in addition to
detection limit adjustment, no X-ray output configuration is
required, and since nearly all settings can be configured au-
tomatically with a single pass of the inspection target, prep-
arations can be completed with minimum necessary effort.
4.2 Improved Operability

Since smartphones have become an indispensable part of
everyday life, the design of any user interface (UI) must con-
sider the operational feel and functionality of smartphones
that users are accustomed to. The XR76 achieves operability
and touch sensitivity comparable to that of smartphones by
overhauling both the touchscreen panel integrated into the
display and the associated software. Specifically, intuitive
gesture-based operations are now supported, including scroll
functionality via swiping and pinch-in/pinch-out zooming of
X-ray transmission images, providing users with a more

comfortable and accessible operating environment.
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Figure 4  Configuration Screen for X-ray Transmission Image Pa-

rameters at Inspection Interface

Figure 4 shows the screen on the inspection display for
configuring transmission image conditions. Efficient adjust-
ment of display settings is achieved with the fewest taps by
consolidating the most frequently used parameters for trans-
mission image verification at a single screen. Furthermore,
minimizing screen transitions and structuring the interface
helps users access the desired settings without becoming dis-
oriented by navigation changes. At the same time, the fun-
damental operational framework, including button layout,
inherits the Ul of existing systems, ensuring that users are
not required to relearn operating procedures from scratch.
This allows users who have previously operated conven-
tional machines to transition to the new system with ease.
4.3 Long-Life Design with Less Maintenance

Optimized internal airflow through advanced thermal de-
sign, along with technology to extend the X-ray tank service

life via low-power operation, which are both inherited from

previous developments, are carried over into the XR76 series.

Three primary components contribute to extended service
life: the X-ray detector, X-ray source, and specially sealed
heat dissipation unit.

Using high-sensitivity X-ray detectors reduces the output
of the X-ray tank, successfully minimizing wear on both the
X-ray tank and the X-ray detector. A cooler-free, specially
sealed enclosure developed using fluid dynamics simulation
reduces power consumption. Furthermore, the failure rate of
key electrical components is also reduced by the structural
design preventing ingress of outside air.

These technologies have achieved an XR76 design service

Development of X-ray Inspection System for Saving Labor and Effort

life of 30,000 hours, creating a system with low replacement
frequency due to end-of-life or failure, reduced running costs,
and compatibility with labor-saving operations. As a demon-
strated track record, the XR75 series X-ray tank and X-ray
detector service life using this technology has been extended
to more than 2.5 times that of preceding series. Since this
figure includes units replaced before end-of-life as part of
preventive maintenance, the actual service life is estimated

to be even longer.

5 Main Specifications
Figure 5 shows the XR76 dimensional drawings, and Table

2 lists the main specifications.
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6 Conclusions

Amid growing public concern over food safety, food pro-
cessing facilities are facing an increasingly serious array of
challenges, including labor shortages and rising material
and labor costs. To address these challenges, we developed a
new X-ray inspection machine with a focus on personnel re-
duction and labor savings. Significant labor savings are an-
ticipated through fewer customer complaints and re-inspec-
tions by enabling high-sensitivity, low false-detection inspec-
tion using the latest X-ray detector and image processing
technologies. For customers in high-mix production, features
1-Pass

such as Product Setup greatly reduce the
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configuration effort required to detect foreign objects,
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Table 2 Main Specifications

Model

KXS7622AVCTV | KXS7634AVCTV

X-ray Output

Tube Voltage 30 to 80 kV, Tube Current 0.4 to 3.3 mA, 100 W max.

Safety

1.0 uSv/h max. X-ray leakage prevention by safety device

Display

15-inch capacitance-type LCD with touch panel

Detection Area

240 mm max. width, 120 mm max. height 390 mm max. width, 220 mm max height

Belt Width

270 mm 420 mm

Preset memory

200 or 999 products (switchable)

Conveyor Speed/
Performance

10 to 60 m/min, 5 kg max.

10 to 60 m/min, 5 kg max.

61 to 90 m/min, 2 kg max.

Power requirements

100 to 240 Vac, Single Phase, 50/60 Hz, 700 VA max., +10% permissible power fluctuation

Mass

230 kg 290 kg

Environmental conditions

Temperature 0° to 35°C, Humidity 30% to 85% (no condensation)

Protection class

IP66-equivalent

Exterior

Stainless Steel (SUS304)

Publicly available
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Technical Demonstration of EV Powertrain Evalu-
ation Combining Simulation and Real Power Supply

Takuya Yoda, Yuta Shinchi

[Summary]

As a countermeasure to global warming, the automotive sector is pursuing decarbonization through
an xEV shift. To accelerate widespread adoption of Battery Electric Vehicles (BEVs), which are ex-
pected to become the future mainstream powertrain, automakers are stepping up their transition
from conventional powertrains to motor-based systems. To help achieve a BEV society, we conducted
a technical demonstration of Power HIL — a novel approach that integrates Hardware-in-the-Loop
Simulation (HILS), a methodology widely used in automotive development, with a bidirectional DC
power supply. This enables powertrain performance evaluation equivalent to that of a real vehicle
as part of system-level assessment, and is expected to contribute to improved development effi-
ciency, reduced cost, and a decrease in rework during physical vehicle evaluation. Going forward,
we will advance validation using actual vehicle components with the aim of enhancing BEV devel-

opment efficiency, improving quality, and expanding application to other domains.

1 Introduction

Recent climate change driven by global warming has be-
come increasingly pronounced with Japan experiencing more
frequent sudden heavy rainfall causing floods and landslips,
and heightening the urgency for countermeasures. To help
achieve a sustainable society, reduction of greenhouse gas
emissions, especially carbon dioxide (COs) emissions, repre-
sents a critical challenge.

To address this challenge and promote greater efficiency in
EV development, we have undertaken a technical demon-
stration of EV powertrain evaluation that integrates simula-
tion with a real power supply. This article describes the back-
ground and context of the challenge in relative detail
through to section 3, while section 4 and beyond present the

results and status of the technical demonstration.

2 Social Challenges Driving xEV Adoption
According to a 2023 survey by Japan's Ministry of Land,
Infrastructure, Transport and Tourism, the automotive sec-
tor as a whole accounts for approximately 16.5% of total do-
mestic CO2 emissions, underscoring the need to advance de-
carbonization. In the automotive market, a shift toward
xEVs (x Electric Vehicles), which use electricity as a power
source, is progressing with the aim of reducing COz emis-
sions. Representative vehicle types include BEVs (Battery
Electric Vehicles), HEVs (Hybrid Electric Vehicles), PHEVs
(Plug-in Hybrid Electric Vehicles), and FCEVs (Fuel Cell

Electric Vehicles). The government has established targets to
promote widespread adoption of xEVs, and individual au-
tomakers are actively engaged in technology development,
establishment of production methodologies, and building of
necessary organizational frameworks. While significant fu-
ture growth in BEV adoption is anticipated, this trajectory is
accompanied by a range of social and technical challenges,
including development of charging infrastructure, reduction

of battery charging time, and extension of driving range.

3 BEV Development Challenges
3.1 Model-Based Development and Simulation
Technology

In automotive development, MBD (Model-Based Develop-
ment) — a development methodology that leverages simula-
tion technology for the purpose of improving efficiency and
quality — has been widely adopted. Behavior can be verified
at the design stage by modeling control specifications and the
structural characteristics of automotive components and
subjecting them to simulation.

As shown in Figure 1, the MBD process can be represented
by a V-model spanning requirements definition to physical
vehicle evaluation. The primary simulation methodologies at
each respective stage are MILS (Model-in-the-Loop Simula-
tion), SILS (Software-in-the-Loop Simulation), and HILS

(Hardware-in-the-Loop Simulation).
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Vehicle Eval

Requirements MILS

System Eval
Basic Design

SILS Component Eval
Parts Design

Programming Parts Eval

Figure 1 MBD V-type Model

Table 1 lists each method.

Table 1 Simulation Methods

Name Outline
MILS Verify control logic without
Model-in-the-Loop Simulation physical hardware, using a

model-based approach

SILS Verify control algorithms us-
Software-in-the-Loop Simulation | ing the implemented code in
a PC virtual environment

HILS Verify operation using hard-
Hardware-in-the-Loop Simulation | ware (ECU) and dedicated
platform device

Among these methods, HILS plays a particularly critical
role. A dedicated platform device serving as the simulation
execution environment (HIL simulator hereafter) is con-
nected via wiring harnesses to multiple ECUs (Electronic
Control Units) mounted in the vehicle, enabling exchange of
control signals, including I/0, CAN, and Ethernet, based on
simulation results. This supports verification of complex co-
operative behavior between ECUs, as well as repeated test-
ing of abnormal conditions and failure modes that would be
difficult to reproduce in a real-world environment.

However, verifying and evaluating the performance of a
powertrain that handles electrical power requires continu-
ous refinement of the simulation model.

3.2 Powertrain Evaluation

The powertrain of BEVs is transitioning from the engine
and fuel (such as gasoline) used in conventional internal
combustion engine vehicles to a motor system centered on
motors, inverters, and batteries (Figure 2). This transition
necessitates new initiatives, including revisions to perfor-

mance evaluation criteria for newly introduced components.

™~

INTERNAL COMBUSTION
ENGINE VEHICLE

ELECTRIC VEHICLE

Figure 2  Transition to Motor System

Meanwhile, competition in the automotive market, both
domestically and internationally, is intensifying, creating
pressure to further streamline development processes and
bring new vehicle models to market earlier. However, when
issues arise during powertrain evaluation after completion of
a physical vehicle, the resulting rework is substantial, lead-
ing to delays in the development schedule and increased
costs. To mitigate and avoid such risks, it is more effective to
conduct system-level evaluation equivalent to that of a phys-
ical vehicle using real electrical power prior to actual vehicle
evaluation.

3.3 Integrating Simulation and Real Power Sources

To streamline BEV development, we are working to
achieve Power HIL, a powertrain performance evaluation
method that integrates HILS with a bidirectional DC power
supply (power supply unit hereafter). This method features
a HIL simulator combining environment, vehicle, component,
and control models to simulate operations such as charging
and driving (acceleration, deceleration, hill climbing, rough-
road driving, etc.) to control the power supply unit, to evalu-
ate performance with power transfer equivalent to an actual
vehicle applied to the motor/inverter and battery. Figure 3
shows an example of a Power HIL system configuration us-

ing a real battery.

|__charging Model | [ Driving Model |
mEEESEEEEESE  mEssssssEesn
L -

B e Ad
EEEEEEEEEEER EEEEEEEEEEEN

CHAdeMO, CCS, etc. Motor/Inverter, Driving
Scenario, etc.

il HIL Simulator ¢, 4,6) (CAN, 1/0, etc)
D_ Control M Voltage Measurement
——— (Ethernet) ~ T (Ethernet)
Power Control
(CAN)

Power Supply Unit Real Battery

Charging : Pseudo -EVSE
Driving : Pseudo -Motors/Inverter

Figure 3 Power HIL System Configuration using Real Battery

Furthermore, as shown in Figure 4, the verification accu-
racy of MILS and SILS is improved to refine the model by

feeding back evaluation data to the upstream process.
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Figure 4 Refinement of the Model Using Evaluation Data

4 Technical Demonstration

In fiscal 2024, we collaborated with a domestic automobile
manufacturer to demonstrate Power HIL utilizing existing
equipment. The following describes this initiative.
4.1 System Outline

The system was constructed by combining a control PC
(Table 4), a HIL simulator (Table 5), and a power supply unit
(Table 6). Since using actual vehicle components during sim-
ulation model development carries safety risks, a power sup-
ply unit was adopted as a pseudo-battery.

Figure 5 shows the basic system configuration.

Charging Model | | Driving Model _|

O irem ad:

Control PC HIL Simulator

Control (CAN, I/0O, etc.)

— TR
LI _ Voltage Measurement
- T (Ethernet)

lPower Control
(CAN)

e c— | Power e c— 1

[ ',*! l' [ ',*! I’

Power Supply Unit 2
| | Pseudo -Battery

Power Supply Unit 1

| Charging : Pseudo -EVSE
Driving : Pseudo -Motors/Inverter

Figure 5 Basic System Configuration

The primary objectives of this demonstration were to vali-
date the model executed on the HIL simulator and to confirm
the feasibility of power supply control. With safety consider-
ations in mind, power supply control was conducted at ap-
proximately 1/20 scale of the actual power level G.e., the
power handled in a real vehicle). Table 2 lists the components

constituting the system and their respective roles.

Technical Demonstration of EV Powertrain Evaluation Combining Simulation and Real Power Supply

Table 2 Equipment and Roles
Name Function
Control PC Controls operation of HIL simulator
Executes simulation models replicating
HIL Simulator charging and driving, and controls power

supply unit

Charging: Simulates charging by supplying
power as EVSE

Driving: Simulates motoring and regenera-
tion through power supply and recovery

Power Supply
Unit 1

Simulates battery by supplying and recover-
ing power

Power Supply
Unit 2

The Takasago Seisakusho RZ-X2-10K was used as the
power supply unit because it provides sufficient power capac-
ity and charge/discharge functionality for the demonstration,
offers high efficiency and low noise performance, excels in re-
sponsiveness and stability to rapid changes in voltage and
current, and has an extensive track record among domestic
automobile manufacturers.

A CAN (Controller Area Network) and Ethernet were used as
the interface between the HIL simulator and the power supply
unit. This demonstration conducted two evaluations: “charging
simulation” (section 4.2), which evaluates battery charging per-
formance by simulating EVSE (Electric Vehicle Supply Equip-
ment: charging station) operation, and “driving simulation”
(section 4.3), which evaluates powertrain performance by simu-
lating motor/inverter operation during vehicle driving.

Additionally, prototype software (Power HIL Platform
Software hereafter) was developed incorporating integrated
control and data monitoring functions for each piece of equip-
ment, including the HIL simulator and power supply unit. It
creates simulation conditions, execution control, and status
display via a GUL
4.2 Charging Simulation

BEV charging methods include normal charging and fast
charging, each with various charging standards. Table 3 lists
the major fast-charging standards and regions.

Evaluating charging performance requires equipping a fa-
cility with EVSE units compatible with each standard at sub-
stantial capital investment and installation space. Therefore,
charging simulation aims to reproduce each standard within
a single evaluation system and assess charging performance
including the battery control ECU. This demonstration se-
lected CHAdeMO, which is widely adopted in Japan, as the

target standard.
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Table 3 Major Fast-Charging Standards and Regions
Charge
CHAdeMO CCS NACS GB/T
Standard
Type 1
. N. America . .
Region Japan N. America China
Type 2:
Europe

The charging was simulated by assigning one HIL simula-
tor and one power supply unit to each of the pseudo-EVSE
and pseudo-EV, following the sequence outlined in steps (1)
through (4) below (Figure 6).

(1) Start the charging sequence between the pseudo-
EVSE and pseudo-EV.

(2) Control the output of power supply unit 1 from the
pseudo-EVSE in accordance with the current value
commanded by the pseudo-EV in step (1).

(3) Measure the voltage of power supply unit 2 within the
pseudo-EV, and calculate the SoC (State of Charge:
battery charge level) and next current command value,

and notify the pseudo-EVSE via the communication in

step (1).
(4) Repeat step (3) until SoC reaches 100%.
HIL Simulator HIL Simulator
............... [T Y ) == Sy ) ] S——
Model =  ~ CHAdeM

Charge Protocol
Control (EV side)

Charge Protocol | Protocol
Control (EVSE side) [~ 1CAN. /0
A |

'Charge

=e)

Power Supply Unit 2 =;

Pseudo-EV
PSU: Power Supply Unit

Pseudo- EVSE

Figure 6 Demonstration System Configuration for

Charging Simulation

Figure 7 shows the measurement results for the pseudo-

battery SoC during the charging simulation.
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Figure 7 Measurement Results for Pseudo-Battery SoC During

Charging Simulation

The results show that the pseudo-battery SoC increases as
charging time elapses, demonstrating the model validity, in-
cluding charging protocol control, and confirming that eval-
uation of battery charging performance is feasible. Further-
more, the charging monitor screen of the Power HIL Plat-
form Software displays measurement data, such as energy
and battery SoC during charging, enabling identification of
normal and abnormal conditions on one screen and facilitat-

ing appropriate judgment and response (Figure 8).

ive cycle test patt

..... 00:00:10 mewes  owme S a1 gatteryinformation

Figure 8 Power HIL Platform Software Charging Monitor Screen

Although this demonstration targeted CHAdeMO, charg-
ing simulation for other charging standards can also be
achieved simply by modifying the charging protocol control
model and the I/O of the HIL simulator, without altering the
fundamental system architecture.

4.3 Driving Simulation

During vehicle operation, a BEV transfers power between
the traction motors and battery in accordance with motoring
and regeneration, as governed by accelerator/brake inputs.
Motoring refers to the state in which electrical energy is
drawn from the battery to drive the motors during accelera-
tion via accelerator input. Regeneration refers to the state in
which the motors operate as a generator during deceleration
via brake input, thereby charging the battery. Driving simu-
lation reproduces this sequence of operations with the objec-
tive of evaluating powertrain performance under conditions

closely approximating actual vehicle operation.
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This demonstration adopted the WLTC (Worldwide-har-
monized Light vehicles Test Cycle), an internationally recog-
nized standard for fuel and energy consumption evaluation,
as the driving pattern. The WLTC consists of four phases:
low speed, medium speed, high speed, and extra-high speed,
encompassing driving conditions representative of urban
roads, suburban roads, and motorways.

The simulation vehicle model used was a standard model
provided by the HILS vendor. Power consumption was calcu-
lated based on the motoring/regeneration of the motors/in-
verter model. During motoring operation, the power supply
unit was controlled to output a negative value (-) to simulate
discharge of the pseudo-battery.

Conversely, during regenerative operation, charging was
simulated by controlling the power supply unit to output a
positive value (+). The driving simulation was carried out us-
ing one HIL simulator and two power supply units, following
the procedure outlined in steps (1) through (3) (Figure 9).

(1) Astandard vehicle model within the HIL simulator re-
produces, via simulation, driving state under the
WLTC pattern.

(2) Calculates motoring/regeneration (—/+) of motors/in-
verter and controls power supply unit 1 accordingly.

(3) Measures terminal voltage of power supply unit 2,

serving as pseudo-battery, and computes SoC.

HIL Simulator

PSU Control
Motoring

HB)|
(discharging) 1 :

—rm
. ([=H [-|
Regeneration ! 2
(Charging) !
=) :

Pseudo-Motors/Inverter

Pseudo-EV .
PSU: Power Supply Unit

Figure 9  Driving Simulation Demonstration

System Configuration
Figure 10 shows the measured vehicle speed, motoring/re-
generation, and pseudo-battery SoC for each WLTC phase

during driving simulation.
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Driving Simulation
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Figure 10 Measured Pseudo-Battery SoC During
Driving Simulation

The results confirm that power fluctuations equivalent to
those of an actual vehicle — corresponding to power con-
sumption by motors driving in each phase and power gener-
ation by motors during deceleration — are successfully re-
produced, demonstrating that powertrain performance un-
der driving conditions can be evaluated without using a
physical vehicle. This driving simulation also enables the
calculation of energy consumption efficiency, a key evalua-
tion metric. The driving monitor screen of the Power HIL
Platform Software displays measured data including vehicle
speed, accelerator/brake operation, power consumption asso-
ciated with motoring/regeneration state of the motors/in-
verter, and SoC, helping the operator assess on one screen
the normality or abnormality of charging and discharging

during driving, and facilitating prompt and appropriate

judgment and corrective action (Figure 11).

[HOME | Battery test

Figure 11 Power HIL Platform Software Driving Monitor Screen

This demonstration used a standard model provided by the
HILS vendor as the vehicle for simulating driving. However,
evaluation of powertrain performance under conditions more
closely approximating actual vehicle operation is achievable
by substituting a model customized to a vehicle from each
automotive manufacturer.

4.4 Power System Switching
In this powertrain performance evaluation, charging sim-

ulation and driving simulation are switched alternately to
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monitor the SoC transition and calculate energy consump-
tion. However, the power transfer circuits are configured sep-
arately in each simulation, resulting in different connection
points to the battery. To eliminate cable reconnection work,
a junction box was prototyped (Table 7) and inserted between
the power supply unit and the battery (Figure 12) to achieve
seamless power-circuit switching.

Furthermore, since the power supply unit and battery are
not connected directly, the junction box enables isolation
even in the event of unintended current flow, thereby improv-

ing safety.

Power Supply Unit Charging Simulation

[‘ .iﬁ!t' Power [ ALY }/s

T Control

L, - Junction Box
HIL Simulator

e}? / G
mt\‘ Y

Driving Simulation

Figure 12 Power System Switching

The prototyped junction box was designed primarily to ver-
ify feasibility, including component selection and structural
design needed for power circuit switching, and was about
1/20 scale of the actual power level, matching the demonstra-
tion system.

Figure 13 shows the internal structure of the junction box.

Door Open Detection
Ir 1

| Power supply

A System B System
Output Output

Figure 13 Internal Structure of Junction Box

Validation in the demonstration environment confirmed
the adequacy of the components and circuits, as well as the
system control sequence, considering safety. Adaptation to
full-scale power applications is possible by replacing compo-
nents with those meeting the specifications for the required

applied voltage and current.
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5 Future Challenges and Outlook

This demonstration confirmed the Power HIL feasibility us-
ing a motors/inverter model and pseudo-battery. The next step
will be a similar demonstration using actual vehicle compo-
nents to verify the validity of the models and methodology.

Going forward, the automotive market is expected to see fur-
ther growth driven by widespread adoption of xEVs and fully
autonomous driving. Furthermore, advances in technologies
such as SDV (Software Defined Vehicle) and OTA (Over-The-
Air) updates enable modification of vehicle ride quality and
functionality through software, expanding efforts to sustain
long-term user satisfaction even after market introduction.

At development, there is growing emphasis on improving
the efficiency of design and evaluation processes, with an in-
creasing tendency to expand use of simulation. Nevertheless,
powertrain systems still require efficient performance eval-
uation using actual electrical power. Since this methodology
is applicable both to the automotive market and to a broad
range of industries, including agricultural machinery, con-
struction machinery, marine vessels, aviation, and aerospace,

we intend to expand its application scope.

6 Conclusions

EV powertrain technology was evaluated to improve the
efficiency of BEV development by integrating simulation
with real electrical power sources. The expected battery SoC
transition was successfully confirmed by controlling the
power supply unit from a HIL simulator to simulate EVSE
power control, as well as power control via motor drive and
regenerative power generation to simulate the powertrain
during driving. These results demonstrate that evaluation
equivalent to that of an actual vehicle is achievable.

Based on these demonstration results, we aim to help ac-
celerate development of automobiles toward reaching a BEV-
based society through the early market introduction of Power
HIL.
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Table 4 Control PC Main Specifications
Iltem Specification
(O] Windows 10 Pro for Workstations Plus (64 bit)
CPU Intel® Xeon® Gold 5222 Processor x 2 (Dual-processor)
Graphics NVIDIA® TITAN RTX (GDDR6 24 GB)
Main Memory/Storage 96 GB (DDR4-2933)/1 TB (SATA 6 Gb/s)
Network (LAN) 1 x RJ45 (10GBASE-T, 1000BASE-T, 100BASE-TX)
Power 1125 W/100 Vac (50/60 Hz)
Dimensions/Mass Approx. 216 (W) x 556 (H) x 445 (D) mm/
approx. 23.7 kg (standard configuration)
Operating Environment Temperature: 10° to 35°C; Humidity: 10% to 90% (no condensation)
Table 5 HIL Simulator Main Specifications
ltem Specification
0S RTOS
CPU Intel® Core™ i7 Processor
Main Memory/Storage 4 GB (DDR4)/8 GB flash memory
Interface Gigabit Ethernet 1 x RJ45 (10BASE-T, 100BASE-TX, 1000BASE-T)
RS232 interface with standard UART 1 x Dsub-9P
1/0 Board Ethernet 4 x RJ45 (10BASE-T, 100BASE-TX, 1000BASE-T)
CAN 8 (CAN, CAN-FD)
Multi-I/O Analog, Digital
Power 350 W/100 to 240 Vac (50/60 Hz)
Dimensions/Mass Approx. 250 (W) x 400 (H) x 200 (D) mm/

approx. 7.5 kg (excluding board)

Operating Environment

Temperature: 0° to 50°C; Humidity: 5% to 95% (no condensation)
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Table 6 Power Supply (RZ-X2-10K) Main Specifications

ltem Specification
Output Rated output voltage/rated output current/ | +100 V/+300 A/£10 kW
rated output power
Input Operating power supply 180 to 250 Vac, 3-phase, 45 to 65 Hz
Constant Voltage (CV) | Set range Hi/Lo +0.00 to +102.00 V/+0.000 to +30.600 V
Constant Current (CC) | Set range Hi/Lo —306.00 to +306.00 A/~30.600 to +30.600 A
Constant Power (CP) Set range Voltage: Hi/Current: Hi | —10.200 to +10.200 kW

Voltage: Hi/Current: Lo | —3.060 to +3.060 kW

Voltage: Lo/Current: Hi | —9.180 to +9.180 kW

Voltage: Lo/Current: Lo | —918.0 to +918.0 W

Series/Parallel Operation | Expandability | Max. connected units Series: 5 units/Parallel: 10 units
Max. rated output voltage/Max. rated +500 V/£3000 A (10 units in parallel, without series)
output current
Max. rated output power +200 kW

Other Functions External communication interface LAN/CAN CAN FD (option)

Operating Environment | Ambient temperature/humidity 0° to 40°C/20% to 85% (no condensation)

Dimensions/Mass 430 (W) x 355 (H) x 650 (D) mm/approx. 70.0 kg
Table 7 Junction Box (Power Line Switching Unit) Main Specifications

Item Specification
Inputs/Outputs 1/2 (A, B)
Rated Voltage/Rated Rated impressed voltage: 100 Vdc/Rated carrying current: £100 Adc
Current
Voltage Monitor Output | Scale/Accuracy +10 V/+100 V (Internal circuit insulation voltage: 500 Vdc)/within 100 V £3%
Current Monitor Output | Scale/Accuracy +10 V/+100 V (Internal circuit insulation voltage: 500 Vdc)/within 100 V £3%
Output Switching Signal specification Voltage-free contact input, 24 Vdc, 20 mA min.

Input/Output Lines

1500 V, MLFC 60 mm?, 2-conductor twisted, 10 m (crimp terminals M8, M12) x 3

Input Operating Voltage

Single-phase 90 to 110 Vac, 50/60 Hz, approx. 10 A max.

Dimensions/Mass

Approx. 600 (W) x 500 (H) x 300 (D) mm/approx. 40 kg

Publicly available
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Prism: An Open-Source Framework for Building
XAML Applications in WPF for Instrumentation

Tom Roberts

[Summary]

grade instrumentation applications.

This paper examines the Prism framework as a foundational open-source solution for building
large-scale, modular WPF applications in instrumentation and scientific software. It discusses the
architectural challenges inherent in WPF and MVVM development and explains how Prism ad-
dresses these challenges through standardized infrastructure such as dependency injection, modu-
larity, region-based composition, navigation, and loosely coupled communication. Key Prism fea-
tures—including the ViewModel Locator, Region Manager, Event Aggregator, and Dialog Service—
are explored in the context of scalability, testability, and long-term maintainability. Finally, the pa-

per considers Prism’s evolution as an open-source project and its continued relevance for enterprise-

1 Introduction

Open-source frameworks are essential for instrumentation
and scientific software as they provide pre-built, community-
vetted foundations that allow developers to skip complex in-
frastructure tasks and focus on specialized features. These
frameworks accelerate development cycles by offering modu-
lar, reusable components for large-scale enterprise applica-
tions, ensuring they can scale efficiently to meet the demands
of timely feature additions without breaking existing ones.
Furthermore, the inherent transparency of open source fos-
ters a culture of collaborative problem-solving and rigorous
peer review, which enhances software reliability.

Over the past 10-15 years, there has been a shift from
Windows Forms (WinForms) to Windows Presentation Foun-
dation (WPF) for enterprise line-of-business applications.
WPF offers a more modern User Interface (UI) framework
with powerful data binding, Model-View-ViewModel
(MVVM) support, and styling/templating, which makes
large applications easier to maintain and scale. WPF has a

significant learning curve because it requires mastering sev-

eral advanced concepts simultaneously, including XAMLY:2),

£ ‘Notifications

Y

(Code Behind)

Figure 1

a declarative markup language for UI design that is distinct
from traditional C# code. WPF’s core architectural pattern,
MVVM3-5, demands a major shift in thinking from simpler
event-driven models like WinForms to a more decoupled ap-
proach. Additionally, understanding complex internal me-
chanics such as dependency properties, routed events, and
data binding®-? can be daunting for beginners. Unlike older
frameworks, WPF also introduces sophisticated and power-
ful layout systems, templates, and styles but adds significant
verbosity and initial confusion. Finally, debugging can be dif-
ficult because runtime errors in the XAML object tree often
produce abstract or unhelpful messages.

Implementing the MVVM pattern is essential for profes-
sional WPF development because it decouples the Ul from
the application’s core logic, enabling applications to scale
without becoming unmanageable. By moving state and be-
havior into a separate ViewModel, developers create logic
that is unaware of the View and communicates through data
binding, commanding and notifications. As illustrated in
Figure 1, the View and ViewModel interact indirectly

through well-defined mechanisms, while the Model remains

\ A}
1
, , DataBinding | \jewModel Model
I N L4
I
i< Commands >
1
_ . Presentation Business Logic
\ Ul Logic Logic and data

Relationships and interactions between MV
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isolated from UI concerns. This separation allows designers
to modify the visual experience in XAML without risk of
breaking underlying functionality, while also facilitating
comprehensive unit testing of business logic in complete iso-
lation from the UI thread.

While the core WPF framework provides the raw building
blocks for MVVM, such as data binding and commands, it
lacks the high-level infrastructure required to handle com-
plex application-wide concerns. Professional MVVM frame-
works fill these gaps by providing standardized “plumbing”
for common tasks like message-based communication be-
tween disconnected components, integrated dependency in-
jection (DI) for managing object lifetimes, and automated
property change notification. Without these frameworks, de-
velopers often resort to writing repetitive “boilerplate” code
for every new screen, which increases the likelihood of hu-
man error and significantly slows development cycles.

Scaling a WPF application to an enterprise level requires
a robust modular architecture that frameworks simplify
through advanced navigation and composition systems.
These frameworks allow large teams to build and maintain
independent features as separate plug-ins that can be dy-
namically loaded at runtime. This modular approach en-
sures that a change in one functional area of the application
does not inadvertently cause a failure in another, making the
entire system more resilient and easier to maintain.

Ultimately, leveraging an established MVVM framework
standardizes the development process and enforces architec-
tural best practices across a project. By providing a common
language and set of conventions, these tools help teams avoid
the “spaghetti code” that frequently plagues long-lived desk-
top applications. As applications evolve, built-in support for
sophisticated features—such as automatic View-to-View-
Model discovery and cross-component event systems—ena-
bles a level of agility and maintainability that is difficult to

achieve through manual implementation alone.

2 Prism Library Evolution

The Prism MVVM Framework was established in 2008 by
Microsoft’s patterns & practices team, originally under the
name Composite Application Library. It was developed to

provide official guidance and a set of libraries for building

Prism: An Open-Source Framework for Building XAML Applications in WPF for Instrumentation

“composite applications” - complex, large-scale WPF soft-
ware that requires a modular and loosely coupled architec-
turel® 1V, By implementing the MVVM pattern along with
other architectural principles like DI and Event Aggregation,
Prism was designed to solve the challenges of maintaining
and testing sophisticated XAML-based applications. It al-
lows multi-disciplinary teams to develop, test, and evolve in-
dividual application components independently, ensuring
the Ul remains separate from business logic to improve long-
term flexibility and code reuse. In 2015, Microsoft transi-
tioned the project to the open-source community!2-13),

As of 2026, the Prism Library remains a dominant frame-
work for building modular XAML applications. Its core pack-
age, Prism.Core, has surpassed 19.5 million total downloads
on NuGet, with a daily average of approximately 8,600
downloads. The user base is extensive and well-established,
supported by a mature ecosystem of community-driven doc-
umentation and active development targeting the lat-
est .NET environments.

Prism!¥ fundamentally simplifies the MVVM pattern by
offering built-in components which ensure a clean separa-
tion between UI and business logic. Prism's integration with
common DI containers allows developers to manage object
lifetimes and resolve dependencies effortlessly, promoting a
loosely coupled system. This separation of concerns en-
hances testability, allowing ViewModels and services to be
verified independently using design-time mocks or auto-
mated tests without a live UL. Modularity is a core strength,
enabling large applications to be decomposed into independ-
ent modules that can be developed, tested, and updated by
separate teams in parallel. The framework further supports
a composite Ul approach through regions and navigation
services, allowing dynamic content loading into specific
placeholders. Advanced communication between these de-
coupled parts is facilitated by the Event Aggregator, which
provides a thread-safe, loosely coupled publisher/subscriber
mechanism. By standardizing these architectural patterns,
Prism reduces technical debt and ensures that applications
remain scalable and maintainable as requirements evolve.

A trend among open-source maintainers is the shift toward
tiered licensing models to address the long-term sustainabil-

ity of open-source projects and prevent maintainer burnout.
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In 2025, Prism migrated from a community to a dual commu-
nity/commercial license model. These licensing structures are
beneficial because they create a more sustainable financial
model by allowing open-source maintainers to earn directly
from commercial use while keeping the code accessible for
community use. By balancing commercial interests with open-
source principles, these frameworks can secure the funding
necessary for professional-grade support, dedicated mainte-
nance, and faster feature development. Ultimately, this trend
helps stabilize the software supply chain, ensuring that the
essential infrastructure upon which 96% of organizations!®

now rely remains actively supported into the future.

3 Integration of Dependency Injection (DI) con-
tainers in Prism

DI is a critical design pattern that decouples the creation
of an object from its usage, facilitating a separation of con-
cerns that is vital for scalable software. By centralizing the
management of instances, developers can avoid hard-coded
dependencies, making applications more modular and signif-
icantly easier to unit test through mock injections. The
Prism MVVM framework streamlines this process by inte-
grating with popular DI containers like Unity or Dryloc,
providing a dedicated ViewModel Locator to automatically
resolve and wire up dependencies at runtime. Prism further
enhances instance management by handling object lifetimes,
ensuring that services and components are properly regis-
tered as singletons or transient instances based on applica-
tion needs. Without DI, developers often resort to the Single-
ton pattern or manual instantiation, which can lead to se-
vere pitfalls such as tight coupling and rigid codebases that
are difficult to modify. A lack of centralized management fre-
quently causes memory leaks, as long-lived objects may hold
onto references of short-lived components, preventing the
garbage collector from reclaiming memory. These leaks are
notoriously difficult to track because they often manifest as
gradual performance degradation rather than immediate
crashes. Identifying these hidden references can be ex-
tremely difficult and time-consuming to track down and re-
solve. Prism’s structured approach ensures that dependen-
cies are explicit and lifecycle-managed, mitigating the risk of
memory leaks and the extreme debugging challenges associ-

ated with manual instance control.
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4 Loose coupling benefits
In software design, loose coupling refers to components in-

teracting through well-defined interfaces rather than direct

references. Building features with loose coupling in Prism
offers several critical benefits:

* Independent Evolution: Features can be developed, up-
dated, or replaced in isolation, ensuring that changes in
one module do not cause cascading failures or require re-
deploying the entire application.

* Enhanced Testability: Because components are not tightly
bound, they can be easily mocked or stubbed, allowing for
more reliable unit testing in isolation.

* Improved Maintainability: With a clear separation of con-
cerns, bugs are easier to isolate, and the codebase remains

more manageable as the application scales.

Scalability: Different teams can work on separate func-
tional areas simultaneously without blocking each other,

speeding up the overall development lifecycle.

5 Modules

A Prism module is a self-contained, feature-focused unit in
a Prism application that bundles related views, ViewModels,
services, and registrations. It allows developers to build and
load application functionality independently, making large
WPF apps easier to scale, test, maintain, and evolve over
time. When an application has many modules, it is best to
locate them outside the main Prism (shell) project. Typically,
the shell project contains only the application startup,
shared infrastructure, and layout, while each module lives
in its own separate class library project. This keeps features
isolated, reduces coupling, and allows teams to work on mod-
ules independently.

Figure 2 shows sections of a typical instrument application
window: MenuBar, ToolBar, SideBars, StatusBar, Chart
area, etc. The MenuBar may have many defined Regions
such as: FileMenuRegion, TraceMenuRegion, DisplayMen-
uRegion, etc. The ToolBar could have similar or related re-
gions to the MenuBar regions: FileToolBarRegion, Trace-
ToolBarRegion, DisplayToolBarRegion, etc. with shared
functionality. For example, views, ViewModels, services, and
registrations serving the TraceMenu and TraceToolBar re-
gions would most likely be co-located in the same Prism Mod-

ule.
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6 Custom Controls for Instrumentation

Standard controls provided by WPF are usually insuffi-
cient for applications developed for instrumentation prod-
ucts. Interactive custom chart controls (e.g., Tabular, Rec-
tangular, Smith, Polar, Gage, Vector Constellation, Eye Dia-
gram, 3D surfacel®, etc.) with their own properties are re-
quired. Many of these charts are available from third-party
vendors but rarely satisfy all customer Ul requirements so
custom controls are often developed internally. Custom con-
trols are another modular component that can be developed
independently and evolve with customer requirements.
These interactive custom controls can be treated like any
other standard control and injected into regions as an in-
stance or instances using Prism. The development of custom
controls is not discussed in this paper, but resources are
available at Pluralsight'”?. From a Prism perspective, cus-
tom controls function as modular components and are often

packaged within feature modules.

7 The ViewModel Locator

When using the MVVM pattern, a way to connect to the
Views DataContext to the instance of the View’s ViewModel
is necessary. Prism’s ViewModelLocator simplifies making
this connection. While several approaches exist, Prism’s
ViewModelLocator avoids manual wiring by automatically
creating and assigning the ViewModel to the view’s DatacC-
ontext. Prism’s implementation is lightweight and con-
tainer-driven. It works by setting a single attached property
on the view, which triggers Prism to resolve the ViewModel
using dependency injection. Prism relies on naming conven-

tions to locate the correct ViewModel, expecting Views to live
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REGION MANAGER
FileMenuRegion,
TraceMenuRegion,. . . etc.
FileToolBarRegion,
TraceToolBarRegion, . . . etc.
LeftSideBar1Region,
LeftSideBar2Region, . . . etc.

RIGHT . RightSideBar1 R%gion,

SIDEBAR RightSideBar2Region, . . . etc.
Chart11Region,
Chart12Region,

Chart21Region,
Chart22Region,. . . etc.
StatusBarRegion

Application Main Window sections and Region names

in a Views namespace and ViewModels to live in a ViewMod-
els namespace. The default rule appends “ViewModel” to the
view name to find the corresponding ViewModel. Developers
can override the naming convention or register ViewModels

explicitly to fully control the mapping.

8 Regions and Region Manager

Regions are the primary mechanism to inject or display
views to users throughout the application. A Region is simply
a placeholder for dynamic content and can be created in
XAML or in code. Regions have no knowledge of the Views
that will be moved in and out of the Region. The Region Man-
ager maintains the collection of the regions and allows access
to them. A Region is defined in a Region Adapter, which is a
host control for the Region. Prism supports various Region
Adapters: ContentControl, ItemsControl, and Selector
controls such as ComboBox, ListBox, Ribbon and TabCon-
trol. Prism’s supported region adapters cover almost all
scenarios needed; however, custom region adapters can be
constructed. For example, defining a Region in a Stack-
Panel would require a custom StackPanel Region
Adapter!¥. The chart area in Figure 2 has mxn chart regions
with grids hosted in a TabControl, for example. Any chart
type instance could be moved in or out of any mxn chart re-

gions using Region Navigation.

9 Region Navigation

Region (or View) Navigation in Prism provides a loosely
coupled way to move views into and out of regions, making
it ideal for MVVM scenarios where ViewModels should not

reference view types directly. Region Navigation manages
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the full navigation lifecycle, including activating and deac-
tivating views and maintaining back and forward navigation
stacks. Navigation is performed using URIs, which act as
unique keys mapped to view types, eliminating direct de-
pendencies on views. To enable navigation, views must be
registered with Prism using the container registry, typically
by calling RegisterForNavigation, which by default uses
the view’s name as the key. Once registered, navigation can
be triggered through the IRegionManager by calling Re-
questNavigate with a region name and navigation key. Al-
ternatively, navigation can be requested directly on an IRe-
gion instance retrieved from the Region Manager. The Re-
gion Manager is usually accessed through constructor injec-
tion. This approach allows ViewModels to participate cleanly
in navigation while preserving MVVM principles. Addition-
ally, Region Navigation supports passing parameters and

tracking where a view is within the navigation process.

10 Communicating between different areas of the
application

Prism helps WPF applications become more decoupled,
making them easier to build, maintain, extend, and test, but
this decoupling can make communication between applica-
tion areas more complex. One common challenge is enabling
Views and ViewModels to communicate with different areas
of the application without tight dependencies. Prism ad-
dresses this problem through the IEventAggregator inter-
face which provides a loosely coupled, event-based commu-
nication mechanism. The Event Aggregator works using
publishers and subscribers, where one part of the application
publishes an event and other parts subscribe to receive it.
Multiple publishers and subscribers can exist for the same
event as shown in Figure 3. Subscribers must register for an
event before publishers send it, and once published, the
Event Aggregator routes the event to all subscribers. Events
can also carry data objects, known as a payload, allowing in-
formation to be passed between application areas. Subscrib-
ers can filter events based on payload values to ensure they
only handle relevant messages. The Event Aggregator uses
weak references by default to prevent memory leaks, but
subscribers that opt into strong references must be manually

unsubscribed.
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11 Dialogs and the Dialog Service

Applications frequently need to prompt users for input or
display notifications, which is typically done through dialogs.
A dialog in Prism is a UserControl designed to display in-
formation, request confirmation, or collect user input. In
Prism, dialogs are shown without directly tying ViewModels
to UI elements. Prism uses the IDialogService, which al-
lows dialogs to be invoked from ViewModels without refer-
encing views. Dialogs can be shown in either modal mode,
which blocks interaction with the rest of the application, or
non-modal mode, which allows continued interaction and
even multiple dialog instances.

Dialogs in Prism have a ViewModel that implements the
IDialogAware interface. This interface provides key fea-
tures such as setting the dialog title, controlling whether it
can close, responding when it opens or closes, and receiving
parameters for initialization. Dialogs are triggered by com-
mands in the ViewModel, keeping business logic decoupled
from the UI. Dialogs must be registered with the Prism DI
container. Once registered, the IDialogService can be
used to display the dialog in a clean, testable, and maintain-
able way. The dialog service can also be used to show multi-

ple shells!® or what is sometimes called detached windows.

12 Conclusions

This paper highlights the main features of Prism and its
benefits in providing a standardized infrastructure to accel-
erate front-end software development for instrumentation.
The Prism MVVM framework is indispensable for large-
scale applications because it provides a robust, modular ar-
chitecture that allows independent teams to develop, test,
and deploy features simultaneously without conflict. Its core
features—such as Dependency Injection, Event Aggregation,

and region management - are essential for managing the
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high complexity of modern enterprise software by ensuring
components remain loosely coupled. Prism eliminates the
need for developers to write repetitive boilerplate code or re-
design foundational infrastructure. This pre-built function-
ality significantly reduces overall development time, allow-
ing teams to focus exclusively on business logic rather than
boilerplate plumbing. Furthermore, Prism’s navigation and
modularity features provide a standardized “common shell”
that ensures consistent Ul behavior across large codebases.
Ultimately, using this established framework future-proofs
applications by making them easier to maintain and evolve

as business requirements grow over time.
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