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Introduction

The Internet of Things (IoT) has not only seen the rapid spread of low-cost, high-quality wireless communications modules but has also marked a 
change from the era of “things” to an era of value-added products and services due to connections between cloud servers, artificial intelligence (AI), 
and low-latency services. Examples are the addition of smart speakers in the smart homes as well as remote teleworking using Augmented Reality/
Virtual Reality (AR/VR).
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Source:  2020 Ministry of Public Management, Home Affairs, Posts and Telecommunications Economic and Social Survey on Impact of 5G Communications Systems 
(https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r02/pdf/02honpen.pdf). The content has been edited.

On the other hand, wireless communications are starting to be widely used due to the miniaturization of electronic components. Wide-area 
networks (WAN) using 4G (LTE) and 5G (NR), as well as short-range wireless communications, such as Low Power Wide Area (LWPA) networks, 
Wireless LAN (WLAN), and Bluetooth® are key technologies supporting many IoT product use cases.

However, designing IoT products using these digital wireless technologies can be challenging for wireless IoT product engineers without previous 
experience, while acquiring such experience and knowledge takes time.

Moreover, there are companies who release in-house developed IoT products to the market without fully testing functions and performance due to 
a variety of reasons, such as “We don’t have any specialists in wireless communications technology”, or “It’ll be OK if we just assemble parts with 
guaranteed performance”, or “What to check in the first place?”
In addition, manufacturers risk quality problems which can cause loss of business and damage to the company reputation.

So what wireless functions should IoT product engineers build into IoT products? These materials explain where to start.
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Due to IoT technology development, technicians require high-level skills in digital 
wireless as more equipment, including networked home appliances, smartphones 
and tablets, industrial sensors, and infrastructure and more, use wireless functions.

However, even with knowledge of high-frequency circuits, electromagnetic fields, 
wireless communications, electromagnetic compatibility (EMC), and radio laws, 
satisfying the various wireless communications standards and legal requirements 
requires extensive knowledge and experience.

1-1  Is it always OK to develop using commercialized wireless modules?
Although manufacturers of smartphones, wireless routers, and wireless 
communications modules, use skilled engineers with knowledge and experience in 
high-frequency technologies to solve the above-described challenges and develop 
products, it is not easy for manufacturers of general consumer products, such as 
networked household appliances and industrial machines, to develop products with 
built-in wireless communications functions using the same methods as they have in 
the past. In many instances, manufacturers solve this problem by installing a 
commercialized wireless communications module in the product assembly. For 
example, the commercialized wireless communication module itself with complies 
both Radio regulations and wireless communication standards such as LTE, LPWA, 
WLAN, and Bluetooth®, or even the latest 5G (NR) technology.

By using commercialized wireless modules, product engineers can focus just on exchanging internal communications data with the module to both 
compensate for lack of wireless engineers while also cutting product time to market (TTM). For this reason, wireless communication modules tend to 
be considered as “black box” components in the assembled product.

However, as stated above, although wireless engineers require much knowledge and experience, many factors can prevent the commercialized 
wireless module achieving the specified design performance. For example, the wireless-module functions and performance in the assembled product 
can change depending on the actual usage environment. In other words, it is important to note that only the functions and performance of the 
commercialized wireless module itself are guaranteed but the functions and performance of the finished product equipped with the module are not 
guaranteed.

1-2  Differences between function and performance evaluation
Before commercial release to the market, products pass through strict design testing 
and evaluation at each development stage.

Since even networked home appliances, with built-in wireless communication 
functions are expected to be remotely controlled and monitored via the internet, the 
required functions are evaluated repeatedly under various assumed operation 
conditions. The key point here is that the function test and performance test are 
totally different. The function test checks whether the functions of the system meet 
the requirements or are workable, while one example of the performance test is to 
verify the product RF performance using the RF parametric test, thus the perspective 
is different.

1. Designing and Evaluating Digital Wireless Communications Equipment
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1. Designing and Evaluating Digital Wireless Communications Equipment

1-3  Difficulties in observing communications quality
When designing products incorporating wireless communications by using commercialized modules with guaranteed performance, evaluating only 
the wireless functions but not the performance can cause a loss of product functionality and value. For example, even when the wireless 
performance of the module itself is guaranteed, the expected communications performance may not be achieved in the finished product due to the 
module mounting position or method.

Additionally, wireless communications performance under actual usage conditions is degraded by many external factors, including the 
communications environment, such as the wireless performance of connecting devices, the distance between them, the occurrence of multipaths, as 
well as RF noise and interference from other equipment.

In simple terms, the external wireless communications environment is a mixture of a variety of different products, some with excellent and others 
with poor communications performance.

IoT Product
Access Point

<Fig. 131  Network of IoT Products with Mixed Communications Quality>

When a poor communications environment causes wireless communication errors, the system is configured to resend the data, which inevitably cuts 
transmission speeds and delays the resulting product operation. These delays range from a few to several-hundred milliseconds, causing difficulties 
in recognizing whether there is actually a delay or whether the tested speed is the true product speed.

Additionally, digital wireless communications are designed on the assumption that there will always be some wireless errors. In concrete terms, the 
communications quality is assured by correcting errors generated in the wireless path by adding redundancy to the data. But when the error 
correction exceeds a critical point, instead of offering stable communications quality, communications are suddenly degraded. Consequently, it is 
important to note that it is hard to see the decrease in quality in ideal environments, such as test laboratories.
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As a result, the both users and even manufacturers, may use the product without realizing that there is a drop in communications quality, as well as 
the reason for it and what the original communication quality margin was.
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1-4  Lost value
Generally, since products reach the commercial market after undergoing strict design testing and evaluation, the quality of products in the market 
should have a consistent level of performance quality. However, without quantitative evaluation and analysis, it is difficult to determine whether 
there is an adequate performance margin for operation in poor wireless environments, or whether there is absolutely no performance margin.

So what happens when products with no performance margin enter the market? For example, differences in the wireless communication speeds and 
ease of connectivity are often seen, especially in poor communications environments. These performance issues can cause negative business 
consequences and brand perception.

On the other hand, products that have been verified to deliver consistently high performance quality can benefit from positive customer feedback 
and brand image, ultimately resulting in higher sales volume. 

In addition, troubleshooting products in the market is easier if the performance margins are known before the product launches. A flexible fast 
response to complaints and problems should be linked closely with improved brand reliability and customer preference. Developing and evaluating 
products with built-in wireless communications functions in this way while idealizing the wireless communications functions by using a commercialized 
module with assured performance not only confirms the evaluated-product functions in the actual usage environment but can also be described as a 
key point in offering the original product value.

Test of communications quality is essential.

Differences in connection 
easiness lowers the product 
evaluation and loses product 
value.

Good quality differentiates 
the product and leads to 
discovered hidden value.

Fast response to customer 
complaints and issues 
improves brand reliability and 
customer preference.

<Fig. 141  Offering Original Product Value>

1. Designing and Evaluating Digital Wireless Communications Equipment
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2. Key Points at Communications Quality Check

When measuring communications quality, instead of acquiring skills to make difficult high-frequency measurements, engineers developing and 
evaluating products with built-in wireless functions prefer to “know what communications quality depends on” and “what can I read from the test results?”

2-1  “It will be OK even without checking”
As described previously, commercialized wireless modules with guaranteed performance are being used in more and more products with built-in 
wireless functions. This is an effective method for achieving complex wireless technologies easily, but it is necessary to understand that although the 
performance appears to be up to standards, the quality issues and problems may not be easily visible. As a result, engineering preconceptions, such 
as it “It’ll be OK because we’ve used a performance-guaranteed module” or “There are no problems because it’s operating” and “Evaluations are 
unnecessary” can become a cause of loss of sales and negative brand perception.

On the other hand, when users complain that the “Expected communications performance is not achieved,” although manufacturers “Want to know 
the cause” and “Want to improve communications quality,” there are actually more engineers who think “I don’t know what’s best to do!” while 
recognizing “I must find some countermeasure.”

2-2  What does communication quality depend on?
Measuring communications quality in an actual usage environment can both confirm whether the module wireless performance is sufficient as well 
as discover factors affecting quality.

There are various individual factors affecting communications quality, such as RF attenuation, interference, and reflections, as well as noise inside the 
product; these factors might also occur in combination. These typical factors degrading wireless quality are explained below.

(1) Attenuation
(2) Product Internal RF Reflections
(3) Product Internal Interference
(4) Interference

(1) Attenuation
Obstructions easily affect radio waves; physical building structures, such as walls, 
ceilings, pillars, etc., attenuate radio waves and are a factor causing reduced wireless 
communications quality. When designing IoT products, it is important to consider 
the product usage environment and position.

(2) Product Internal RF Reflections
Parts surrounding the commercialized wireless communications module in an IoT 
product can cause internal RF reflections that scatter the signal, preventing 
communications in the expected direction. In addition, metals in the case may also 
have the same effect and block communications.

(3) Product Internal Interference
The various parts in an IoT product also generate radio waves that might interfere 
with the wireless communications module. Parts with the potential to generate radio 
waves include IC chips and power-supply circuits. Especially in small and high-
performance IoT products, the high density of other parts near the wireless 
communications module may easily result in internal interference, requiring 
countermeasures.
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IoT Product

2. Key Points at Communications Quality Check

(4) Interference
There are many problems with using unlicensed frequency bands not requiring 
permission from regulatory authorities, not dedicated to wireless 
telecommunications. Many non-communications devices, such as microwave ovens 
for heating food, use radio waves in the 2.4-GHz band. Since WLAN and Bluetooth® 
use the same 2.4-GHz band, radio waves leaking from a microwave near an IoT 
product using WLAN will interfere with the IoT product, possibly causing 
disconnections.

Early testing and evaluation of communications quality should take into consideration these factors to identify their impact and keep track of them 
for future improvements. While checking communications quality, the most effective method is to first determine the product's base performance by 
establishing the communications link and then continue to determine the impact of external factors.
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3. Test Methods for Checking Communications Quality

Generally, test equipment is used to check the quality of wireless communications. This section is for engineers without previous testing experience. 
It explains the basic process of checking quality using test equipment, and then explains how to read the test results.

3-1  What should I test?
Performance is verified in the transmitting and receiving directions because wireless communications transfer data in both directions. In simple terms, 
two evaluations are performed. Measurement of the transmission characteristics evaluates whether the RF is output with sufficient power and carries 
the data correctly. Measurement of the receiver characteristics evaluates whether the receiver receives the data correctly even from weak signals.

3-2  How can I test?
Wireless communications testing basically uses the following methods.

(1)  Removing the antenna of the device under test (DUT, IoT product) and connecting the test equipment to the product antenna terminal via a 
coaxial cable (Direct measurement)

(2)  Receiving RF signals passing in free space between the DUT and test-equipment antenna (Over The Air (OTA) testing)

3-3  What facilities should I prepare?
Direct measurement and OTA testing each have specific features. In addition, it is generally necessary to prepare several measuring instruments for 
evaluating digital wireless communications.

The cable connection is confirmed visually at direct measurement, offering the advantage of a simple measurement environment. If the DUT antenna 
cannot be disconnected because it is on-board, a separate connector for a coaxial cable must be added. Additionally, antenna performance is not 
included in the results because direct measurement does not use the antenna. Consequently, it is important to note that the test results might be 
different from results at actual field usage conditions.
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ANT

Test Equipment

Transmit/Receive

Coaxial Cable
Direct Measurement of 
Antenna Connector RF Characteristics

IoT Product

Test Equipment Examples

MT8862A

MT8000A

MT8821C

<Fig. 331  Direct Measurement at Antenna Terminal for Determining RF Characteristics>

OTA testing is closer to test under actual product usage conditions because it tests the performance of the entire communications system including 
the radio waves in free space and antenna. To determine the absolute values of RF parameters, such as the product transmission power, and others, 
it is necessary to prepare facilities and equipment, such as an RF anechoic chamber and to calibrate absolute values beforehand.

Note:  To perform reproducible and quantitative evaluations, measurements must be performed in an RF anechoic chamber or a shielded room when outputting at 
powers exceeding legally permitted limits.
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<Fig. 332  OTA Testing Setup for Measuring Radio Waves>

Generally, transmitter and receiver performance are tested by separate measuring instruments. At direct measurement, the measuring instrument 
and product under test are connected via an onboard coaxial connector (or the antenna connector if the antenna can be removed). At OTA testing, 
an antenna is connected to the instrument to test by communicating over the air with the IoT product under test. In other words, a dedicated 
measurement system must be connected for each product under test.
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Some wireless communications modules can be controlled forcibly via a built-in chip running dedicated test-mode software (for changing the RF 
broadcast timing and switching to transmitting and receiving mode). Consequently, control software provided by module vendor must be prepared 
when performing either direct or OTA measurements using the test mode.
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<Fig. 333  Test Mode>

3-4  Different test methods according to wireless communications standard
International standardization projects and organizations, such as the Third Generation Partnership Project (3GPP) for mobile 4G (LTE) and 5G (NR) 
mobile communications systems, the Institute of Electrical and Electronics Engineers (IEEE) for wireless LAN (WLAN), and Bluetooth SIG (Special 
Interest Group) for Bluetooth® regulate wireless communications methods and required performance.

There are also different test methods for confirming performance, depending on the communications standard. However, since standardization 
projects and organizations regulate test methods for 4G (LTE), 5G (NR), and Bluetooth®, the test equipment and tests following the standardized 
test method facilitate quantitative performance evaluations.

OTA testing uses the CTIA standard that specifies the OTA evaluation index and method for products with built-in wireless communication functions.

Source: http://www.tele.soumu.go.jp/resource/j/equ/mra/pdf/24/j-18.pdf

<Fig. 341  Example of OTA Measurements (TRP, TIS)>

3. Test Methods for Checking Communications Quality
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Conclusions

To provide users with optimum services, when designing IoT products, it is important to select the optimum wireless communications standard and 
wireless communications module after understanding the wireless communications characteristics. This will assure the quality of communications of 
the commercialized wireless communications module in the IoT product and then the actual finished product itself.
Product designers have to consider the factors causing degraded wireless communications quality as part of the overall IoT product design. Even 
when using a built-in wireless communications module with guaranteed quality, the quality of service of the final IoT product that uses that module 
may still be degraded, if the quality is not confirmed under actual use conditions prior to product launching in the marketplace.

Generally, product designers and engineers use test equipment to evaluate and confirm the wireless communications quality of IoT products by 
measuring the wireless communications module performance. However, to ensure final product quality, they should also test the final product that 
contains the module.

Anritsu is an industry leader in test and measurement of wireless products, offering expert measurement solutions and expertise to engineers 
developing and manufacturing IoT products. In addition to supporting developments in the IoT field, our company offers a wide range of measuring 
instruments making it easy even for inexperienced users to evaluate and confirm the quality of wireless communications.
If you would like more information on Anritsu test and measurement solutions, reach out to your Anritsu sales representative or visit anritsu.com

The Bluetooth® trademark and logo are registered trademarks of Bluetooth SIG, Inc. They are used by Anritsu under licence.
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