Application Note

Wireless Network Challenges
for the Smart Grid
With demand for energy consumption projected to increase by 49 percent from 2007 to 2035 1, the utility industry
is looking for ways to improve the efficiency, predictability and reliability of their networks. Over the past several
years, the concept of a “smart grid” has been developed as a means to service those energy requirements as well
as to lay the foundation for future growth. Smart grid technologies include the deployment of new measurement
and communications equipment to enable real-time monitoring and deployment of energy throughout the grid.
An important innovation with smart grid technology is the development of two-way communications between the
consumer and utility company. Users will be able to monitor not only their energy usage, but also the price of that
energy based on time of day and overall system demand. For the first time, consumers will become active participants
in the energy distribution process. For the utility company, costly outages can be averted during peak demand by
reducing supply for select customers with pre-arranged agreements that trade participation with favorable pricing
discounts.
A big challenge for utilities will be the development of these two-way communication systems that can support a
large range of applications and requirements. See Figure 1 below for an illustration. All wireless connections are
shown with dashed lines.
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Figure 1. Smart grid connectivity supported by WiMAX
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The smart grid system consists of several basic networks.
1) Home area network (HAN) – which covers the communications between a building’s interior and a smart meter
2) Field area network (FAN) – covers communication between the user’s smart meter and a concentrator
(or aggregator)
3) Wide area network (WAN) – a high bandwidth backhaul communication link between the concentrator and the utility
Although there is no standard set on the types of wireless technologies used in each coverage area, a typical setup
might include the use of WiFi or Zigbee for the HAN, WiMax for the Field Area Network and Cellular, Satellite or
WiMax for the backhaul. For each of these wireless segments, it is important to insure robust signal coverage as
well as to avoid potential sources of interference.
The ability to analyze signal integrity in a wireless environment has long been realized by cellular carriers, satellite
companies and other network providers as a crucial element in deploying and maintaining a secure system. As utilities
deploy the smart grid with various wireless technologies, the need to access signal coverage and sources of
interference will grow exponentially. Similar to cellphone carriers, utilities need to be able to analyze communication
problems quickly and insure that their wireless network continues to run under a variety of conditions.

Coverage Mapping and Interference Analysis for the Smart Grid
Over the past year, Anritsu has introduced several innovative measurement options designed to insure a secure
and trouble-free wireless network. Available as options with Anritsu’s line of SpectrumMaster™, CellMaster™ and
SiteMaster™ products., both Indoor/Outdoor Coverage Mapping and Interference Analysis tools provides the Smart
Grid utility with powerful and sophisticated analysis capabilities directly suited to their networks.
Indoor/Outdoor Coverage Mapping
To plan and optimize wireless networks, utilities must identify the coverage their transmissions provide in a given
geographical area. For indoor signal analysis in areas such as airports, train stations or office environments,
coverage mapping allows the technician to easily identify coverage quality throughout any given facility. See
Figure 2 showing a map of indoor coverage measurements.
As the user walks through the coverage area, taking signal strength measurements is as simple as walking
through the facility with the analyzer. Measurements of signal quality are automatically acquired, stored and made
available for later post-processing, visualization and analysis. The technician can also receive real-time updates of
signal quality by viewing the analyzer screen at any time during the process. In this way, network planners can
identify areas were additional transmitters or repeaters may be needed to insure good signal quality.
Outdoor coverage mapping (with the GPS option) enables the utility provider to optimize the network by identifying
signal coverage in an outdoor environment. An example of Outdoor Coverage Mapping is shown here in Figure 3.

Figure 2. Indoor Coverage Map

Figure 3. Outdoor Coverage Map
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Assisted with GPS, areas of relative signal strength can
be automatically measured and precisely correlated with
location. The analyzer can be set up to take automated
measurements either as a function of distance or time.
For distance, the technician can simply turn the instrument
on, set the distance intervals where measurements are
to be taken, and drive within the coverage area. The GPS
receiver automatically determines the distance moved,
triggering new measurements. Data can be displayed
later in a variety of formats, including third-party vendors
such as GoogleEarth™ as shown in Figure 4.
Interference Analysis
Wireless communications systems must coexist in
extremely complicated signal environments. This is
particularly true at ISM frequencies, such as the popular
Figure 4: Outdoor Coverage Displayed on GoogleEarth™
2.4GHz band used by technologies such as WLAN,
Zigbee, and Bluetooth, which must all compete for limited
frequency resources. Household items such as microwave ovens are also potential sources of interference.
Additionally, interference can be generated by various cellphone frequencies, WiMax and other technologies.
These environments are comprised of multiple wireless networks ranging from mobile communication services to
specialized mobile radio and paging/broadcast systems.
Anritsu’s Interference Analysis solution provides an easy to use automated system for identifying interfering signals,
measuring their strength and locating the positions where the interferes are generated. The Interference Analyzer
provides the following capabilities:
•
•
•
•
•

Spectrogram
Signal Strength
Received Signal Strength Indicator (RSSI)
Signal ID
Interference Mapping

These features allow the technician to not only analyze potential sources of interference in a wireless network, but
also to measure the interfering signal properties over a period of time. This capability is particularly important for
identifying pulsed or intermittent signals whose presence vary as a function of time.

Innovative Testing and Measurement Solutions for the Smart Grid
As Smart Grid systems are deployed in an increasing crowded wireless environment, it is imperative that utilities have
the tools necessary to plan their systems, rapidly diagnose problems and maintain the security of their wireless network.
Typical measurement needs for the Smart Grid might include:
•
•
•
•
•

Cable / antenna test of WiMax antennas positioned on towers
Signal strength measurements and mapping of Wimax coverage
Signal strength measurements and mapping of cellular data in areas of Smart Grid deployment
Identification, measurement and location analysis for interference sources
Zigbee or WLAN communication problem identification

The Anritsu line of handheld analyzers are designed to meet these smart grid measurement needs using innovative
and user-friendly tools that save the utility time and money.
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