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Chapter 1 — Installation

1-1 Introduction

Mobile InterferenceHunter (MIH) is a Microsoft Windows application drivers tool for locating RF interference
sources. It runs on a laptop or tablet computer and can connect to Anritsu handheld spectrum analyzers
through an Ethernet cable, a Wi-Fi capable Anritsu Spectrum Analyzer, or a travel router. The system
displays multiple indicators of power levels which aid in determining the location of the interfering signal
source.

This chapter details the initial setup of the hardware, software, and interfaces to the instrument and its RF
connections. Chapter 3, “MIH Graphical User Interface” describes the software user interface and features.
Chapter 4, “Hunting Interference Signals” describes how to perform specific tasks within the Mobile
InterferenceHunter software.

1-2 System Requirements

Operate the Mobile InterferenceHunter with a mobile computer in a vehicle using an Anritsu supported
instrument. MIH will also run on a desktop PC and can be used this way to review saved drive test data.
Anritsu sells several compatible antennas to cover a wide range of frequencies. Our antennas include both the
RF and GPS antennas integrated into a single convenient package. Other options are also possible.

The following is the recommended minimum equipment to operate the system in the field:

¢ MX280007A InterferenceHunter™ software

e Anritsu handheld spectrum analyzer with automotive DC power adapter
(refer to https://www.anritsu.com/en-us/test-measurement/products/mx280007a for compatible
instruments)

e Windows 10 or 11 tablet or laptop meeting the following minimum requirements:
* Quad core processor (> 1 GHz)
* 4 GB RAM, 500 MB storage space
¢ Ethernet or Wi-Fi
e Internet connection (if using Baidu Maps or the TDOA feature)
e Off-line maps
e DC power adapter for the tablet or laptop

e TP Link Model TL-WR802N pocket router and cables (2000-1752-R) or
Ethernet crossover cable.

e RF/GPS antenna (must use an instrument mounted GPS antenna or Anritsu PC GPS receiver)
e Combination RF and GPS antenna for your instrument (2000-1647-R)
e GPS receiver for PC (2000-1528-R, required if your instrument does not have GPS)
e RF cable compatible with your instrument if using a vehicle mounted RF antenna of your choice
Recommended Accessories:

* Yagi antenna
¢ Mounting Hardware (2000-1801-R)

MX2800107A UG PN: 10580-00416 Rev. M 1-1


https://www.anritsu.com/en-us/test-measurement/products/mx280007a

1-3 Installing the MX280007A Mobile InterferenceHunter Software Installation

1-3 Installing the MX280007A Mobile InterferenceHunter Software

1. Place the software installer (MIH_Installer_Vx.xx.msi) on your Windows tablet/laptop and double-click
the icon "MIH_Installer_Vx.xx" (where x.xx 1s the current software version number).

2. Follow the instructions presented by the installer. If this is a first time installation, you may be
prompted to install NI-VISA Runtime if not previously installed. NI-VISA Runtime is bundled with the
MIH installer.

3. Once completed, a green icon will then appear on your screen. Double-click the green Mobile
InterferenceHunter icon to run the program.

1-4  Installing the License Key

A license key is needed to run the Mobile InterferenceHunter (MIH) program. When the Mobile
InterferenceHunter software is purchased, an email with the license key and instructions are sent to you. The
license key must be associated with just one Anritsu instrument, but it can be used on multiple computers. The
license key may have an expiration date. Please retain the license key as it allows you to use the instrument
associated with this key on other tablets or PCs.

Import Licenses and drag-and-drop are two methods of importing the license key into Mobile
InterferenceHunter. Follow the instructions below to import the license key into the program.

Import License

1. Under the File > Licensing menu, click Import Machine License to open the folder containing the license
key that activates the features of Mobile InterferenceHunter.

2. Highlight the license file and click Open. The license will be entered into the MIH program.

Mobile InterferenceHunter = m] X

File | View Mode Settings Help

Open Log File Ctri+O

Save Log File Ctri+S

Export Drive Log to KML

+|€¢ D0

Import Location Estimate

tjﬁ Capture Screen Ctri+C
() Screen Capture Folder
@ Save Current Settings

[ Recall Saved Settings AT -

Recent Settings ...

.‘-’\_ Licensing 3

M e Ctrl+X

IS SR

Figure 1-1. Importing the License Keys

Drag-and-Drop License
Depending on the email service, drag-and-drop the attached license key into MIH.

e If using Baidu Maps, drag-and-drop the license key anywhere on the MIH software except for on the
Baidu Map itself.

e If using maps from any open source map, drag-and-drop the license key anywhere on the MIH program
window.
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Installation 1-5 Configuring the Computer to Instrument Connections

1-5 Configuring the Computer to Instrument Connections

This section details two methods of connecting Mobile InterferenceHunter software to an Anritsu handheld
instrument Ethernet port. For detailed instructions to configure your instrument, please review the user guide
specific to your instrument. The procedures below are examples. Other configurations are possible depending
on your needs and available resources.

Connecting via an Ethernet Crossover Cable
1. Connect the laptop to the instrument Ethernet port with a crossover cable.
2. Set the host PC to a static IP address as follows:
a. Click Start Menu > Control Panel > Network and Sharing Center.
b. Click Change adapter settings.
c. Right-click on Local Area Connection and click on Properties.
d. Select Internet Protocol Version 4 (TCP/IPv4), click Properties, and then set the following:
e IP Address = 10.0.0.1
¢ Default Gateway Address = 10.0.0.0
¢ Subnet Mask = 255.255.255.0
3. Set the Anritsu handheld instrument Ethernet settings as follows:
a. Open the System menu via Shift System (8).
b. Click the System Options menu.
c. Click Ethernet Config and set the following:
e IP Address =10.0.0.2
¢ Default Gateway Address = 10.0.0.0
¢ Subnet Mask = 255.255.255.0

4. Open a browser on the computer and enter the URL address 10.0.0.2 to access the handheld instrument
web interface.

Connect to Analyzers with Built-in Wi-Fi

Anritsu Products, such as the MS2070A, MS2080A, MS2085A/89A, MS2090A, MS27x0xA, MS27200A have
built-in Wi-Fi and do not require a router to be remotely connected to a PC/tablet running the MIH software. A
hotspot or access point is required for communications to take place. To learn more about your Spectrum
Analyzer and the Wi-Fi connection, visit the Anritsu Product Page at: https://www.anritsu.com/en-US.

Configure the Spectrum Analyzer

1. Connect the PC/tablet used with MIH to a hotspot.

2. Test the connection by using a Ping command to log into the IPV4 IP address.
3. Locate the Wi-Fi connectivity setting of your spectrum analyzer.
4

Activate the Wi-Fi setting of the spectrum analyzer. Once Wi-Fi is active, a listing of the SSID names
will appear based on the Wi-Fi signals that are present.

5. Click the SSID name corresponding to the SSID of your hotspot.
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1-5 Configuring the Computer to Instrument Connections Installation

Test the connection to MIH
1. Click Settings at the top of the MIH screen.
2. Click on the Spectrum Analyzer Connection in the menu list.

3. Click on the Test Connection button. You should then receive a message back that the test has passed. A
successful connection dialog with the analyzer IP address will display similar as shown in Figure 1-2.

MIH Connection Setup @

IP Address: 127.0.0.1

Status: Passed

Test Connection l Ok ” Cancel l

Figure 1-2. MIH Connection Setup Dialog

Connecting via the TP Link TL-WR802N Wireless Router

The router comes factory configured to work with Anritsu instruments. A band pass filter on the input to the
spectrum analyzer may help with weak signals when using a Wi-Fi link.

1. Set the Anritsu handheld instrument Ethernet settings as follows:
e TP Address = 192.168.0.50
e Default Gateway Address = 0.0.0.0
e Subnet Mask = 255.255.255.0
Connect both the Ethernet and USB ports between the router and instrument.

Connect the laptop to the router via Wi-Fi (generally using the icons in the lower right system tray)
using the SSID and password that are printed on the router label. These codes are unique for each
router. For example:

e SSID =TP-LINK _39DE
¢ Password = 02850450

4. Open a browser on the computer and enter the URL address 192.168.0.50 to access the handheld
instrument web interface.

Recover the TP Link Factory Configuration.
1. Connect the laptop to the router through Wi-Fi as described in Step 3 of the previous procedure.

2. Open a web browser and enter the URL address tplinkwifi.net (192.168.0.1 or 192.168.0.254 are router
default IP addresses, which will be changed later in the procedure).

3. Log in to the router using the defaults:
e Username: admin
¢ Password: admin
Click Quick Setup.
Set the Router as an Access Point and continue to click Next until the Quick Setup is done.

Review the settings and then reboot the router using the on-screen Reboot button.

Ne e

Connect as described in the previous procedure.
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Installation 1-5 Configuring the Computer to Instrument Connections

Connecting to a Spectrum Analyzer via Ethernet
Follow the steps below to set up Ethernet connection:

1. From the MX280007A software, select Settings > Spectrum Analyzer Connection to set up the Ethernet
connection with the instrument.

File View Mode | Settings

E Power Detection Mode »

JJ Audio Tones
I I \E' Voice Prompts
= Voice Selection b
c Min/Max Hold 3

Squelch Limit (Off)

Help

2+ Map Source 3

|S Spectrum Analyzer Connection

@n GPS Configuration

=

w |

Sensitivity »

Search Grid Width b

Log Data While Stopped

(+)
(=)

Figure 1-3. Settings Menu

2. Enter the IP address of the instrument or the Wi-Fi router in MIH Connection Setup dialog.

Check the Secure Connection (Option 0017) box if your instrument is installed with Secure
Communication Option 17, and click Test Connection to confirm connectivity.

4. Click Ok to close the dialog.

Ensure that you check the Secure Connection (Option 0017) box if your instrument is installed with

Note Option 17, otherwise the connection setup will result in a failure.

MIH Connection Setup n

IP Address: 172.26.203.74
Secure Connection ({Option 0017)
Status: Passed (MS2085A, 2415005)

Test Connection Ok Cancel

Figure 1-4. MIH Connection Setup Dialog
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1-6 Setting Up an Alternate Ethernet Connection Installation

1-6 Setting Up an Alternate Ethernet Connection

Following the steps below, it is possible for the Laptop / Tablet PC used with MIH to have a primary Ethernet
configuration (for the office network) and an alternate Ethernet configuration (for use with MIH). By doing so,
there should be no need to re-configure network settings each time the Laptop / Tablet is used with MIH.
Windows will detect the connected network and switch to the appropriate Ethernet configuration
automatically.

No changes will be made to the General (primary) settings. Only an Alternate configuration will be added. This
process assumes a static IP network configuration as the alternate network communication method between
MIH and the spectrum analyzer. A CAT5 cable will be used to connect the spectrum analyzer to the PC. Note
that the spectrum analyzer’s Ethernet configuration type will be set to ‘Manual’ and the IP address, Gateway,
and Subnet set per the examples below.

Example IP addresses, Subnet Mask, and Gateway:
e Spectrum Analyzer IP address: 192.168.0.100
e MIH PC address: 192.168.0.99
e Subnet Mask: 255.255.255.0
e Gateway: 192.168.0.1
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Installation 1-6 Setting Up an Alternate Ethernet Connection

PC Ethernet Adapter Settings

For the Laptop / Tablet PC, navigate to Network Settings.
1. Click the Ethernet connection.

» MNetwork and Internet » Network and Sharing Center

v ¢ | | Search Con
View your basic network information and set up connections
View your active networks
intgin.net Accesstype:  Internet
Domain network Connections: [ Ftherngt ———t————=m  Ethernet Status
General
Change your networking settings
Connection
i Set up 2 new connection or network »
. . 1Pv4 Connectivity: Internet
Set up 2 broadband, dial-up, or VPN connection; or set up a router or access point. »
1Pv6 Connectivity: Mo Internet access
@ Troubleshoot problems Media State: Enabled
Diagnose and repair network problems, or get troubleshooting information., Duration: 0%:31:42
Speed: 100.0 Mbps
Details...
Activity
Sent [ W Received
Bytes: 33,289,868 600,411,346
1 Properties %/ Disable Diagnose
Close
W Ethernet Status
General
Connection
IPv4 Connectivitw. Internet.
Pvé Connectivi ' Ethernet Properties
Media State:
Duration: Metworing | Sharing
Speed: Connect using:
Detais... %" Intel(R) Ethemet Connection (3) 1218-LM
Actvity || This connection uses the following tems:
121005 Packet Scheduler ~

[ - Microsoft Network Adapter Muttiplexor Protocol
-4 Microsoft LLDP Protocol Driver
Bytes: -4 Link-Layer Topology Discovery Mapper /0 Diiver

) - Link-Layer Topelogy Discovery Responder
) - Intemet Protocal Version & (TCP/IPvE)
[ et M RER BN « et Protocol Version 4 (TCP/IPv4) v
< >

Description

Transmission Cantrol Protocol/intemet Protocal. The defaut
wide area network protocol that provides communication
across diverss interconnected networks.

OK Cancel

Figure 1-6. PC Ethernet Status and Properties Windows

2. Click Properties.
3. Click Internet Protocol Version 4.
4. Click Properties.
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1-6 Setting Up an Alternate Ethernet Connection Installation

From Internet Protocol Version 4 Properties:
1. Click the Alternate Configuration tab.
2. Check the User configured radio button.
3. Enter the IP address, Subnet mask, and Default gateway as shown in Figure 1-7.

L Ethernet Properties
Networking | Sharing

Connect using:

¥ Intel(R) Fthemet Connaction (3) 1218-LM
Internet Protocol Version 4 (TCP/IPv4) Properties

Generall Alternate Configuration

Mid If this computer is used on more than one network, enter the alternate IP
settings below.

This connec

x
- m
P

R R R E O
[=
5

() Automatic private IP address
(@) User configured

IP address: .168. 0 . 99

Subnet mask: .255.255. 0
stal
Default gateway:
Descriptio
Transmist
wids ares Preferred DNS server:
across dit

Alternate DNS server:

Preferred WINS server:

Alternate WINS server:

Validate settings, if changed, upon exit

I

Cancel

Figure 1-7. Internet Protocol Version Properties Window

The Laptop / Tablet PC is now be capable of utilizing either of the two network settings. General configuration
for the office network or MIH Alternate Configuration, depending on which network it is connected.
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1-7 Setting Up an External USB GPS Antenna

1-7  Setting Up an External USB GPS Antenna

A GPS receiver is required for proper operation. If your instrument is equipped with a GPS option, use a GPS
antenna connected to the handheld instrument and go to “From the MIH program:” on page 1-10. Otherwise,

use an Anritsu GPS receiver connected to the computer USB port. MIH currently supports the BU-35354 GPS
receiver (Anritsu part number 2000-1528-R). Set up the receiver.

1. Download and install the latest driver from the GPS manufacturer’s website to the tablet or laptop that
will be used in finding an interferer. (Anritsu has tested Prolific driver version 3.8.1.3.)

2. Attach the external GPS receiver to the computer’s USB port.
Confirm that Windows has installed the hardware driver and that it is listed under Ports (COM & LPT)

in the Windows Device Manager.

4. Right-click on its listing followed by clicking on Properties to verify the device is working properly and
that the Port Setting are configured as shown below (4800/8-N-1).

Prolific USB-to-Serial Comm Port (COM7) Properties =5

Prolific USB-to-5erial Comm Port (COM7) Properties »

General | Port Settings | Drver | Details|

General | Port Settings | Driver | Details

- Prolific USB4o-Serial Comm Port {COMY)

raf
Device type: Ports (COM & LPT)
Manufacturer: Prolific
Location: Port_#0004 Hub_#0004
Device status
This device is working property. -

Bits per second: [431]41

Data bits: [3

Parity: [ None

Stop bits: [ 1

Fow control: [ None

[ Advanced

] [Bestore Defaults ]

[ ok ][ cancel

]

0K

] [ Cancel

LS

Figure 1-8. Communication Port (COMx) Properties Window
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1-7 Setting Up an External USB GPS Antenna Installation

From the MIH program:
5. Click GPS Configuration in the Settings menu.
6. Click the GPS antenna option.

!JSB GPS Communication Setu

Most models of Anritus spectrum analyzers have built-in GPS
receivers. All you need to do is connect a GP'S antenna and you
are ready to go.

With some models, the GPS is optional and may be missing on
the instrument you are using. In this case, you will need an

external GPS receiver

Forthe MS2760A. GPS is not an option, so you will need an
external GP'S receiver.

Insturment GPS (GPS built into the spectrum analyzer) |
@ External: Prolific USB-to-Senal Comm Port (COM7Y)

Status: GPSis not active Start .

Location:

Figure 1-9. MIH USB GPS Communication Setup Window

7. Click Start in the MIH USB GPS Communication Setup. The antenna will search for satellites and
obtain a GPS Fix.

8. Click Ok.

The USB GPS communication must be running and the setup window must be closed by clicking Ok

Caution before data collection can be started.

When using the GPS receiver with the computer, the Mobile InterferenceHunter main status bar at the
bottom-left of the window has a GPS satellite fix indicator that can also show how many satellites are being
tracked.

L s

Gray: GPS is not active or no satellite fix

~¥

Light Red: Less than 3 satellites are fixed

“?f Yellow: 3 satellites are fixed

Green: More than 3 satellites are fixed

000
|
| | —

%

Figure 1-10. GPS Satellite Fix Indicator

To discontinue GPS antenna communication:
9. Open the dialog.
10. Click Stop.
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Installation 1-7 Setting Up an External USB GPS Antenna

Additional Documentation

This MIH User Guide is part of a set of manuals that describe all of the remote spectrum analyzer functions
and their use with MIH. Instrument operations of various document types can be found in the Anritsu Product
pages at: https://www.anritsu.com/en-us/.

Contacting Anritsu for Sales and Service

To contact Anritsu, visit the following URL and view the services in your region:
http://www.anritsu.com/contact-us.
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Chapter 2 — Loading Maps

2-1  Loading Maps Into MIH

Loading or creating a map is essential when using the Mobile Interference Hunter. Ready-made maps are

available for cities throughout the world on the Anritsu website. Visit http://www.anritsu.com and search for
Maps. Alternately, construct your own maps using the brief instructions provided in the following sections for

each mapping solution, or by visiting the map provider’s website for their latest features.
Mapping solutions available using Mobile InterferenceHunter:

e OpenStreetMap™ — See “Using OpenStreetMap” on page 2-2.

¢ Map Puzzle — See “Install Map Puzzle™” on page 2-3.

¢ Baidu Maps — See “Using Baidu Maps” on page 2-5.

e Map Image Maps — See “Map Image Files (User Provided)” on page 2-5.

Load a Map Into Mobile InterferenceHunter
After selecting a map source, load the user defined map as follows.

1. Click, drag, and drop the downloaded map file onto the Mobile InterferenceHunter program screen.

Note The downloaded map cannot be dropped directly on top of a Baidu Map.

2. Open the downloaded map from the Mobile InterferenceHunter Settings menu as follows:
From the main menu:

3. Click: Settings > Map Source > Open Source Maps (User provided) (see Figure 2-2)

4. Browse to your download folder.

5. Open the file.
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2-2 Using OpenStreetMap

Loading Maps

2-2

Using OpenStreetMap

Use the OpenStreetMap web site to create and download your map (https://www.openstreetmap.org).

Once on the OpenStreetMap site as shown in Figure 2-1, follow the instructions provided by OpenStreetMaps

to download a map.

*

42 OpenstreetMap | Export

£2 Apps [ff] intranet/Mmd/Cust...

| /- OpenstreetMap

Fort Collins, CO @

Export
406874
-105.2669
40.4245
Manually select a different area
Licence

OpenStreetMap data is licensed under the Open Data

Commons Open Database License (ODbL).

Export

Ifthe above export fails, please consider using one of

the sources listed below:

Overpass API

Download this bounding box fram a mirror of the

|
& C A [ https//www.openstreetmap.org/export#map=11/40.5561/-105.0677 bl |
[") HR Manager Portal ] TechComm Manager ] intranet/mmd/Cust...

o] ]

-104 8686

7] MMD Marketing Co...

More Log In

5 ©

(=2 !
j.co1d

@
Fort Collins
gl oy g
‘i- .
- ]
) g ' Windsory
(D) 1

Skm ‘;
- SLni r———— © OpenStreethMap contributors v Make a D

& map N @ # Show all downloads...
Figure 2-1. OpenStreetMap Website

When you open OpenStreetMap in Mobile InterferenceHunter software, a dialog box prompts you to enter the
city and country. Then, the map is converted to the Mobile InterferenceHunter format and opened in the
software. The converted files are saved so that when you open that location in the future, no additional
formatting is needed.

File  View

Maobile InterferenceHunter

Mode | Settings | Help

‘_ | Map Source

Baidu Maps (Internet connection required)

Audio Tones

Voice Prompts

Voice Selection

Min/Max Hold

Sensitivity

Spectrum Analyzer Connection

GPS Configuration

Squelch Limit (Off)

Search Grid Width

Log Data While Stopped

Open Source Maps (User provided)

Show Current OSM Map

Installed Map Files »

o W )

Open Map Image File (User provided)

-
oo 7]
¥3

Installed Map Image Files 2

4 ’ Import Base Stations (Open Source only)

=
=

View Base Stations on Map if Present

Figure 2-2.

Map Source
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Loading Maps 2-3 Install Map Puzzle™

To open existing maps, navigate to the directory on your tablet/laptop where the maps are stored and open any
SHP file for your map. See Figure 2-3 where 'roads.shp' is highlighted in yellow for illustration.
InterferenceHunter will use all of the map files in the directory for the various map layers.

MName Date modified Type Size

|_| buildings.shp 7/13/20151:38 PM SHP File 2461 KB
|| natural.shp 7/13/20151:38 PM  SHP File 311KB
L | places.shp 7/13/20151:38 PM SHP File 2KB
|_| points.shp 7/13/20151:38 PM SHP File 145 KB
|| railways.shp 7/13/20151:38 PM SHP File 3TKB
|| roads.shp 7/13/20151:38 PM  SHP File 4,201 KB
| waterways.shp 7/13/20151:38 PM SHP File 301 KB

Figure 2-3. Open Source Maps

2-3 Install Map Puzzle™

Users may want to use their own mapping solutions. Here we will describe the use of Map Puzzle. Map Puzzle
is a free program for Windows to download maps from Bing, and other public mapping services. For more
information not covered in this section using Map Puzzle, visit http:/www.mappuzzle.se/doc.htm.

@—E‘.‘.ap Puzzle v1.6.7 - X

Map Seftings | Bulk Download | General Application Seftings | |

GPS5 Coordinate Base (Required)
Decimal (Reguired) Degrees, Minutes, and Seconds

. ‘Select map service v L—@
STiE I:I l:l l:l l:l Altemative Base {Optional) ‘
Longivce  [2mEEmI 1[I [ JE <] fiene vl

Address ‘ | | Search | Ovenay (Optional)
[ Enter Pointto Poirt Coords | | Add To Buk | ‘ ]
Image Settings
Zoom Preset Pixels / Inch Addons
@_> Q\|15 lé" |Custom v| ‘3{"} = Landscape [ image Addons Settings
Width 1—0 Pixels = 15 Kilometer [] save Each Tile In Separate File
Height § Pixels = 11 Kiometer [ Generate World File (GIS)
UuTM
& Preview Total number of tiles to download: 192 Lat/Lon
File Settings
File Path: Format:
SP\map $T-SM-SD Sham$sSZ S | ~ Y bowse | [ £
Estimated time remaining: — Total bytes downloaded: —
ll l- Download 4—@
=
|. AMlert Messages Only | | 1 All Priority Messages | ‘0 Al Messages |
Hello!

If this is your first time using this program, visit map puzzle website for help documentation, use the link below the log.
If you have concems, want to change or add some function, please contact me, e-mail address can be found on the website
Downloading latest services list from server.. Service list created!

SelectAl | | CopySelected || Savelog ||  Cearlog Lines In Logbox: 7

Click here for help documentation.

Figure 2-4. Map Puzzle User Interface
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2-3 Install Map Puzzle™ Loading Maps

Map Puzzle Title Bar 4. Download Button
2. Map Service Download 5. Image Settings
3. Map Format 6. GPS Coordinates

Figure 2-4. Map Puzzle User Interface
Run the executable to load the Map Puzzle interface as shown in Figure 2-4. Maps are also supported in the
Anritsu Simulator program and the Anritsu TDOA Demo Application.

1. Copy mappuzzle.exe on to the local drive.

2. Type the coordinates settings of the map location.

3. Type the Image Settings for the zoom level, Width and height of the map as it will appear on the screen.

4. Click the Map Selections arrow to see more options. The map service section provides a list of map
services to select from.

5. Click the Format arrow to see more options. Selections include .jpg, and .png.
6. Click Download.

e The map will take a short amount of time to download. The loading green-bar indicator and the
amount of time remaining for the download process to complete is indicated by the Map Puzzle
user interface as shown in Figure 2-5.

Estimated time remaining: 63 sec Total bytes downloaded: 67826 bytes (66.24 KE) ¥
TepEaiae ]

® Mlert Messages Only 1 Bl Priority Messages ‘ﬂ Al

Downloading base image: 23 (7. y.2)... Done! -
7-38:36] Downloading base image: 24 (8, y.2)... Done!

7-38:36] Downloading base image: 25 69, v:2)... Done!
:37] Downloading base image: 26 {10, y:2)... Done’
:37] Downloading base image: 27 (x:11
:38] Downloading base image: 28 fc12, y:2).
Downloading base image: 29 fc:13, y: 2 Done!
) Downloading base image: 30 fc:14, y:2)... Done!
9] Downloading base image: 31 15, y:2)... Done!
8:39] Downloading base image: 32 fc 16, y:2)... Done!
17:38:40] Downloading base image: 33 fc:1, y:3)... Done!
17:38:40] Downloading base image: 34 {2, y.3)... Done!
17-38:40] Downloading base image: 35 fc:3. y:3)... Done!
17:38:41] Downloading base image: 36 fc4, y.3).

Lines In Logbox- 50

Figure 2-5. Download Map In-Process

Once the download is complete, the map file is stored in the downloads folder as shown in Figure 2-6.

¥ > causers>Downloads

@  Alert Messages Only ] Al Priority Messages il Al Messages Mame Date modified
17:39:40] Downloading base image: 183 7, y:12)... Done!

17:39:40] Downloading base image: 184 (-8, y:12) . Done! 7} - g M
17:39:41] Downloading base image: 185 fc:9. y: 12 Done! o L L AL L T L

17.39.41) Downloading bass mage: 186 fc 10, y:12)... Done! 30180304 179
17:33.42] Downloading bess mage: 187 611, :12).. Donel map 2019-03-04 172505.png
17.29.42] Downloading base image: 188 6c12. y-12).. Donel
17.39.42] Downloading base mage: 189 13, y-12). . Done?
17:39:43] Downloading base image: 190 éc:14, y:12)... Done!
17.39.43] Downloading base mage: 191 ¢c 15, y12).. Donel
17.39.44] Downloading base mage: 132 16, y-12).. Donel
Done!
- Downioad complete! -
Saving image [ C:-\Users\am004188\Downloads\map 2013-03-04 173944 png |.. Done!
el L

Select Ml Copy Selected Save Log Clear Log Lines In L
Cligk here for help documentation. [— =]

Figure 2-6. Download Complete
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2-4 Using Baidu Maps

Using Baidu maps requires an Internet connection for the duration of the interference hunt. A USB modem
can be used with the laptop/tablet if your device does not have an integrated radio.

Note Ensure that the USB modem'’s radio signal is not interfering with the signal you are trying to find.

Navigate to Settings > Map Source > Baidu Maps. The Baidu map is then automatically displayed.

2-5 Map Image Files (User Provided)

MIH creates a location on the PC to store and retrieve MIH map files: C:\[user documents folder]\Anritsu
MapPFiles. Although the user is not limited to this location, this is the location MIH looks to find map files.

The Open Map Image File (User provided) menu selection provides a browse menu for the user to select a
previously loaded JPG or PNG file. If the user selects a file not previously loaded, they will be requested to
enter the GPS coordinates of the corners of the map. See “Enter Map Edge Coordinates” on page 2-6.

Installed Map Image File menu selection provides quick access and opens a sub-menu that lists all of the JPG
and PNG files in the Anritsu MapFiles folder. See Figure 2-7. The user can immediately search for and open a
map file. If it is the first use of the Map Image file, then the user is prompted for the GPS coordinates of the
corners. See “Enter Map Edge Coordinates” on page 2-6.

Wukile InterleenceHunten

= View Mude | Sellings | Help

F

b& Map Source 3
’ S Speclium Analyser Conneclion M= Baidu Maps (Intcrnet connedtion reguired)
5 =
’ @" GBS Coafiquration 4  Open Source Maps (User provided)
JI Audo lones B Show Curent O5M Map
l l .\\ QB Voicz Prompts i‘ Installed Mzp Files .
£ e — ' Upen Map Image o (Us: ded) . . ;
o [BE  Open Map image Hie (User provided; ) . e (
/\ Min/Max Hold 3 ﬂ Installed Map Imags Miles 3 g] £ Isens, J00000CK \Doen mesn 1\ Anrilss WMapFilesi 24 Sirres Mep piy =
{
,\9’< i squelch Limiz (U ﬁ lenpion | Base Stialions (Open Souree anly) Q C:\Users\, JOOO00OC \Documants\Anritsu MapFiles\anotherPupay. pg -\
3 Sensitity lg] Ci\Users), 3000000 \Documents\innisu Maphiles\Anrtsu_Cempus.ong
Search Grid Width 2l lg] Cilsers\ 3000000 \Documents\Anritsu Mapliles\anritsu_campus_zecm.png /_f
¥ Cilsers), 000000 \Dotm e \Anritsu MapFiles\Aniils BigCampuos ping _
: AL sers) n: NArnitsu MapFiles\A BigCampus ping -
. Log Data While Stoppad <] 2t
‘/ - — |&] Ch\Users), J0000CCK \Documante\Anritsu MapFiles\AnritsuCampas.ong | Y

= g} CHUsers, 0000000 \Docu ments\Anritsu MapFiles\hnritsu Feld2.png
< lg] C\Users\, 20000000 \Documents\hnritsu Mapliles\AnritsuTDOAprg
T g] Callsers), X000000C \Damimerts\Anritsu MapFiles\Assurty.png

&] CAUsars), 3000000 \Docu manteVAnritsu MapFiles\BletzA MIUC Area png

8
s ﬂ&] Ci\Users), )000000¢ \Documentg\Anritsu MapFiles\Circe JFG
128

{ &] LilUsers), 000000 \Documents\Vinnisu Maphiles\Dalas IX[United States)png
\ lg] C:AUsers\, 3000000¢ \Document\Anritsu MapFiles\ldaho.prg

@®0©

g] CalLsers\, X000000C \Damen s\Anrilsu MapFilesi\Mergar_Hil_CAQ Inled_Slales)pog

3 Q C:\Users), 1000000 \Documants\Anritsu MapFiles\Morgan Hillpng

Y g‘ LiUsers), 2000000¢ \Documentsvinnisu Maphles\NewYorkNY(UnitedStates).png

lg] Cilsers\ 000000¢ \Documents\Anritsu Mapliles\Sen_Diego(United_States).prg
g] T lvens), JO0000CC Yo men 1A ilse MapFiles\Sins Mag.ng
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Figure 2-7. Installed Map Image Files
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2-6 Enter Map Edge Coordinates

Initially a new map is not pointed to the exact coordinate location. When loading a new map in MIH, a dialog

box is displayed requesting the user to Enter Map Edge Coordinates as shown in Figure 2-8. To enter the
coordinates:

1. If using MapPuzzle, go to the MapPuzzle download status box and scroll up to the beginning of the
download process.

2. Copy the latitude and longitude coordinates in one mouse sweep.

If a user downloads more than one map, the status box will contain information about each

Note download. Scrolling back to the top and copying coordinates will copy the coordinates of the first
map downloaded, not the most recent. The user needs to only scroll up to the top of the most recent
download, or press the 'Clear Log' button in Map Puzzle before each download.

3. Go back to the Enter Map Edge Coordinates dialog box and click paste. The copied coordinates will paste
into the coordinate fields.

4. Click OK.

Using a map file source other than Map Puzzle may require the user to enter the map edge coordinates
manually.

i Enter Map Edge Coordinates X

information. Please enter the coordinates below.

Upper Latitude: ’_"_ o ---| i Paste @

Lower Latitude:

The =elected file does not have any Geo-coding ‘

Ledt Longitude: -
Right Longitude: [ | © Concel
E.:(:ad c;arr;elr <l}1 image Lattude: 37.144035
E_x_ad_ center of imag.e !_a_ngﬂude -121.6426845
1179297 Nusminacinn haes imsna: 11 w1} Menal >
Enter Map Edge Coordinates X |
The selected file does not have any Geo-coding
information. Please enter the coordinates below. @
Upper Latitude: |37.1953305828006 . ") h.“ e
Lower Latitude: |37.0927045388564 :
Left Longitude:  |-121.728515625 e !
Right Longitude: |-121.556854248047 6 Cancel |
1. Enter Map Edge Coordinates dialog 3. Paste Coordinates

2. Copy Coordinates
Figure 2-8. Enter Map Edge Coordinates

2-6 PN: 10580-00416 Rev. M MX2800107A UG



Chapter 3 — MIH Graphical User Interface

3-1 Introduction

The Mobile InterferenceHunter software controls Anritsu Handheld Spectrum Analyzer products that can be

run from a Windows-based desktop, laptop, or tablet computer via Ethernet connectivity. The main window is
consists of a:

e Title bar

e Menu bar

e Vertical tool bar

e Signal display windows
e Drive map display

e Status bar

Trace Data — Realtime
Power vs. Time Power Meter/Flux Density
Display ~
Menu m Mobile InterferenceHunter MX280007A - C:\Users\Documentsh|\nritsu Log Files\9-26-2019 10.31.05 AM.log ‘ = | B
Bar Fle View Mode Settings Help Menus are (isable "
k Demo Remote Host J il ] P
P ) -50 - 0V\19I’
58 Scale
’ -52 3
) dBm/m%MHz
s @
I I ) Y q”%,
b 4’0 »° J’Or %
e;,\\o o 0"9% R South Valley National Bank
Y © e 4 K3 h
c o pi@ Zifadrone
Tool ¥ . e
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Bar e ,\“@0“ P Sl Drive Map
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—
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Status Bar

Figure 3-1. Main Window
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3-2 Tool Bar

MIH Graphical User Interface

3-2

Tool Bar

The toolbar is at the left edge of the Mobile InterferenceHunter application window. Use the Settings > Button
Size menu option to adjust the screen size. Each Toolbar button is detailed below.

Icon

Description

2

Start Guided Area Scan™: Guided Area Scan is a search method that looks for an interferer
in a general area. The dark lavender shaded area on the drive map indicates areas where more
data is required. Guided Area Scan is used more to eliminate areas where the interferer is not
likely located, rather than to locate the interferer directly. Begin with this mode and drive a wide
area in the direction of the darkest map shading. Once no longer areas of dark shading are
visible, switch over to Spot driving mode for a more targeted hunt to the interferer. The button
turns yellow when connecting and green when active.

p

Start data collection: Begins data collection of real-time power and GPS coordinates. When
moving, data will display in the Time vs. Power bar graph and breadcrumbs are displayed in the
drive map. As a safety feature, the menus in the Menu bar are deactivated and not accessible in
the Run mode. If the message “Spectrum Analyzer Not Responding” pops up, there is no
connection to an instrument. The button turns yellow when connecting and green when active.

Pause data collection: Stops data collection and communication between the computer and
Spectrum Analyzer. Click this button at the end of an interferer hunt or to halt data collection. An
example for pausing data collection is going over an overpass will increase the received power
even though you are not closer to the RF source. The menus in the Menu bar are reactivated for
use.

Clear Data: Click to clear all data collected. Removes all data from the active data set. When
hunting interfering sources, some data may be erroneous due to various sources for example
attenuation, reflection, multi-path, and fading. As power level increases and direction becomes
clearer you may want to purge old data and start fresh. It is recommended that you always clear
the data buffers before starting a new hunt.

Zoom In: Click to zoom into the map. This button replaces the Zoom In control within the maps.
It is easier to access. The map will recenter in relation to the Green Car.

Zoom Out: This button replaces the Zoom Out control within the maps. The map will recenter
in relation to the Green Car.

Auto-Centering: When active, the auto icon on the map and its location will return to the center
of the display window after having moved 50% and beyond the center of the display. Also at this
time, the center of the button is green. The button turns green when active. Auto-centering can
be turned on before running data collection or during data collection. When Auto-Centering is
off, you will have to manually drag the auto icon into view.

Toggle Trace Data: View the spectrum trace. The placement of the spectrum analyzer
instrument may not be in a convenient location for viewing when interference hunting. The
Instrument Trace button allows you to view the signal within the Mobile InterferenceHunter
window. This window will be updated approximately once per second.

Also in this mode, a snapshot of the trace will be taken per measurement taken during data
collection and will be stored as a .jpg file. View the traces during a log playback or manually
viewing a log file. When scrolling through the signal lines in the Power vs. Time display, the
trace associated with that signal line will be displayed in the Instrument Trace Display.
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3-3 Menu Bar

The menu bar extends across the top of the application window and includes four menu categories: File, View,
Mode, Settings and Help. This section describes the basic set of menu items. These menus are disabled when
MIH is in either run modes.

File  VWiew Mode Settings Help

Figure 3-2. Menu Bar

File Menu

Open Log File (CtrI+0): Opens the file directory to load a saved drive test data set (.log file). This is useful for
reviewing test results and documenting hunting excursions. Log files can be opened or appended to
existing data to aggregate multiple runs. The log file can also be opened as a playback file. A playback
file is like reviewing the gathered data as a movie.

Save Log File (Ctrl+S): Saves the current drive test data set. If you clear the data, you will not be able to get it
back unless it has been saved. Saved data is only useful to reload and review previous interferer hunts.

Export Drive Log to KML: Export a drive test log to a (.kml) file. See “Export to KML” on page 3-4.

Import Location Estimate: The location files (.loc) were produced by the Anritsu Vision software. The
estimated locations are a result of the different techniques used to locate an interferer:

e Angle of Arrival (AoA)
e Power on Arrival (POA)
¢ Time Difference of Arrival (TDOA)

Once imported, the data from .loc files will be displayed on the Drive Map Display. Use this information
to create a drive route.

Capture Screen (Ctrl+C): Captures the current map display and saves it to the directory folder labeled Anritsu
ScreenShots. The captured screen is in PNG format and labeled with the date and time stamp.

The Anritsu ScreenShots folder is created during the installation of Mobile InterferenceHunter and is

Note placed in the My Documents folder.

Screen Capture Folder: Opens the file directory containing all of the captured screens. The directory folder is
labeled Anritsu ScreenShots.

Save Current Settings: Opens the Save As window. Name the file and click Save. The file extension.mih, will
be added to the end of the name given. Most MIH settings and key instrument settings are saved.

Recall Saved Settings: Opens the Open window containing all of the configuration settings files. These MTH
files are located in the default directory folder, My Documents.

Recent Settings: Opens a list of up to 10 previously saved Settings files.

Save Setup on Spectrum Analyzer: Initiate a save setup on the instrument from the MIH software. Click to
open the Filename dialog and enter a name for the setup file to be saved on the instrument. After the
setup name has been entered, click OK.

Recall Setup on Spectrum Analyzer: Use this command to load a setup on the instrument for measurement
testing. Click to open the Select a Setup File dialog. A list of Setup files on the instrument is displayed.
Click the desired setup file then click the Load button.
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3-3 Menu Bar MIH Graphical User Interface

Licensing: Opens a list of commands related to instrument licenses:

» View Licenses (Ctrl+V): Opens the About Anritsu Mobile InterferenceHunter dialog. It contains the lists
of single instrument license keys and/or network license keys currently in use.

* Import Machine License(s): Click to import a single instrument license key.

» Export Licenses: Creates a file containing all of the licenses on that PC that can be imported to another
PC. Note that a license can be associated with only one Anritsu instrument.

Exit: Closes the Mobile InterferenceHunter program. Any data collection not saved will be erased at this time.

Export to KML

A drive test log can be exported to a (kml) file. Open a drive log to view in the MIH window. From the File
menu, click “Export Drive Log to KML”. Name and save to a (.kml) file. Click to open the ((kml) file to provide
the drive route as shown in Figure 3-3.
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Figure 3-3. Export Drive Test to KML

Channel Power

To view the channel power of a particular breadcrumb as shown in Figure 3-4, the Trace Data window must be
active. To activate, click “Toggle Trace Data” from the MIH “Tool Bar”. The data shown in the Trace data
display is then available to view when a (.kml) file is opened.
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Clicking a breadcrumb then displays the signal’s channel power trace data and the power readout. Click “To
here’ to enter a starting location. Click ‘From here”, to enter a destination.

Point# 459
§ Channel Power: -13.04dBm

Figure 3-4. Channel Power
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3-3 Menu Bar MIH Graphical User Interface

View Menu

Button Size: Click a button size. The four selections are 32 x 32, 64 x 64, 96 x 96, and 128 x 128. The buttons
will scale to fit the toolbar if the button size selected is larger than what can be accommodated by the
toolbar size. Expanding the window size will grow the size of the buttons until they reach the maximum
size selected.

Menu Font Size: Click a font size for text in the Menu Bar, its sub-menus and in the Status Bar and most
dialogs. The font sizes are 9, 10, 11, 12, 14 and 16. The font size affects the amount of information
displayed on Status Bar. As the font size increases, status parameters may be removed from view.

Growing Breadcrumbs: Breadcrumbs are placed on the map along your traveled route. In its default setting,
breadcrumbs’ color changes but may still be difficult to see while driving. The breadcrumb size increases
as received power increases. With Growing Breadcrumbs set, breadcrumb power levels are denoted not
only in color but with size.

Estimation Circle: A red and green circle appears as more breadcrumbs with higher power levels are left on
the map. When the position of the signal source becomes available, the Green Arrow is eliminated and
replaced by the Circle. The Circle may be large at first but will reduce in size as more signal data is
accumulated. This indicates that you are closer to the interfering signal source and that the power level
of the interferer is increasing. Also, the default colors of the circle area colors red and green and can be
change in the Color Mode setting.

From the center of the circle looking out, the green areas of the circle depict how the breadcrumbs are
dispersed for calculating the location of the interfering signal. If the Circle is heavily shaded red or one
side of the Circle is a quarter to half shaded green then drive in the direction of the area shaded red to
accumulate a more even distribution of breadcrumbs to calculate the location of the interferer. The
Estimation Circle is not available in Multiple Emitter and Spectrum Clearing Modes. (For Drive Map
Display, click to view either the Estimation Circle or the Heat Map. The Estimation Circle is the default
view).

Heat Map: The Heat Map covers a larger area of displaying the level of intensity of the interferer signal by
color than the Estimation Circle. A matrix of rectangles creates the heat map and the colors signify the
probability that the pattern of observed power measurements would be caused by an emitter in that grid
cell — green being the strongest signal and pale blue/gray the weakest signal. (For Single Emitter Mode,
click to view either the Estimation Circle or the Heat Map. The Estimation Circle is the default view).

Allow Level Adjustment: Places a bright blue horizontal line in the Power vs. Time display. Click and move it
up or down. Changing the horizontal location of the line changes the threshold level and data used for
determining either the Estimation Circle or Heat Map.

Show Cross Hairs: Adds a horizontal and a vertical line that cross at the best estimated location of the
interferer.

Show Line Estimates: Line Estimates are used for determining the location of an interferer. Green lines are
drawn perpendicular to the vehicle’s direction of travel. Line Estimates can only be used in Single
Emitter Mode. To use Line Estimates, click Show Line Estimates (F11) command.

Toggle Current Line Estimate: Toggles on or off the setting for the current measurement as indicated by the
bright yellow vertical line in the Power vs. Time display. Move the bright yellow vertical line using the
left/right keyboard keys or by clicking on the bar chart. When toggled on, the color of the bar highlighted
by the bright yellow vertical line changes to a pale blue. Also with Show Line Estimates on, a green line
is drawn on the map perpendicular to the direction of travel at that location. This should only be done at
local maxima and where the vehicle is traveling in a straight line on the bar chart. When performed so
that the lines cross at nearly right angles, the intersection of the lines will mark the position of the
interferer.

Clear All Line Estimates: Toggles off all green line estimates.

Clear Location Estimate (Imported or TDOA): Clears location line estimate from the map. When you run
TDOA or import TDOA data, location estimate lines are drawn on the map that triangulate an
interferer. These lines persist until MIH is closed or until this menu item is used.

GPS Coordinate Format: Click either Decimal degrees or Degrees, Minutes, Seconds format.
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Color Mode: Click a color when viewing the drive map in changing lighting conditions. In cases such as using
the instrument in bright sunlight, use the High Contrast (Transparency) setting.

e Map Colors: Full Color or Reduced Color
e Estimation Circle: Green/Red, Blue/Yellow, Black/White, High Contrast Transparency
» Base Station Icons: Aquamarine, Green, Orange, Red, Blue, Tan, Yellow

Mode Menu
Guided Area Scan (Initial Perimeter Survey): Used to establish a general area of where an interfering signal
may be found.

Spot Driving: Single Emitter (Standard Operation): Hunting for a single interfering signal.

Multiple Emitter: Clicking opens a dialog with sliding scale as shown in Figure 3-5. Enter the height (in dB)
that a peak must rise above a local minimum on either side to be considered an emitter source.

‘ obile InterferenceHunter MX280007A - 0:\40520\PUBS\WIP\EIN0580-00416F-MX28000 7A-MIH-UG\890 MHz GS - o
File View Mode Settings Help

Map  Satellite - s
- UrHaul < Set Mutlple Emitter Threshold
Neighborhood Dea o ® o S

3 Enter the height (in dB) a peak must rise above a local minimum
on either side to be considered an emitter source.

Threshold: dB

Murphy Springs Park @

OK Cancel (]

The Ford Store
Morgan Hill

Ho0o0oQ=Svy

i
o M Hill Cellar
Trader Joe's @ Ahron o m'o'
TheloTesoL ° Perfect Fit Equin
7-Eleven @ N { Dust BBQ 4 s
‘ R L Mmoo B
Google \ Y PRGSO < k e e ey
@ Jlk 3 %/ 0:00:00 | 0:00:00 Multiple Emitter Mode -54 dBm |37° 8" 23.81" N; 121° 39" 18.49" W |37° 8" 18.62" N; 121° 38 50.55" W | 93 [296
1. Signal Peak

2. Car Position Slider
3. Peak Signal Location
Figure 3-5. Multiple Emitter Mode

Signal Peak: The signal peak is the strongest signal that rises above the threshold of the nearest minimum
power point of either side of the peak signal. This peak signal would be an emitter signal.

Car Position Slider: Move the bar with the mouse pointer to scan the signal strengths. Move the car through
the breadcrumbs to find the location of the peak signal.

Peak Signal Location: The peak signal locations highlighted in the bar graph are identified by the red X on
the map.
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Spectrum Clearing: Opens the dialog and sliding scale as shown in Figure 3-6. The colored power scale

appears at the top right corner of the user screen disappears.

Type the threshold power in dBm. The threshold power level entered is represented by a horizontal line
across the channel power display as shown in Figure 3-6. The breadcrumbs will be red (above threshold)

or green (below threshold).

Screen images are automatically saved when the threshold is exceeded.

Mobile InterferenceHunter MX280007A

File View Mode Settings Help

\40520\PUBS\WIP\BIlN10580-00416F-

X280007A-MIH-UG\890 MHz GSM.log

Map  Satellite

vV

Walmart Supercenter @ %
> <
o 2 Set Spectrum Clearing Threshold

Aarisu @ %,

Ul z
Neighbormoodester @
5

L3

2 for over-power.

Murphy Springs Park Q)

Stratford School
~Morgan Hill

o,

.
Villa Mira Mgnte @

4 - cY
ﬁy 2 %,0 'a" Lewis H Britfin
& w \ Middle Schodky

iana Park @

South County Morgan

ora s g FillCounhiiés
-F‘", :..'r.g A\, @

s 5 Murphy Ranch LP Q)
R oN®

Google

O Save Image on alarm

Trader Joe's @ 9 chevion

o Morgan Hill Comm#aity 3 S
and Cultural Cey 9 o Windmill Mobile Estates

Enter the threshold power (in dBm) at which an alarm is triggered

Threshold: -55.00| dBm

v . e

z
OK Cancel 2

Nordstrom
Park

X Perfect Fit Equir
5

Morgan Hil Outdoor @ =
‘Sports Center

o
MapData  200mi_ TemsofUse

WHoooQ

3 00000 0:00:00 Spectrum Clearing Mode [-54 dBm [37°8'23.81" N; 121° 39' 18.49" W |37° & 18.62" N; 121° 38' 50.86" W | 93 296 .

Figure 3-6. Spectrum Clearing Mode Screen

Time Difference of Arrival (TDOA): Use TDOA to locate interference sources and other modulated
broadcasters. TDOA is not a driving mode like the other modes mentioned above. For TDOA, you must
stop the car to perform the measurement. You must also have access to at least three remote spectrum
monitors (MS2710xA). Note that one MS2710xA can be used as a spectrum analyzer for normal

interference hunting. Refer to “Setting Up TDOA” on page 4-11.
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Settings Menu

Map Source: Click a map source to use in the map display, Baidu maps or a map from Open Source Maps. If
using Open Source Maps, then switch to Baidu Maps and want to return to the same Open Source Map,
just click Show Current OSM Map to view the same OSM map without reloading. To view the list or load
a new OSM map, click Installed Map Files. Click to load the new OSM map.

Baidu Maps (Internet connection required): Opens Baidu Maps.

Open Source Maps (User Provided): Directs user to Open Source Map file location.
Show Current OSM Map: Displays the current Open Source map.

Installed Map Files: Displays the file directory of the user installed map files.

Open Map Image File (User Provided): Browse for a map file to load.

Installed Map Image Files: Provides a sub menu with existing map files in the default map folder.
(Documents\Anritsu MapFiles)

Import Base Stations (Open Source only): Opens the Import Base Station dialog to load a list of base stations
onto the driving map. The file with the extension .Ist is a text file which contains the latitude, longitude
and the name of the site. This file can only be overlaid onto OSM map files. Refer to “Creating,
Importing, and Viewing Base Stations (Open Source Only)” on page 4-2.

View Base Stations on Map if Present: Toggles base stations location icons on the map display. For details on
downloading maps, see: https://www.anritsu.com/en-us/test-measurement/products/mx280007a

Spectrum Analyzer Connection: Opens the MIH Connection Setup dialog to set up the Ethernet connection to
an Anritsu spectrum analyzer.

1. Enter the IP address of the instrument.
2. Click Test Connection to confirm connectivity.
3. Click OK to return to the main screen.

GPS Configuration: For Anritsu Handheld instruments without an internal GPS receiver, this setup allows
you to use an external USB GPS antenna. The default setting is Instrument GPS. See “Setting Up an
External USB GPS Antenna” on page 1-9.

Power Detection Mode: This menu becomes available after connecting to a MS2090A through the “Spectrum
Analyzer Connection” menu. Used when performing flux density measurements. See the detailed
description at Section 4-15 “Flux Density” on page 4-12. The submenus are:

1. Channel Power
2. Flux Density (dBm/m2/MHz)
3. Flux Density (dBW/m2/MHz)

Audio Tones: Tones fluctuate in pitch relative to the power level received which can be seen in the Real-Time
Power Meter. The higher the power level the higher the tone pitch and most likely the closer the
interferer signal. The audio tone update is approximately once every 100 ms but is considerably slower if
the Spectrum Display is on.

Voice Prompts: Voice Prompts are given at fifteen second intervals and will point you in the general direction
towards the interference source. When activating Voice Prompts, a voice will inform you that Voice
Prompts is on.

Voice Selection: Mobile InterferenceHunter provides options for voices to use as voice prompts. Click:
e Microsoft David Desktop
¢ Microsoft Zira Desktop

Other voices are commercially available from various vendors should you find the Microsoft voices not
understandable.
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Min/Max Hold: Click to display sub-menu with Normal Trace, Min Hold, or Max Hold functions. A timer

control located at the top corner of the MIH window appears, as shown in Figure 3-7, when Min/Max is
selected and can be set from 1 to 15 seconds.

Note Using this feature lengthens the data collection time. You will need to reduce your driving speed.

Mobile InterferenceHunter

| File View Mode Settings Help v 5s

Figure 3-7. Min/Max Timer Control

Squelch Limit: Displays the dialog shown below. Set a minimum power signal threshold with squelch limit.

Click On to activate the squelch limit value. This value appears with the Squelch Limit menu in the
Setting menu list.

Any signal below squelch limit will be ignored during the data collection. This value is typically a few dB
above the instrument noise floor. Measured with Channel Power for the current setup. Refer to Allow
Level Adjustments control in the “View Menu” for doing this post-acquisition.

4] Squelch Limit X

Enter a lower threshold for power measurements. Power readings
below this point will be ignored in data collection. This value is
typically just above the noise floor.

Squelch Limit: dBm
v

On Off Cancel

The squelch limit value will appear with the Squelch Value menu in the Setting menu list.

Sensitivity: Sensitivity relates to how data is collected in different types of geographical areas. In urban areas,

small fluctuations in the receive power are more likely to be caused by a reflected or attenuated signal.
We do not want to use these fluctuations in the location algorithm, so we lower the sensitivity by
smoothing the data set. In rural areas there are fewer obstacles so small changes in the receive power
are more likely to be of interest. We use higher sensitivity (less smoothing) so these small changes can
help locate the interference source.

In urban canyon settings, the GPS signal can suffer from multi-path, and a stopped vehicle can appear to
wander some distance from its true location. Decreasing sensitivity in urban areas increases the
minimum distance the vehicle’s position must change to be considered moving. In the case of 0, No
Sensitivity (zero averaging), the data displayed will be raw data taken. No averaging has been applied to
the data collected. Select the environment type that closely resembles the area that an interferer is being
hunted. Sensitivity is only used for Single and Multiple emitter Modes. It does not apply to Spectrum
Clearing Mode.

Along with the Sensitivity settings there is a Peak Detection Threshold setting. Before a location
estimate is made, it is important to have enough useful data that an estimate is of value. The algorithm
requires a peak in power to be detected, indicating that you have at least driven somewhere in the
neighborhood of the interference source. If the threshold (power above background) for this peak is too
low you will get false positives, meaning a location estimate based on multi-path or other environmental
effect, rather than the true interferer location.

When seeking low power sources, it is sometimes necessary to lower the peak detect threshold in order to
get a position estimate at all. Generally, it is best to start with the Peak Detect Threshold set to High,
and only lower it if you feel certain you are in the right area, but still not seeing a location estimate.
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Both the Sensitivity and Peak Detect Threshold affect calculations over the entire data set each time a
new value is added. The raw power levels are kept in memory. Therefore, changing settings during a
hunt is perfectly fine. The new value will be applied to the entire data set, and changes are reversible.

Search Grid Width: Changing this setting widens (or narrows) the search grid, the area in which an RF source
searched. If the RF source is outside of this area, as indicated by a box drawn on screen, it will not be
located by MIH. MIH only looks inside the search grid area for an interferer. This setting has the same
effect on both estimation circle and heat map mode.

Log Data While Stopped: Normally, the Mobile InterferenceHunter will not collect data when you come to a
stop, for example, when stopped at a street light, pulled over for a moment to change settings or to get a
better view at the map. When selected, Log Data While Stopped allows you to continue collecting data
when not moving. The minimum speed for data collection varies with the Sensitivity setting, ranging
from 2 m/s to 10 m/s. The data collection interval significantly reduces below that speed.
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Help Menu

The Help Menu button provides access to this Help file, the MIH Setup Wizard, Product Information and Map
Sources, and the About Anritsu Mobile InterferenceHunter dialog. See Figure 3-8.

Help

& View Help F1

Signal Identification

"-'\ Setup Wizard

‘4\ Check Online for Program Updates

:l?’ About Anritsu Mobile InterferenceHunter

Figure 3-8. Help Menu

View Help (F1): Opens this Help file.

Signal Identification: Opens the Signal Identification window. This is a .jpg file viewer with a title index pane
(left side) and navigation buttons on each side of the image. Sample signal measurement displays with
descriptions are included as a reference to common signal types. Additional images can be added by the
user via drag-and-drop onto the title pane. The software will use the Title metadata field and prompt for
a user title. Image files are copied to the program installation folder, typically C: \Program Files
(x86) \Anritsu Company\Mobile InterferenceHunter\SignallID.

Signal Identification @

Slide Title i

A Field Guide to Signals - Title Page
A Adapter Noise

AM Broadcast Radio

AM Band HD Signal

GSM Traffic

Antenna Noise

CDMA or EVDO Stand-Alone
cdma or EVDO Two Camiers
CDMA or EVDO Signals. 7 camiers
FM Analog Broadcast

FM Broadcast

Closing

GSM BCCH

GSM Traffic

FSK Spectrogram
FSK Pager

FSK Pager

4 FSK SMR Radia
4 FSK - SMR Radio

» Two GSM traffic
channels

» GSM Traffic
channels turn off
at least 1/8 of the
time if not at full

A = capacity

WicFi

WCDMA 2 Carer > G_reen trace for
WCDMA signal shape
P25 12 5 KHz BW

iDEN 3 Cariers

iDEN

HDTV

GSM Traffic

_/II'IFil'_SIJ

- Campany Confidential Shide 22

Figure 3-9.

Signal Identification Window

Setup Wizard

A guided setup wizard with on-screen instructions for setting up Mobile InterferenceHunter that includes:

Mode Setting

Audio Settings

View Preferences
Performance Settings
Connection Setup

Instrument Setup
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Mode Setting

The Mode Setting menu is shown in Figure 3-10.

& MIH Setup Wizard - O *

Mode Setting

O Single Emitter (Standard interference hunting mode)

Single Emitter mode is the standard interference hunting mode for Mobile
InterferenceHunter. In this mode power readings are collected and used to locate
the most probably location for a transmitter.

O Multiple Emitter Threshold: 2.|dB
Multiple Emitter Mode allows you to search for more than one interferer signal or
transmitter.

Enterthe desired peak threshold level that may indicate an emitter source.

@® Spectrum Clearing Threshold: | -43/7{ dBm  [] Save Images
Spectrum Clearing Mode allows youto search for signals ofthe same frequency within a
specific area based on the threshold set Screenimages can be automatically saved
when the threshold is exceeded. Each time new data collection is started, a new image
folderis created and the process is repeated.

Enterthe desired peak threshold level that may indicate an emitter source.

Page Progress
B2 —-3—-4—5—F6—-7—8 | b Next b Finish X Cancel

Figure 3-10. Mode Setting

To set the MIH Mode Setting:
e C(Click Single Emitter to set the standard interference hunting mode
e (Click Multiple Emitter to search for multiple interferer signal. Enter the peak threshold level that may

indicate a source.

e Spectrum Clearing to search for signals of the same frequency based on the threshold set. Enter the peak
threshold level that may indicate a source.

MX2800107A UG

PN: 10580-00416 Rev. M

3-13



3-3 Menu Bar MIH Graphical User Interface

Audio Settings
The MIH Audio Settings menu is shown in Figure 3-11.

& MIH Setup Wizard - m} *

Audio Settings

Voice Prompts

Voice Prompts give you directions to the interferer while allowing you to drive without
looking atthe tablet or laptop. These instructions are given atfiteen second intervals
and will point you in the general direction towards the interference source.

Please note that the position is an estimate, and the directional instructions might
change as more data is collected. Sometimes the local RF environment may cause a
flip in directions. In this case, follow the trends. Don'timmediately stop and turn every
time the voice promptindicates a change.

Available voices: |Microsoft David Desktop ~

[ Audio Tones

Audio tones can be used as an additional tool to finding an interferer. It allows you to
focus on driving rather than constantly looking atthe Mobile InterferenceHunter
program for visual updates. Tones fluctuate in pitch relative to the power level
received which can be seen inthe Real-Time Power Meter. The higher the power
level the higher the tone pitch and most likely the closer the interferer signal. The
audio tone update is once every 100 ms.

Page Progress
1—2—3—4—-5—6—7—28 4 Previous | | b Mext b Finish X Cancel

Figure 3-11. Audio Settings

To set the MIH Audio Setting:
e Click Voice Prompts to receive directions to the interferer while driving.

e Click Audio Tones to receive tones that fluctuate in pitch relative to the power level of the interferer
signal strength.
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View Preferences (page 1)
The MIH View Preferences (page 1) menu is shown in Figure 3-12.

& MIH Setup Wizard - O *

View Preferences (page 1)

Font & Button Size

@] 9 point font 32

@® 10 point font

O 11 point font 64

O 12 p0|r.1tf0nt % @
© 14 point font

O 16 point font 128

Growing Breadcrumbs  -==ssss®

Growing breadcrumbs indicate higher power with color and size. Increasing size is a
good way to see where power is high, but can also obscure the map.

Cross Hairs

Cross hairs can help locate the location estimate center more
precisly if desired. Cross hairs also help see the location estimate
direction if you have panned the map and the location is off screen.

Page Progress
-84 —-5-6—-7—38 4 Previous | | b Next b Finish X Cancel

Figure 3-12. View Preferences (page 1)

To set the MIH View Preference Settings (page 1):

e Click Font and Button Size: to adjust the font size of the menu buttons and the sliding scale adjusts the
size of the car on the map, Growing Breadcrumbs, and Cross Hairs.

e C(Click Growing Breadcrumbs: to indicate bread crumb size to indicate power levels.

e C(lick Cross Hairs to indicate more precisely of the location estimate.
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View Preferences (page 2)
The MIH View Preferences (page 2) menu is shown in Figure 3-13.

& MIH Setup Wizard - m] *

View Preferences (page 2)

Estimation Display 1

O Estimation Circle Ve N

Shows a circle of high probability for the RF source. The circle { |
is colored to indicate areas where more data is needed.

.\\.. /),
T
® Heat Map
Shows the probability ofthe RF source across the entire t .
search area using varying colors. This can be very helpful, but ,”B"
remember, areas that show low probabily may do so because \’),\ g
there is measurements in or around that region. P\

[J Log Data While Stopped I
Usually you do notwantto collect data points while sitting atthe side of the road, or
stopped at a light. Sometimes you will wantto see what difference moving the car a few
feetwill make. If so, you need to turn on this function to collect data while stopped.

Page Progress
1—2—3—-4—5—§—7—38 4 Previous | | b MNext I Finish X Cancel

Figure 3-13. View Preferences (page 2)

To set preferences from View Preferences (page 2):

e Click Estimation Circle to show a circle of high probability for the RF source.

e Click Heat Map to show the probability of the RF source across the entire search area.

* Check the Log Data While Stopped to collect data while stopped.
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Performance Settings (page 1)
The MIH View Performance Settings (page 1) menu is shown in Figure 3-14

%, MIH Setup Wizard

Performance Settings (page 1
Trace Mode

® Normal © Min Hold O Max Hold

Trace mode can be setto Max Hold to locate intermittent signals.

Min Hold is useful to find signals embedded in an uplink signal that averages outin time.
Use the slider control to adjustthe time period to collect Max and Min hold data.

Note: Longer averaging times will require you to drive more slowly.

1 Squelch Threshold: 07 dBm

You can set a minimum power signal threshold with Squelch Limit. Any signal below
Squelch Limitwill be ignored during the data collection. This value is typically above

the noise floor.
Search Grid Size !
® Normal O Large Usually set this to Normal

The area around your location in which an RF souce is sought. A larger size covers a
wider area but gives lower resolution and slower response.

Page Progress

——-8—8—8B—-6c—-7—3 4 Previous | | b Mext I Finish X Cancel

Figure 3-14. Performance Setting (page 1)

To set the MIH View Preference Settings (page 1):
¢ Click Trace Mode as Normal, Min Hold, or Max Hold

Check Squelch to set a minimum power signal threshold.

Click Search Grid Size as Normal of Large to search the area around your location in which an RF source
is sought.
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Performance Settings (page 2)
The MIH View Performance Settings (page 2) menu is shown in Figure 3-15.

4 MIH Setup Wizard

Performance Settings (page 2)

Sensitivity P Off (Full sensitivity)

Sensitivity affects how data is collected in different areas. In urban areas, small
fluctuations in the receive power are more likely to be caused by a reflected or attenuated
signal. More data smoothing is used to average outunwanted fluctuations. In rural areas
there are fewer obstacles so small changes in the receive power are more likely to be of
interest We use higher sensitivity (less smoothing) so these small changes can help

locate the interference source.

Peak Detect Threshold ' High (Usually set to High)

Peak Detect Threshold determines when enough data exists to begin showing a location
estimate. This value should almost always be setto High. When set Lower, you have a
much higher chance of getting false positives, indicating a possible interference location
when there really is not enough data to supportit. Only set this lower if you are certain the
RF source you are looking for is of very low power.

Page Progress

1—2—3—4—5—6—7—238 4 Previous | | b Mext b Finish X Cancel

Figure 3-15. Performance Setting (page 2)

To set the Performance Setting (page 2):

Slide the Sensitivity level scale is used to adjust how data is collected in different areas.

Slide the Peak Detect Threshold scale to determine the amount of data collection is received to begin
showing a location estimate.
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Connection Setup

The MIH Connection Setup menu is shown in Figure 3-16.

4 MIH Setup Wizard

Connection Setup

usB

127.0.01

Test Connection Status: ...

Page Progress
1—2—3—4—-5—6—7-—238 4 Previous

To use the USE connection, insert a standard USE cable between the PC and the
mini-USE connector on the instrument. fthe USE connection does notfit snuggly. your
connection will not be stable. Ifthis happens, try using the Ethermet connection.

O Ethermnet To use Ethernet you must connectthe instrumentto the PC either directly
with a crossover cable, orthrough an Ethernet hub or switch.

GetIP | Retrieves the current IP address configured on the instrument.
SetIP | Sets static IP mode, and sets the IP address, gateway and subnet mask.

DHCP | Sets the instrument to DHCP mode to acquire an IP address from the netwaork.

Figure 3-16. Connection Setup

To set the Connection Setup menu:
¢ (Click USB to use a USB connection

e Click Ethernet to connect through an Ethernet connection. To use Ethernet, Get the IP, Set the IP and

DHCP connectivity.

e Test Connection to check the status of the connectivity. The status field will indicate a Pass or Fail.

MX2800107A UG PN: 10580-00416 Rev. M
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Instrument Setup
The MIH setup menu is shown in Figure 3-17.

Note Connect the instrument to the computer in use before running the wizard.

Page Progress
F—8— 80 8 6

4 Previous | | |

Instrument Setup
[~ Center Freq 751.000 MHz

Frequency: 751.000 MHz
Span: 15.000 MHz
RBW.  [100kHz v/
vew: | -
Ref Level: -30.00 dBm
RF Offset: 0.0 de
CP Width: 10.000 MHz
Preamp: On @ Off
Detection: |F'eiﬂ(7'|
Trace Mode: | Normal ~ |
Setups: | hd |

Save Setup | | Reload |

‘b Finish H)( Cancel ‘

Figure 3-17. Setup Wizard Instrument Setup Window

The Instrument Setup step allows you to remotely set up and view handheld instruments. This feature does
not apply to all Handheld products as most of the newer models provide their own interfaces.

Check Online for Program Updates

Displays the installed version details shown below.

| MX280007A Mobile InterferenceHunter
Installed Version: 2019.8

Release Version: 2017.10.3

Installed version is up to date. No action necessary.

3-20 PN: 10580-00416 Rev. M

MX2800107A UG



MIH Graphical User Interface 3-3 Menu Bar

About Anritsu Mobile InterferenceHunter: Opens the About dialog that displays the MIH version, copyright
date, and license key information. The license key information includes an instrument’s model and serial
number, the license key, the version of the MIH software that the license key will work with, and the
expiration of the license key. The Anritsu link at the bottom left corner of the dialog opens the Anritsu
Web page. Show All Licenses will display expired and superseded licenses.

/I n ri tSU envision:ensure

Mobile InterferenceHunter ™
MX280007A

16 © Anritsu Company. All rights reserved.

3ymink, JCraft.Inc.

Serial # License Key Version ~ Expirafion

Figure 3-18. Help About Window

Note License keys shown are examples only.
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3-4 Signal Display Windows

There are four signal related display windows: Power vs. Time, Instrument Trace Display, Real-time Power
Meter, and Power Scale.

Power vs. Time

|||||mINHHIII\HIIIIIIHnnuHH ‘ m”n

Figure 3-19. Power vs. Time Display

Run Mode: During run mode, Power vs. Time displays the power levels in sequential time order with the time
sequence starting at the left and the latest reading on the right. The signal with the highest power level is
highlighted in bright yellow. When the window is full, the signal bars will reduce in width so that the entire
collected data is always visible. The horizontal cross hair is another visual indicator of the amplitude of the
highest signal level. Data to the Power vs. Time display updates about 1 time per second.

Pause Mode : Place the MIH program in Pause Mode to review the data collected. Click on a signal bar and
the vertical cross-hair will move to that position. On the map, the Green Car will move to the breadcrumb
associated with that signal bar and the Power Level, Longitude, Latitude and Counter 1 information will be
displayed. Place the cursor on the Power vs. Time display area and right-click the mouse. A pop-up menu is
displayed to assist you in reviewing the collected data:

Peak Search: Places the vertical cross hair on the highest level signal bar and the Green Car on the
breadcrumb on the map with the highest signal level.

Delete Selection: During data collection, large amounts of insignificant data could be collected filling the
Power vs Time display with not useful signal bars. Delete Selection allows you to remove signal bars not
useful in determining the location of an interferer.

1. Click on the left most signal bar of the group of signal bars to delete.

2. Drag the cursor to the right of the unwanted signal bars.

3. Right-click

4. Click Delete Selection on the pop-up menu. The highlighted section is deleted.

Trim to Selection: Keep a section of the signal bars collected. Click on the left most signal bar of the
group of signal bars to keep. Drag the cursor to the right of the signal bars to keep, right-click then click
Trim to Selection on the pop-up menu. The signal bars surrounding the highlighted section are deleted.

Delete All: Removes all of the signal bars from the Power vs. Time display and all data from the active
data set. Right-click to open the pull down menu. Click Delete All.

For both Run Mode and Pause Mode, light yellow signal bars and short black hash marks are
displayed. The light yellow signal bars are a result of crowding. As more signal bars are added to the
display, some will overlap creating a light yellow signal bar. The short black hash marks indicate the
actual values used in calculating the position estimate.

Note
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MIH Graphical User Interface 3-4 Signal Display Windows

Instrument Trace Display

Figure 3-20. Instrument Trace Display

Click the Display Instrument Trace button in the Toolbar to toggle this window on and off. It is off by default
and not visible unless you turn it on. The placement of the spectrum analyzer instrument may not be in a
convenient location for viewing when interference hunting. The Instrument Trace Display allows you to view
the signal within the Mobile InterferenceHunter window. This window will update approximately once per
second.

To view a larger version of this trace, double click on the Instrument Trace Display and the trace on the
instrument will display in the Drive Map Display window. Therefore, no mapping or mapping data collection
occurs. This window will be updated approximately 4 times per second. Click on the Drive Map Display window
once and the Drive Map will return and mapping data collection resumes. This feature slightly affects the
frequency of updates of the Power vs. Time bar graph and audio tones if turned On.

File  View Mode Settings Help

™, Y S L YTy Y

o

|

-62 dBm

Measurement is Paused. Touch or click to resume normal operation.
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|
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Center freq: 750.000000 MHz Span: 20.000 MHz

3 0:00:50 Connected. -61.5 dBm | 37° 8' 47.34" N; 121° 39" 23.11" W | 37" 8" 47.19" N; 121° 39" 23.04" W 1 2

Figure 3-21. Instrument Display in the Main Window
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Copy, Save Trace Display
Right-click the trace display to show dialog as shown in Figure 3-22.

Copy Thumbnail to Clipboard

Copy Full Trace Image to Clipboard

42
E;a
H Save Thumbnail to File
™

Save Full Trace Image to File

Trace Spectrogram

Figure 3-22. Trace Display Dialog

Copy Thumbnail to Clipboard: Copy the trace display as a thumbnail to the clipboard.
Copy Full Trace Image to Clipboard: Copy the full trace image to the clipboard.

Save Thumbnail to File: Save the thumbnail display to a file.

Save Full Trace Image to File: Save the full image to a file.

Trace Spectrogram: Open displays the trace view in a spectrogram window as shown in Figure 3-23.

Mobile InterferenceHunter MX280007A - C:\Users - [m] x

File View Mode Settings Help

P00 Q=vy

N

dBm | 37°8'4845" N; 121° 39" 21.00" W | 38° 14’ 24.51" N; 121° 34" 12.94" W

N\, LN
=\ =
3 o215 0:08:17 Spot (Single Emitter) Mode

[-80 2161 [ 2715

Figure 3-23. Trace Spectrogram
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Color Power Meter and Power Scale

The color power scales provide a color readout with the power meter readout to indicate the approximate power
level at a glance.

-25 z
-50

D—>

-43 dBm

1. Real-Time Power Meter Color Scale Window
2. Power Level Color Scale Window

Figure 3-24. Power Meter and Power Color Scale

Color Power Meter Scale

This signal Real-time Power Meter updates are limited by the instruments sweep time and is available to see
immediate power levels. Since the data collection rate is slower, this is useful to observe the actual received
power level without waiting for the screen to update with a new point saved to the active data set. The current
power level color correlates with the color power scale to the right. For example, if the power meter reading
was —10 dBm, then the power meter color would show a green color scheme as this is the color scheme
indicated by the color scale to the right. If the power meter measured —90 dBm, the power meter color would be
red color scheme.

Color Power Level Scale

The power scale displays the current color coding for the active data set. This color coding is used in coloring
the breadcrumbs on the screen. The color scale changes as you accumulate data. The scaling in this window
also indicates the power scale used in both the real-time Power Meter and the Power vs. Time bar graph as
well as the color for the breadcrumbs.

Right-click the colored power scale opens the menu shown in Figure 3-25.

Default Scale

Auto-5cale

Upper Value (0.00 dBm)
Lower Value (-100.00 dBm)

Color Map r | Standard Colors

Show Color in Power Indicator Red to Green

Green to Red

Figure 3-25. Power Level and Color Control

Default: Displays the default color scale as shown in Figure 3-24.

Auto-Scale: Auto adjust power levels to view the full spectrum of power levels in the channel power window.
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3-5 Drive Map Display MIH Graphical User Interface

Upper Value: Opens a dialog box to type in the upper power level of the color scale.
Lower Value: Opens a dialog box to type in the lower power level of the color scale.
Color Map: Click to change the power level color scheme as shown in Figure 3-26.

Show Color in Power Indicator: Displays power level color in the real-time power scale window.

0 0
-25 -25
-50
00 -100
Standard Red to Green Green to Red
Colors

Figure 3-26. Power Level Color Control

3-5 Drive Map Display

The map pane may be a map provided by Baidu maps or one that you have downloaded from OpenStreetMap.
On the map are various icons and markers used to indicate your position and also help locate the interference
source. The map icons and markers are only drawn when data collection is active.

The Map

* Baidu Maps: Using Baidu as the map source requires an Internet connection while you are driving. Click
Run. The Baidu maps will discover the vehicle’s current location and display the map for that area.

* Open Source Maps: Downloaded maps from OpenStreetMap does not require an Internet connection
when running Mobile InterferenceHunter. Depending on the coverage area or the number of locations
that are tested for interfering sources, multiple maps may need to be downloaded onto the tablet or
laptop. See Product Information and Map Sources in Help for more details on using maps from
OpenStreetMap.

¢ Image Maps (User Provided): User created maps stored at the C:\[user documents folder]\Anritsu
MapFiles location. These are retrieved and opened by selecting Settings > Map Source > Open Map
Image File or Installed Map Image File.

The Green Car @iy

It represents your position on the map as you drive. When data collection is paused, click and move the yellow
vertical marker in the Power vs. Time Bar Graph in the upper pane and reposition the car icon to a location of
interest, for instance peak power locations. The data for the Real-time Power Meter, the Status Bar Power
Level, Longitude and Latitude, and Power vs. Time Bar Graph counters will update with the car’s geographical
position.

Breadcrumbs

Dots or small circles placed on the screen following the movement of the Green Car. It is the data collected —
GPS coordinates and received power at each location. The color of each dot will be set in reference to the color
and power level of the Power Color Scale. To see the dots during drive test, set them to grow in size as the
power level increases. Click on Settings in the Menu Bar and click on Growing Breadcrumbs.

Cross Hairs

The horizontal and vertical lines intersect at the estimated location of the interferer.

3-26 PN: 10580-00416 Rev. M MX2800107A UG



MIH Graphical User Interface 3-5 Drive Map Display

Green Arrows

Once you have collected several data points, an arrow will appear on screen. This arrow indicates a suggested
direction of travel towards the interfering signal. The arrow will be in one of three states: Forward, Backward,
or two sideways arrows. If the current trend is increasing power the arrow will point forward. If the trend is
decreasing power or moving away from the interfering signal, the arrow will point backward. If the trend in the
power if fairly level, then you are probably moving more or less perpendicular to the direction of the interferer.
This arrow will point in both directions, right and left. This is an indication that the location algorithm needs
data in a different direction in order to make a decent approximation of the interferer location. Once you have
enough data for Mobile InterferenceHunter to make an approximation of the interferer location, the direction
arrows will be removed and either an Estimation Circle or Heat Map will be drawn. The Green Arrows are only
available in Spot Mode.

Heat Map

The Heat Map covers a larger area of displaying the level of intensity of the interferer signal by color. A matrix
of rectangles creates the heat map and the colors signify the probability that the pattern of observed power
measurements would be caused by an emitter in that grid cell — green represents the strongest signal and pale
blue/gray represents the weakest signal. For Drive Map Display, click to view either the Estimation Circle or
the Heat Map. The Estimation Circle is the default view.

Figure 3-27. Heat Map with Breadcrumbs
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Estimation Circle

A colored Estimation Circle appears as more breadcrumbs with higher power levels are left on the map. When
the position of the signal source becomes available, the Green Arrow is eliminated and replaced by the Circle.
The Circle may be large at first but will reduce in size as more signal data is accumulated. This indicates that
you are closer to the interfering signal source and that the power level of the interferer is increasing. Also, the
default colors of the circle area, red and green, can be changed in the Color Mode setting. From the center of
the circle looking out, the green areas of the circle depict how the breadcrumbs are dispersed for calculating the
location of the interfering signal. If the Circle is heavily shaded red or one side of the Circle is a quarter to half
shaded green then drive in the direction of the area shaded red to accumulate a more even distribution of
breadcrumbs to calculate the location of the interferer. The Estimation Circle is not available in Multiple
Emitter and Spectrum Clearing Modes. For Drive Map Display, click to view either the Estimation Circle or
the Heat Map. The Estimation Circle is the default view.
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Figure 3-28. Estimation Circle with Breadcrumbs
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3-6 Status Bar

3-6 Status Bar

At the bottom of the Mobile InterferenceHunter (MIH) window is the Status Bar which consists of status icons

and information windows.

@]« 3 X% 00000 0:00.00

Spot (Single Emitter) Mode [Power] | [GPS Coordinates] |0° 2 1.69" S; 0° 0' .00" E 0

Ilcon

Description

Program Indicator:

Red: MIH program started but has not been operated.
Green: MIH is currently running.
Yellow: MIH is paused.

LY
=1
ey

Audio Indicator: By default these functions are off and the indicators will be gray.
Music Note: Indicates Audio Tone is on.

Speaker: Indicates that Voice Prompt is on. Adjust the volume by clicking on this icon
then adjusting the slide bar to the desired volume level.

=
=
—

Squelch Limit: This symbol is colored white and black when active.

Sensitivity: Indicates the sensitivity level. Sensitivity is used for Single and Multiple
emitter Modes. It does not apply to Spectrum Clearing Mode.

Min/Max Hold:

Min Hold: Indicates Min Hold is active.
Max Hold: Indicates Max Hold is active.

~¥
w¥
%

GPS Satellite Indicator:
When an external USB GPS receiver is connected:

Gray: Indicates GPS is not active or no satellite fix.
Light Red: Indicates less than 3 satellites are fixed.
Yellow: Indicates 3 satellites are fixed.

Green: Indicates more than 3 satellites are fixed.

0:03:28 | 0:02:59

Timers: Timer 1 (left): Counts the elapsed time since data collection started. It will
continually run till the program is exited, although the display will only be updated
while measurements are being collected.

Timer 2 (right): Counts the actual data collection time. Click Pause to stop counting
Click Run to restart.

Single Emitter Mode

Mode: Displays the selected measurement mode - Single Emitter, Multiple Emitter,
and Spectrum Clearing. The default selection is Single Emitter mode. Click the Data
Collection Start button. The connection is made with the instrument, the display will
change to Connected.

-60.00dBm

Power Level: Displays the real-time power numerical value. If Squelch is on, the
background color is green for levels above the Squelch Threshold, and yellow for
levels below the Squelch Threshold.

37° 8 47.79"N; 1217 39" 23.31" W

GPS Coordinates (left): Displays the longitude and latitude of the vehicle location.

37°9' 31.79" N; 121° 39' 9.27" W

Map Center Coordinates (right): Displays the center of the map’s longitude and
latitude coordinate. As the map changes with the movement of the vehicle, the map
center coordinate changes.

Figure 3-29. Status Bar
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MIH Graphical User Interface

.JJJ_JMI]} 3 i 0:00:00  0:00:00 Spot (Single Emitter) Mode [Power] | [GPS Coordinates] | 0° 2" 1.69" S; 0° 0" .00" E 0
Icon Description
Counters: There are two counter displays that relate to the Power vs. Time window.
368 3732 The one on the left designates the power bar that the bright yellow vertical line is

selecting and the vehicle position when in Pause mode. The display on the right
indicates the total number of bars in the window.

Figure 3-29. Status Bar
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Chapter 4 — Hunting Interference Signals

4-1 Introduction

This section details hunting interference signals with the MIH software.

Recalling Saved/Recent Settings
Load previously saved settings into the Mobile InterferenceHunter software using:
Recall Saved Settings
1. Click Recall Saved Settings in the File menu and the Open window displays.
2. Click the desired configuration file with the extension .mih.
3. Click Open. Configuration settings are loaded into the Mobile InterferenceHunter software.
Recent Settings
1. Click Recent Settings from the File menu.

2. Choose from a list of no more than 10 setting files saved to the laptop or tablet.

Selecting the Mode

Select the desired type of interference hunt that is going to take place. Switch modes during or after
acquisition, for further analysis.

Guided Area Scan (Initial Perimeter Survey): Use this mode to search for an interferer in a general area. This
mode works well with the View set to Heat Map. The dark lavender shaded area on the drive map
indicates an approximate area where the interferer could be.

Spot Driving (Standard Operation): Hunting for a single interfering signal.
Multiple Emitter: Hunting for multiple interferer transmitters such as cable TV leakage.

Spectrum Clearing: Hunting for multiple transmissions of the same frequency whose power exceeds the
threshold set by the user. Screen images can be automatically saved when the threshold is exceeded.

Time Difference of Arrival (TDOA): Use TDOA to locate interference sources and other modulated
broadcasters. TDOA is not a driving mode like the other modes mentioned above. For TDOA, you must
have access to at least three remote spectrum monitors (MS2710xA and MS27201A)). Refer to “Setting
Up TDOA” on page 4-11 when using this mode.
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4-2 Creating, Importing, and Viewing Base Stations (Open Source Only) Hunting Interference Signals

Selecting the Map Source

Click a map from the map sources to use in the map display. For more on loading maps, see
Chapter 2, “Loading Maps”.

Baidu Maps: The Baidu map will identify the vehicle’s current location and display the map for that area.

Open Source Maps: Open a folder where Open Source maps are saved. Click any .shp file and then Click
Open to load the map. Depending on the coverage area or the number of locations that are tested for
interfering sources, multiple maps may need to be downloaded onto the tablet or laptop. Click a map
from a map source to use in the map display — Baidu map or a map from any open source map. See
Product Information and Map Services in the Help Menu.

Show current OSM Map: Displays the name of the Open Source Map in use.

Open Map Image Files (User provided): Opens a browse dialog to search anywhere on their PC for a JPG or
PNG file.

Installed Map Image Files: Opens a sub-menu that lists all of the JPG and PNG files in the Anritsu MapFiles
folder stored in C:\[user documents folder|\Anritsu MapFiles.

4-2 Creating, Importing, and Viewing Base Stations (Open Source Only)

A base station list file (.Ist) is a plain text file with a header line and a line-by-line delimited list of base station
details. These details must be in order and can be delimited with a comma, tab, or semicolon. The first line is a
header for the user and is ignored when importing the list. Each of the remaining lines is for a single base
station, where the first two numbers are the decimal latitude and longitude, respectively. Next is the base
station name or other identifying information. The last number is an angle, measured clock-wise from North,
and is optional. Base stations sometimes have an orientation and the angle is the direction an antenna points,
or the center of the beam width. Many base stations have three sectors and this would be the angle from North
of the center of the alpha sector. If you look closely at the icon on the map, there are three sectors shown and
one of them has a black line through the middle — this should be in the direction indicated in the .Ist file (see
Figure 4-1).

Below is an example of three separate base station entries, the first of which is shown in the image below:

32.869333, -117.216278, DOYLE PARK PCS, 56
33.068856, -117.152606, ELFIN FOREST PCS, 44
33.037778, -117.239167, ENCINITAS RSF PCS, 52

To import a base station list, you must be using an open source map that covers the area of the base stations.
Baidu maps do not support viewing base stations.

1. Click Settings > Map Source > Importing Base Stations (Open Source only).

2. Click the Import File button to find the directory and folder of the Base Stations list (.1st). When selected,
the latitude, longitude and description of the site will be displayed in the list.

Click the Create Map Overlay to place the base station locations on to the current map.

Click View Base Stations on Map if Present to see if there are any base stations in the Drive Map
display. Base station symbols will display on the map as shown below when this function is selected.
Note that your map must cover the area of where the imported base stations are located.

DOYLE PARK:PCS

Figure 4-1. Base Station Symbol
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4-3 Configuring Display Elements

This section covers how to configure many display elements to suit your particular situation and preferences.

Setting Signal Strength Indicators
There are two position-estimate indicators that cover the area where an interferer could be — Heat Map and
Estimation Circle. Only one of these can be selected for viewing at one time. Click either Estimation Circle or

Heat Map. The check-mark denotes the indicator selection.

Showing Cross Hairs

Adds a horizontal and a vertical line that cross at the estimated location of the interferer.

Setting the Button Size

Provides four button size selections, 32 x 32, 64 x 64, 96 x 96, and 128 x 128. The buttons will scale to fit the
toolbar if the button size selected is larger than what can be accommodated by the toolbar size. Expanding the
window size will grow the size of the buttons until they reach the maximum size selected.

Setting the Menu Font Size

Click a menu font size from the Menu Bar, the sub-menus, the Status Bar, and most dialogs. The font size
selections are 9, 10, 11, 12, 14 and 16. The font size affects the amount of information displayed on Status Bar.
As the font size increases, status parameters may be removed from view depending on the window size.

Growing Breadcrumbs

In its default setting, breadcrumbs’ color changes but still may be difficult to see while driving. Click the
breadcrumb size increases as the power increases. With Growing Breadcrumbs set, breadcrumb power levels
are denoted not only in color but with size.
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4-4  Setting up Audio and Voice

Audio tones and voice prompts assist the driver while operating the Mobile InterferenceHunter. For a detailed
description of audio tones and voice prompts, see Section “Settings Menu” on page 3-9.

Setting Audio Tones

Click to activate. The music notes turn green in the Status Bar.

Setting Voice Prompts

Click to activate. The speaker turns yellow in the Status Bar.

Selecting the Voice
1. Place the cursor on Voice Selection to display the list of voices.
2. Click the desired voice.

4-5 Setting Min/Max Hold

For a detailed description of setting Min/Max Hold, see Section “Settings Menu” on page 3-9.
Click to activate. The symbol associated with the desired “hold” will be displayed in the Status bar.

Note Using this feature lengthens the data collection time. You will need to reduce your driving speed.

4-6 Setting the Squelch Limit

For a detailed description of the Squelch Limit function, see Squelch Limit in Section “Settings Menu”
on page 3-9.

1. Click the Squelch Limit dialog window.
2. Enter the desired peak threshold level or move the slider to a level that may indicate an emitter source.

3. Click ON.

e The Squelch Limit icon is highlighted in black and white. Turn off this feature at any time during
the interference hunt.

4-7 Setting the Sensitivity

For a detailed description of the Sensitivity function, see Sensitivity in Section “Settings Menu” on page 3-9.
1. Click Settings.
2. Click Sensitivity.

3. Click on the selection that closely resembles the area you are hunting for an interferer or “0” to display
only raw data taken.

4. Click Peak Detect Threshold.

5. Click High. If you are certain you are in the right area of the interferer but not seeing a location
estimate, select Medium or Low.
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4-8 Logging Data While Stopped

Normally, the Mobile InterferenceHunter will not collect data when you come to a stop. Selecting

Log Data While Stopped allows you to continue collecting data when stopped. The minimum data collection
rate varies with sensitivity, ranging from 2 m/s to 10 m/s. The data collection interval significantly reduces
below that rate.

4-9 Searching Grid Width

For a detailed description of the Search Grid Width function, see “Search Grid Width” on page 3-11. Click to
set grid width to 4, 8, 16, or 32 Kilometers.

4-10 Displaying the Instrument Trace

The placement of the spectrum analyzer may not be in a convenient location for viewing when drive testing.
The Display Instrument Trace button allows you to view the signal within the MIH window. This window will
be updated approximately once per second.

4-11 Setting Up the Spectrum Analyzer

Interference hunting will take place in the Channel Power measurement mode of spectrum analyzer
measurements. The following are basic instructions to set up this mode. For detailed instructions to configure
your instrument, review the user guide specific to your instrument.

Setting Up the Channel Power Measurement Mode
1. Power on your instrument.
Click the Spectrum Analyzer Measurement mode.
Ensure the GPS is On if using the instrument GPS option.
Click Channel Power Measurement (does not apply to MS2710xA instruments).

Enter the frequency of the suspected interferer as the Center Frequency.

A

Set both the Channel Power Width and Span. It's best if you set the channel width to be as narrow as
possible while still covering the signal of interest. (The MS2710xA instruments only use the Span).

7. Set the amplitude reference level to —40 dBm and turn on the preamp or IF gain if needed to see the
signal. The Reference Level must be —40 dBm or below in order to turn on the preamp or IF gain. Bursty
signals such as Wi-Fi or DECT signals may be easier to find if you set the spectrum analyzer to Burst
Detect mode, if available.

If the network connection is not yet established, refer to “Configuring the Computer to Instrument
Connections” on page 1-3. The instrument is ready for interference hunting.
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4-12 Installing the System into a Vehicle

Setting up the hardware in your vehicle for hunting:
1. Secure the spectrum analyzer in the passenger seat.
2. Connect the antennas.

3. Place the RF magnet mount omni-directional antenna on the vehicle rooftop and run cables to the
interior. If the RF antenna does not also contain a GPS antenna, mount the GPS antenna on the roof.

Connect the antennas to the spectrum analyzer.
Connect the instrument’s power cable to vehicle power (cigarette lighter adapter).

Set up the computer car mount (if used) according to the manufacturer’s instructions.

Ne e

Make all connections between the instrument and computer as described in “Configuring the Computer
to Instrument Connections” on page 1-3.

8. Verify that all equipment is secure in the vehicle and provides convenient visibility and access while
driving. Also verify that no cables are under stress and that proper strain relief is used.

Use a passenger to help with operating the equipment while driving on the hunt. Do not attempt to
change the settings or otherwise operate the equipment while operating the vehicle. It is safe to pull
to the side of the road before changing any settings or operating the equipment or computer. Follow
all local regulations and always operate your vehicle in the safest manner possible.

Danger
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4-13 Finding the Interferer

Mobile InterferenceHunter is not designed to provide directions to the precise location of an interferer source.
MIH will get you very close to the exact building or source. In the final stage of the driving portion of the hunt,
watch the power bars and try to park your car as close to the maximum bar readout as possible. The source of
interference will be very near.

Preparing for the Drive

Below is a quick rundown of the steps needed to get set up for a hunt.
1. Place the mag-mount antenna on top of the vehicle.

Connect it to an Anritsu spectrum analyzer.

Power on the instrument.

Ll

Set the instrument measurement to Channel Power (review your instrument user documentation for
details on setting up this measurement mode for your model).

Locate the interferer signal on the instrument.
Connect the computer and Anritsu Spectrum Analyzer via Ethernet or Wi-Fi.

Run the MIH program.

N

Set up the MIH software for interference hunting, starting with Guided Area Scan mode to isolate the
general interferer signal.

9. Switch to Spot mode to pinpoint its location.

Searching the Source of Interference

Anritsu strongly suggests that a passenger be available to accompany the driver to assist with the navigational
instruction. Use the Voice Prompts and/or Audio Tones to minimizing glances at the display.

Start MIH in Scan Drive mode at a location where you know an interference problem occurs, such as a base
station that is having interference problems. Obtain the interferer signal from your starting location, drive in
the direction of the signal. In the Power vs. Time display, observe the increase or decrease in signal level. If the
signal level decreases over time, most likely you are driving away from the signal source. If the signal level
increases over time, you are probably heading in the direction of the signal source.

Use the breadcrumb color and size to indicate the relative location of the emitter as well as the heat map color
shading. A large yellow breadcrumb generally means higher signal power suggesting you are closer to the
source. A small dark breadcrumb means low signal power and that you are probably far from or driving away
from the signal source. Darker shaded areas of the heat map indicate stronger signals.
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Hunting Interference Signals

The example below is from Scan Drive mode showing that you are driving toward the signal. Note that MIH

will only scan out to the Search Boundary, the size of which is set via Settings > Search Grid Width.
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Figure 4-2. Approaching the Interferer
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Hunting Interference Signals 4-13 Finding the Interferer

The example below is showing that you have driven past the signal and have isolated a general area of where
the interferer could be, shown by the darker shaded region. The next step is to circle around the shaded area to
continue narrowing it down into a smaller circle before switching to Spot mode.
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Figure 4-3. Isolating the Interferer
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Once you have isolated the general area, switch to Spot mode to further isolate the signal and start collecting
signal data.
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Figure 4-4. Pinpointing the Interferer

As more data is collected, a green arrow will show on the map pointing you in the general direction of the
signal source. A shadow circle replaces the arrow and will appear on the map as additional data is
accumulated. The shadow circle is the general area where the signal is coming from. Its initial size may be
large but will decrease in size as you get closer to the signal source and the power level of the interferer
increases.

At times you may want to park and evaluate the data received. Once a very close approximation on location
has been established, get out of the vehicle and proceed on foot with a handheld instrument and directional
antenna to find the exact emitter location.
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4-14 Setting Up TDOA

TDOA is not a mobile hunting mode, but can be used to compliment a mobile interference hunt. TDOA uses the
Time Difference of Arrival technology introduced with the Anritsu Vision software, which can now be used
with MIH to help you locate a general area of where an interfering signal may be found. This gives you a good
idea of where to start before using the mobile modes with a spectrum analyzer in the vehicle. This is easily
accomplished in the office before you leave, or while out in the field and connected to a remote spectrum
monitor system.

Remote Monitoring Probes positioned in a triangular pattern perform TDOA to identify a stationary signal’s
longitude and Latitude coordinates. Use a bit map to identify and geo-locate the interferer’s signal source.

To use TDOA to locate interference sources, the following considerations need to be made:

e Three probes (Anritsu MS2710xA series remote spectrum monitors) are required to do the TDOA
triangulation of the RF source. Best results will be achieved if the interferer source is contained inside a
virtual triangle made by connecting the remote spectrum monitor locations. TDOA works for sources
outside of this triangle too and it may be used to locate a source that is many kilometers outside the
triangle, but it is more accurate for sources that are close by.

e An Internet connection for the computer is required for MIH to connect to the remote probes. If this is
not already built into the computer, a USB mobile broadband adapter or Wi-Fi adapter to a local hotspot
from your cellular provider can be used.

e The source must be modulated. TDOA looks for features in the RF spectrum as measured at three
locations. Those features are time-aligned, and the difference in the time for the signals to reach each
receiver is used to calculate the location. If the signal of interest does not have features that can be
aligned in time, then TDOA will produce meaningless results. Typically, that means the signal must be
modulated.

¢ A clean IQ produces much more accurate results. The better you can set up the spectrum monitor to
capture IQ data, the more accurate the position estimate will be. This means more time may be needed
to set up each remote monitor and to adjust the frequency, span, reference level, and preamp settings to
get the best possible IQ capture. Strong signals that are close by will be relatively better, but weaker
signals, and especially distant signals, take some care to get meaningful results. This implies that you
should either have a dedicated MIH operator in the vehicle, or be parked so you can devote your
attention to setting up the measurement.

» Distance matters because of the uncertainty in any measurement made. You are looking for the
intersection of three lines and for where those lines intersect at nearly right angles, then any
uncertainty in the line positions produces a similar uncertainty in the intersection. However, if the lines
approach each other at very shallow angles, then the lines may be within the distance of uncertainty for
several kilometers. Distant sources outside of the triangle of the remote monitors will almost always
produce lines that have very small incident angles, and that can greatly multiply the uncertainty in
position.
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4-15 Flux Density

The MS2090A Field Master Pro spectrum analyzer must be used when measuring flux density. MIH measures
and displays the flux density of the power/m? MHz (dBm/m?MHz) or (dBW/m?/MHz).

Connect to Measure Flux Density

To measure flux density, you must connect to the MS2090A. From the Settings menu, click Spectrum Analyzer
Connection as shown in Figure 4-5.

Settings | Help

2 Map Source ’

< Spectrum Analyzer Connection
@ GPS Configuration

Jd Audio Tones

Voice Prompts

Voice Selection '

Min/Max Hold ,
4t Squelch Limit (Off)

3 Sensitivity e
Search Grid Width ’
8§ Log Data While Stopped

Figure 4-5. Connect to Measurement Source

The MIH Connection Setup dialog appears as shown in Figure 4-6.

MIH Connection Setup n

IP Address: [172.26.202,185

Status: Passed (MS20504, 1852006) b

Figure 4-6. MIH Connection Setup Dialog

Testing the connection must be complete before the MIH identifies and uses the MS2090A spectrum analyzer.
1. Type the IP address of the MS2090A.
2. Click Test Connection.

The connection status will indicate Passed of Failed. If the Test Connection indicates Failed, troubleshoot the
failed connection and retry. The flux density measurement options will only be available with the MS2090A
when connection is complete and Passes.

Setting up the MS2090A for Flux Density Measurements

The flux density application may be used with calibrated antennas. Using the MS2090A, field strength mode
can be used to choose an antenna with calibration factors. A listing on Anritsu antennas with calibration

factors is available in the MS2090A. Additional antennas may be added. See the MS2090A User Guide for
additional information.
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Once connected to the MS2090A, Power Detection Mode will be available in the Settings menu. Click Power
Detection Mode to display the measurement submenus shown in Figure 4-7.

Settings | Help

Map Source ’

Spectrum Analyzer Connection
GPS Configuration

[H@Ul =

Power Detection Mode Channel Power (dBm)

.
ol

Audio Tones Flux Density (dBm/m?/MHz)

Voice Prompts Flux Density (dBW/m?*/MHz)
Voice Selection ’

Min/Max Hold v
Wt Squelch Limit (Off)
3 Sensitivity ’
Search Grid Width ’
8 Log Data While Stopped

&l

Figure 4-7. Power Detection Mode

Channel Power (dBm): This is the normal MIH measurement mode.
Flux Density (dBm/m2/MHz): Provides flux density in the dBm per meter? per MHz.
Flux Density (dBW/m?/MHz): Provides flux density in dBW per meter? per MHz.

Clicking one of the flux density measurement submenus noted above displays an information text line above
the map window as shown in Figure 4-8.

Mobile InterferenceHunker MX2ZB0007A - Chliserst > tsu LogFiles\ 890 MHz G5Mlog - o x>

File View | Mndgg Settings  Help

C
>

i>'[ Flux Densit.y Measurement  Antenna: Anritsu_2000-1726-R
) 3 " 4 |

Figure 4-8. Flux Density Measurement Active

The information text line shows the Flux Density Measurement is active and the Anritsu Antenna part
number being used. Check the Show Location checkbox to show an estimation location grid as shown in
Figure 4-9. This feature is available when Mode is set to “Spot Driving: Single Emitter (Standard Operation)”.
The spot driving function is chosen by clicking on the green triangle in the left-hand column of the interface
depicted in Figure 4-9 on page 4-14. The Spot Driving move is the 2nd green triangle from the top.
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Figure 4-9. Show Location

Collecting Flux Density Data

From the Tool Bar, click “Start data collection”. As a default, the Channel Power measurement begins. The
field strength measurement begins when the flux density measurement type is selected from the Power
Detection Mode menu. The real time measurement results are displayed in the power meter/flux density
window and status bar shown in Figure 4-10. The data collected can be saved as a (.log) file and then exported
as a (.kml) file as described in “Export Drive Log to KML” on page 3-3.

Figure 4-10. Channel Power and Flux Density
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4-16 Using TDOA

For clarification of the TDOA functionality, we use the Vision Simulator program to develop the single screen
interface as shown in Figure 4-11. Although the simulator does not understand and respond to all Probe SCPI
commands, it does respond to the complete sub-set of commands that Vision uses.

Typically, a map is loaded from an existing user file. The TDOA Graphical User Interface provides the
approximate location of the simulated probes along with a series of locations that are used to simulate RF
sources. These RF source locations can represent:

» Interference sources when working with Power of Arrival (PoA) or Time Difference of Arrival (TDOA).

* A series of locations when tracking a moving RF emitter.

Note The Vision Simulator Program and the simulated RSMs do not have regional settings; therefore, the
numbers are displayed in US-English notation.
@\ Mobile InterferenceHunter - TDOA — =
Start b c/ Clear g Report ﬂ Save ._3 Load
Probe Settings
Hostname Channel Ref Level Preamp Delay ins)
Probe 1: |127.0.0.1:9005 | [ 1] | 7ok of
Probe 2: |127.0.0.1:9003 NEERECE ok
@)\ Probe 3: [127.0.0.1:9002 | [ 1] | -0k of
TDOA Capture Settings
Center Freq: [] Mutomatically set reference levels
@1\ Capture BW: 267kHz - [] Wait for signal peak
1. Toolbar 3. TDOA Capture Settings
2. Probe Settings 4. Status Bar

Figure 4-11. TDOA Graphical User Interface
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Hunting Interference Signals

TDOA Toolbar

The TDOA’s menu toolbar descriptions are listed in Table 4-1.

Table 4-1. TDOA ToolBar

Icon

Description

Mobile InterferenceHunter - TDOA

Mobile InterferenceHunter - TDOA: This program icon is located at the top-left
corner of the Source Locator GUI screen. Click provides GUI display screen-view
sizing and positioning choices.

* Restore: Resets the screen display to the default view. This selection is
active only after Maximize has been selected and the GUI screen is in a full
screen mode. Restore is normally grayed and becomes available after
Maximize is active.

* Move: Move the display screen.

« Size: Click a corner of the display and resize the display by dragging the
corner.

¢ Minimize: Minimizes the screen to the bottom tray. Click it from the tray to
view the screen display.

« Maximize: Maximize the screen to full size.
¢ Close: Closes the screen display.

Start: Starts the TDOA tracking.

Startt P
Clear: Removes all measurement and map tracking results.
Clear
Report: Generates a TDOA report that includes the probe information, search
ﬂ S parameters and the current displayed map results.
Save: Opens a dialog box to enter the name of a file to save everything shown as
@ s a configuration file (*.cfg). Save does not save the results that appear in the
s Mobile Tracker Index-Latitude-Longitude box. Can also save the most recent IQ
captures data as Binary IQ Data (*.1Q).
Load: Search and load a saved configuration file.
& Load

4-16
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Probe Settings

The Probe Settings section provides text boxes to type or enter the probe setting parameters. Probe 1, Probe 2,
and Probe 3 identify the communication setting parameters for each probe as shown in Figure 4-12.

Probe Settings
Hostname Channel Ref Level FPreamp Delay ins)
Probe 1: |127.0.0.1:9005 | B [ O ok
[ Probe 2: |[127.0.0.1:9001 [ & [ O 0fs
Probe 3: |127.0.0.1:9002 | 1 [ O 03
Figure 4-12. Probe Settings
The Probe Settings section is described in Table 4-2.
Table 4-2. Probe Settings and Control Buttons
Icon Description
Probe 1,2,3: Identifies each RSM Probe. Each Probe label is a button. Click each
Probe 1: probe label to display its RMS Status dialog as shown below. The RSM Status
dialog provides details of each probe as shown:
Probe 3: * Model: The model of the RSM.

¢ Options: The RSM options installed.
e Serial #: The serial number of the RSM.
¢ Firmware: The firmware installed.

* GPS: Indicates the GPS as GOOD FIX (Strong GPS signal connected). NO
FIX (GPS signal is too weak or none found). The RSM coordinates are
displayed.

* RSM in use: Flag indicating the RSM is in use and also displays the
end-user. In this case the end user is the Simulator. If the RSM is not in use,
the flag will indicate — RSM is available for use.

RSM Status X

Model:  MS27T10xA Simulator

Options: /400/401/407/479/482/485

Serial #:  VSIMS001

Firmware: 2019.2.1.60

GPS: GOOD FIX, 10:03:20,38.2402,-121.5703

RSM is in use by Simulator

Hostname: Type in the Host name settings. The URL Hostname is the
Hostname : communication link to the Remote Spectrum Monitors.
|127.0.0.1:9005

127.0.0.1:8001
127.0.0.1:9002
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Table 4-2. Probe Settings and Control Buttons

Icon Description
Channel: Type or select the probe channel.
Channel
1=
1
15
Ref Level: Type or select the RSM probe Reference Level.
Ref Level
7015
70
7015
Preamp Preamp: Click the Preamp check box to activate the Preamp for each probe.
L]
El
L]
Delay (ns): Type or select a delay time. The delay time selections are in nano
Delay {ns) seconds.
0
0
0=

TDOA Capture Settings
Enter the TDOA Capture Settings section as shown below in Figure 4-13.

TDOA Capture Settings
Center Freq: 2440.0000 | GHz [ Automatically set reference levels

Capture BW 267 kHz ~

Figure 4-13. TDOA Capture Settings
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The TDOA Capture Settings section is described in Table 4-3.

Table 4-3. Capture Settings

Icon Description

Center Freq: Type the center frequency and then select the frequency terminator.
ConterFe: [ 2440 0000][ Gha

Capture BW: Click to open the Capture BW frequency list and select the
Capture BW 267kHz ~ frequency.

Automatically set reference level: Click the check box to set reference levels

[] Automatically set reference levels aUtomatlca”y'

Wait for signal peak: Click to enter a check-mark to set — Wait for signal peak.

Wait for signal peak

Status Bar
The Status Bar provides the probe sweep details.

Elapsed: 139.5 s. | Previous: 5.5 s. |A~.rerage: 5.8 s. | Count: 24

Figure 4-14. TDOA Capture Settings

Elapsed Time: The total time taken for the set of measurements in the current result.

Previous Time to Measurement: The time the most recent measurement took. If this number gets very large,
one of the RSMs might be off-line.

Average Time: The average time for each 1Q capture and position calculation.

Count: Due to the uncertainty in each position estimate, several sequential measurements and average the
results are performed. This is the number of measurements in the current result.
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4-17 File Management

Opening a Log File

Click Open Log File in the File menu and open the desired file, (Ctrl+O on the PC keyboard). Viewing a log file
is useful for reviewing test results and documenting hunting excursions. The .log file can also be opened as
playback file. A playback file is like reviewing the gathered data as a movie. To open a log file for playback,
select the desired Replay mode from the lower right selection box. When viewing a log file in playback mode,
use the Space Bar to fast forward through the traces and the Esc key to pause the playback. Log files can also
be opened and appended to the currently open data. This option is also selected via the lower right selection
box.

P/l Open Anritsu Log S
Te Search Anvitsu LogFies £
Organize New folder =~ 0O @
: I_JILhBoStos chume.nts library Arrange by:  Folder +
Anritsu LogFiles
J instrument-labels 5
| temp MNarme Date modified Type Size |~
. anritsu 0lanritsu ftp.omnilingua.com — || 106.5 First and Secend Run FM.log 6/7/2016 8:16 AM Text Document 356 KB I
. Core Services | 3-3-2016 10.2548 AM.leg 3/8/2016 11:13 AM  Text Document 1,238 KB
. Lab (moh-fil-001) | 1-29-2016 5.09.43 PM-20rlev-ip.log 3/8/2016 11:13 AM  Text Document 633KE (B
. WIP = || 2-24-201691715 AM.leg 2/24/20169:17 AM  Text Document 923 KB
., Web | 7-27-2015 44048 PM.log 7/27/20159:36 PM Text Document 34 KB
| 6-10-20151.28.28 PM.log 6/10/20151:29 PM  Text Document 14515KB —
- Libraries | 6-10-201511.28.04 AM.log 6/10/201511:28 AM  Text Document 1,032 KB
3 Documents B ] 5-20-20152.04.24 .leg 5/20/2015 5:04 AM  Text Document 831 KB
J’- Music | 5-20-20151.39.49 log 5/20/2015 4:39 AM Text Document T14 KB
= Pictures ] 1-21-20158.27.01 PM.log 1/21/20158:27 PM  Text Document 137 KB
B videos 1 1-21-20158.2543 PM.log 1/21/20158:25PM  Text Document 65 KB
] 11-4-201412.29.28 PM.log 11/3/2014 5:29 PM  Text Document T2KB
18 3002967 on BLEEDG =l | m ]y
File name: 2-24-2016 9.17.15 AM.log + [Replay - Scan Driving ("Jog) -]
[ Open |vl ’ Cancel ]

Figure 4-15. Open Log File Window
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Importing and Viewing .loc Files

Anritsu “Vision” program location (.loc) files can be imported, opened, and viewed on the MIH screen. Files

that can be imported from Vision include:
e TDOA (Time Distance of Arrival)

e POA (Power of Arrival)
e AoA (Angle of Arrival)

To open a .loc file:

1. Click Import Location Estimate from the file menu as shown in Figure 4-16.

File | View Mode Settings Help

] Open Log File Ctrl+0

bl Save Log File Ctrl+$

'J'_ Export Drive Log to KML
—>» @ Import Location Estimate

I Capture Screen Ctrl+C

) Screen Capture Folder

@ Save Current Settings

() Recall Saved Settings

CZEE

Recent Settings ...

Save Setup on Spectrum Analyzer

Recall Setup on Spectrum Analyzer
Licensing

Evit Ctrl+X

Figure 4-16. Import Location Estimate

2. Click a .loc file as shown in Figure 4-17.

Local Disk (C:) » Users » am004188 » Documents »

MName

B ThisOne(TDOA).loc
W ThisOne(POA).loc
o Thisﬂkﬁ.ﬂ-ﬂ-lluc
B TDOA - 9-26-2017 3.32.09 PM.loc
B TDOA - 7-12-2017 4.22.42 PM.loc
B Location-Area.loc
:4 Location-Direction.loc
archive
Outlook Files

Date mo '!|.F|r d

10/1
10/2017 8:44 PM

10

arcn L'oCcuments
= O
- c
pe )
1C File
LOC File
LOC File
LOC File
LOC File
l [
OC File
File folde
File folde

Figure 4-17. Click .loc file to Import
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3. Import the TDOA, POA, and AoA file to view on the MIH screen as shown in Figure 4-18.

File View Mode Settings Help

VoW ™

San Jose |
~ y
POA
Bgassn G v Location Estimate
By Nesaaliar @ . oy
: ow Lsoid
Joseph
San Jose oy
TDOA

Location Estimate

k
The
N
obit =
: @
¢ = Joseph
1 3 San Jose D. Grant
on Gregorio 010 Cliperting. County Park
3 50
- : #
e cadiors
D @ Los Gatos AoA

Location Estimate

fenry W. Coe
State Park

Daveng =
. elipe
Ar
Wa i =~ ()
River Oak
Google Blegs i Holl
& Bsipinte e

Figure 4-18. View Imported .loc files
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Saving a Log File

Click Save Log File in the File menu and the Save As widow opens, (Ctrl+S on the PC keyboard). Use the date
and time stamp for the name or create your own. Click Save. If you clear the data before saving it, you will not
be able to get it back.

Auto Archive

MIH can collect data for many hours. Data is not written to a file, but is held in memory until the user stops
data collection and choses to save. If a trace graph is open, then it is also saving full trace data for each data
point, and this can get very large after a few hours.

There is no set time limit that the data is saved, but there is a certain point count. When more than 5,000 data
points are collected and the trace window is open, then the data will automatically be saved as a log file and
the last 600 points will remain in the current data list. The rest is removed to make room in memory for
continued data acquisition.

Auto archive is a feature that cannot be turned off.

Capturing the Map and Signal Windows

Click Capture Screen in the File menu, (Ctrl+C on the PC keyboard). Captures the current drive map display,
Power vs. Time Display, Instrument Trace Display, Real-time Power Meter (if displayed), and the Power Scale
and saves it to the directory folder labeled Anritsu ScreenShots. The captured screen is in PNG format and
labeled with a date and time stamp. To view the captured image, click Screen Capture Folder in the File menu
and the folder labeled Anritsu ScreenShots will open.

Saving Current Settings

Click Save Current Settings in the File menu and the Save Program Settings File window opens. Name the file
and Click Save. Most of the MIH settings and key instrument settings are saved. The extension .mih will be
added to the name.

Recalling Saved Settings

Click Recall Saved Settings in the File menu and the Recall Settings widow opens. Select the desired
configuration file, extension .mih. Click the Open button. Configuration settings are loaded into the Mobile
InterferenceHunter software. If the instrument is not connected to the computer a warning dialog, 'The
Anritsu Spectrum Analyzer is no longer connected.', will pop up indicating the Spectrum Analyzer is
disconnected and to check the connection. After checking the connections, click Retry.
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