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Part 1: Packet Communication
(HTTP and WAP)
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Packet Communication (HTTP)

Protocol Stack

HTTP : Hypertext Transfer Protocol

A 000N .o
TCP : Transmission Control Protocol
HTTP UDP : User Datagram Protocol
IP : Internet Protocol
TCP / UDP

L2 (W-CDMA) : MAC /RLC
MAC : Media Access Control
RLC : Radio Link Control

L2 (GSM/GPRS) : DL/

DL : Data Link
L1 (W /G): PHY(Physical Layer)
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Packet Communication (HTTP)

=) v'DNS (Domain Name System)
DNS supports the conversion between a domain name

and an IP address.
(Ex : vodafone.com <-->192.168.1.2)

\/IIS (Internet Information Server)
IIS supports the Web server function that sends the
contents and the default contents (default web site).

e, All these parts are available in an
external PC

MD8470A4 pEEEEEEEEN EEEEEEEEEEEEEN,
m PC inside of MD8470A4 File path(default contents) g
[ ] can be defined in the IIS [ ]
RF (] [
Jj < > Control SW or n n
ey WNS B DNS s Contents =
= m n
UE o Welcome to s
SppEEEEEEpEpEEEEEEER MD8470A L

Port ‘A’ or Port ‘B’ Port ‘0’

................................................................................................................................
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Packet Communication (HTTP)

MS NW
Protocol Sequence
< g
ARP Request(JP) >
HTTP ARP Reply(IP)
TCP / UDP Conn'ection Request(TCP) >
Connection Ack & Request(TCP)
Connection Ack(TCP)
o Get(HTTP)
OK(Response : HTTP)
Ack(TCP)
Disconnect(TCP)
< g
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Packet Communication (HTTP)

| Source Destination Info &
Protocol Sequence | == ” " :
30 192. 1.1 .168.1.2 6616 > hrtp [svn]
4 0.010002 192.168.1.2 192.168.1.1 TCP http » 6616 [SYN, ::
5 0.259874 192.168.1.1 192.168.1.2 TCP 6616 > hrrp [ack] seq=l Ack=1 win=3920
6 0.320626 152.168.1.1 192.168.1.2 HTTP  GET / HTTR/L.1
7 0.322096 152.168.1.2 152.168.1.1 HTTP HTTP/1.1 200 ok (text/html)
8 0.959824 162.168.1.1 192.168.1.2 TCP 6616 > http [ACK] Seq=518 Ack=924 win=
9 5.959447 152.168.1.1 152.168.1.2 TCP [TCP Dup ACk B#l] 6616 > htrp [AcK] se
10 16.438704 102.168.1.1 192.168.1.2 TCP 6616 > http [RST] Seq=518 Ack=40341723
| >

Frame 1 (60 hytes on wire, 60 bytes captured)
Ethermet II, src: 00:00:91:03:19:15, ost: ff:ffiff:ffiff:ff
Address Resolution protocol (request)

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6

Frotocal size: 4

opcode: reguest (0x0001)
TCP /UDP sender MaC address: 00:00:01:03:19:15 (102.168.1.1)
sender IP address: 1%2.168.1.1 (192.168.1.1] * 1
Target MAC address: 00:00:00:00:00:00 (00:00:00_00:00:00)

Target IP address: 182.168.1.2 (192.168.1.2)

s
—
—
-3
O

IP

*1: MS(IP : 192.168.1.1) searches the MAC address
of the Server(IP : 192.168.1.2)
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Packet Communication (HTTP)

No..  Time Source Destination Frotocol | Info &
Protocol Sequence 1 0.000000 192.168.1.1 Broadcast ARP  who has 192.168.1.27 Tell 192.168.1.1
2 T . . .1 .168.1. it 0 71:
3 0. L168.1.1 162.168.1.2 6616 > http [SVN] Seg=0 Ack n=3920
4 0.010002 192.168.1.2 192.168.1.1 TCP http > 6616 [svM, ack] seq=0 ack=l win
ARP Re 1 § 0.259874 192.168.1.1 182.168.1.2 TCP 8616 > http [Ack] Seq=1 Ack=1 Win=3920 -
6 0.320626 192.168.1.1 152.168.1.2 HTTP  GET / HTTR/L.1
7 0.322096 192.168.1.2 162.168.1.1 HTTP  HTTP/1.1 200 oK (text/html)
8 0.959824 192.168.1.1 192.168.1.2 TCP 6616 > http [ACK] Seq=518 Ack=924 win=
9 5.859447 192.168.1.1 192.168.1.2 TCP [TCP Dup ACK B#1] 6616 > http [ACK] Se
10 16.438704 192.168.1.1 192.168.1.2 TCP 6616 > http [RST] Seq=518 Ack=40341723 v

HTTP : - L

[ Frame 2 (42 bytes on wire, 42 hytes captured)
@ Ethernet II, Src: 00:10:71:00:56:b%, Dst: 00:00:91:03:19:15
= address Resolution Protocol (reply)

Hardware type: Etharnet (0x0001)

Protocol type: IP (0x0800)

Hardware size: 6
TCP /UDP Protocol size: 4

Opcode: reply (Ox00023

sender MAC address: 00:10:71:00:56:b9 (1%2.168.1.2
sender IF address: 192.168.1
Target MAC address: 00
Target IP address: 192.168.1.1 (182.168.1.1)

[e—

IP

*1 : Server (IP : 192.168.1.2) replies the MAC
address to MS(IP : 192.168.1.1)
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Packet Communication (HTTP)

Protocol Sequence
Connection Re

HTTP

TCP / UDP

IP

Source

Destination Fratocol  Info A

1 ARP who has 192, les.1.27 Tell 192,168,1.1
2

3 TTh |5

4 0.010002 . http > 66L& [SYN ACK] seq »sg W

5 0.259874 192.168.1. TCR 6616 > http [ACK] seq=1 Ack=1 saai
6 0.320626 152.168.1. HTTP  GET / HTTP/1.1 )

7 0.322096 192.168.1. HTTP  HTTR/L.1 200 oK (text/html)

8 0.959824 152.168.1. TCP 6616 » http [ACK] Seq=518 Ack=924 win=
9 5.959447 152.168.1. TCR [TCP Dup ACK 8#1] 6616 > http [ack] sa
10 16.438704 192.168.1. TCP 6616 » http [RST] Seq=518 Ack=40341723 v

>

<
[# Frame 3 (60 bytes on wire, 60 bytes captured)
® Ethernet II, Src: 00:00:91:03:19:15, Dst: 00:10:71:00:356:h9
® Internet Protocol, src Addr: 192.168.1.1 (192.168.1.1), Dst Addr: 192.168.1.2 (192.168.1.2)
= Transmission control protocol, Src port: 6616 (6616), bDst Port: http (80), seq: 0, ack: 0, Len: 0
Source port: 6616 (6616
Destination port: http (80)
sequence number: 0 (re1at1‘ve sequence numbar)
Haader‘ langth: 24 by
)
WWndDw size: 33200
Checksum: 0x2cd? (correct)
options: (4 hytes)

*1 : data from ‘6616(port number of MS)’ to *80(http
port number of the Server)’

*2 : connection request from MS to server
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Packet Communication (HTTP)

Protocol Sequence
Conn.Ack & Re

HTTP

TCP / UDP

IP

Mo.. | Time Source Destination Protocal | Info =

1 0.000000 1%2.168.1.1 Broadcast ARP who has 192.168.1.27 Tell 192. 168 1.1

20 192, 1. 19 .1 192.168.1.2 is at 00: 10 71:00:5

30 168. 1. 6616 > h k=1
1

5

3 GET / HTTP/l 1

7 HTTP  HTTP/1.1 200 ok Ctextshtml) 1 2

8 TCP 6616 > http [ACK] Seq=518 ack=024 in

9 . . TCP [TCP Dup ACK 8#1] 6616 > htrp [ack] Se

10 16.438704 192.168.1. .168.1. TCP 6616 > hrtp [RST] Seq=518 Ack=40341723 +
B i ) L]
{[@ Frame 4 (58 bytes on wire, 58 bytes captured) a

= Ethernet II, Src: 00:10:71:00:56:b%, Dst: 00:00:91:03:19:15

@ Tnternet protocol, src Addr: 162.168.1.2 (192.168.1.2), bst Addr: 102.168.1.1 (192.168.1.1)

= Transmission control Protocol src Part: http ¢80), DSt Port: 6616 (6616), Seq: 0, Ack: 1, Len: O
Source port: http (80)
pestination port: 6616 (6616)
Sequence number: O (re'\at'\\/a seduence number)
acknowledgement number: 1 (relative ack number)

Header Ten 24 s
oFTags or0s o, ] 2

win @ 16800
checksum: Ox44a6 (correct)
@ Ooptions: (4 bytes) v
i T 5

: data from *80(http port number of the Server)’ to
‘6616(port number of MS)’

*2 : Ack of ‘connection request’ and connection
request from server to MS.
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Packet Communication (HTTP)

Protocol Sequence
Connection Ack

HTTP

TCP / UDP

IP

Mo. Saurce Destination Protacal | Ifo Ll
1 192.168.1.1  Broadcast ARP who has 192.168.1.27 Tell 102.168.1.1
2 152.168.1.2 192.168.1.1 ARP 192.168.1.2 i5 at 00:10:71:00:56:h9
3 192.168.1.1 .1, TCP 6616 > http [SYn] Seq=0 ack=0
4 192.168,1.2 1.1 http > 6616 [SYN, ACK] Sei
| 5 5 [ACK ] 2
[ 1 HTTP/L.1
7 1% 2 1 HTTR/L.1 200 ok (text/html) ?5
3 192.168.1.1 .12 TCP 6616 » http [ACK] Seq=518 Ack=! linzz
o 182.168.1.1 1.2z TCP [TCP Dup ACK B#1] 6616 > http [ACKE 925
10 16.438704 192.168.1.1 1.2 TCP 6616 > http [RST] Seq=518 Ack=40341723 |
2 T I 3
1@ Frame © (60 bytes on wire, 60 hbytes caprured)

1>

® Ethernet II, Src: 00:00:01:03:19:15, Dst: 00:10:71:00:56:h9
@ Internet Protacol, Src Addr: 192.168.1.1 (192.168.1.1), DST Addr: 192.168.1.2 (192.168.1.2)
= Transmission control Protocol, Src Port: 6616 (6616), DST Part: http (80), Seq: 1, Ack: 1, Len: 0
Source port: 6616 (6616) ‘
bestination port: http (80) *
ahuence number)

sequence number: 1 (relative s
acknowledgement number: 1 (relatdive ack number)
He. engrh: 20 hyre
®[F1 0x0010 (ACK %
wWindow size: 30200

Checksum: 0x04e3 (correct) =
w [SEQ/ack analysis]
<

1=

*1 : data from ‘6616(port number of MS)’ to *80(http
port number of the Server)’

*2 : Ack of ‘connection request’
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Packet Communication (HTTP)

Protocol Sequence

HTTP

TCP / UDP

No. .

Souroe Destination Protacal ' Info =
192.168.1. Broadcast ARP who has 192.168.1. Tell 192.168.1.1
192. 1% ARP 192.168.1.2 is at (7110036109

192. TCP 6616 > http [SYN]
192. TCP http > 6616 [SYN,
192. 1¢ TCP 6616 > htrp [ACK]

1
192
192.
16.438704 162.

TCP 6616 > http [ACK] Seg=518 Ac@szi{win:
TCP [TCP Dup ACK B#1] 6616 » http [ack] se
TCcP 6616 > http [RST] seq=518 Ack=40341723

| >

(8]

qln

® Transmission control protocol, 3rc Port: 6616 (6616), Dst Port: http (80), Seqg: 1, ack: 1, Len: 51 =
= _Hypertext Transfer protocol

© GET / HTTR/L.1%rs\n * 1

Request Method: GET

Request URI: /

Request version: HTTP/L.1
connection: keep-alive\rin
HOST: 102.168.1.2%r s %
User-Agent: Mozilla/SMB3 (2105)/Samsung\rin
Accept: applicationAnd.wap.wmlc, applicationAvnd.wap.wmlscriptc,| imagefvnd. wap. whmp, image/png,
Accept-Language: enyrin
Accept—charset: utf-8yrin

IP

profile: http://wap. samsungmobiTe. com/uaprof/Z1050aprrof. rdfirin
X-VODAFONE-3GPDPCONTEXT 1 yashrin
N

e

>

*1 : request the html contents. ‘ / ¢ means the relative
path. Only ‘ / “ case is root contents of the server.

<

*2: Host : Server IP address
Application : supported MIME type
Language : en (English)
Charaset : utf-8(one of the common unicode)
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Packet Communication (HTTP)

Mo..  Time Source | Destination Pratocol | Info e

Protocol Sequence 1 0.000000 192.168.1.1 Broadcast ARP who has 192.168.1.27 Tell 192.168.1.1

2 0.000025 192.168.1.2 192.168.1.1 ARP 192.168.1,2 15 at 00:10:71:00:56:b9

3 0.009041 182.168.1.1 192.168.1.2 TP 6616 > http [SYN] Seq=0 Ack=0 win=3520

4 0.010002 102.168.1.2 192.168.1.1 TP http > 6816 [SYN, ACK] seg=0 Ack=l win

5 0.259874 192.168.1.1 192.168.1.2 TP 6616 > hrtp [Ack] Seq=l Ack=L win=3920

6 0.320626 192.168.1.1 102,168.1.2 HTTP  GET / HTTP/1.1

HT T

6616 > http [ACK]
9 50447 192.11 ) [TCP Dup ACK B#1] =
10 16.438704 . 21 . . 6616 > http [RST] N

<

HTTP [ Frame 7 (977 bytes on wire, 977 bytes captured) ~
® Ethernet II, sSrc: 00:10:71:00:56:b9, DSt: 00:00:91:03:19:15 =
@ Internet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 182.168.1.1 (192.168.1.1)
® Transmission Control Protocol, src Port: http (80), DSt Port: 6616 (6616, seq: 1, Ack: 518, Len:
= Hypertext Transfer protocol
E[HTTP/L.1 200 OK\rn
server: Microsoft-IIS/5.15r\n sk 1

X-Powered-By: ASP.NET\rY\n
TCP /UDP content-Location: http://192.168.1.2/0efault. htmurn
pate: Tue, 24 May 2005 03:20:48 GMT\rn
content-Type: text/htmIvrin
Accapt-panges: bytes\r\n
Last-Modified: Fri, 08 Apr 2005 09:03:40 GMT\r\n
ETag: "60f3acdbl®3cciliacd™rin
content-Length: 624%r\n
NN
[Tne-Dazed text data: Text/homl

<htm1>
%9

IP

| ¥

*1 : “Http/1.1 200 OK’ means ‘success of downloadin
‘Content-Location’ : path of the content
‘Content-Type’ : MIME type of the content
‘Content-Length’ : Length of the content

*) . HTML content data itself
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Packet Communication (HTTP)

No..  Time | Source Destination Protocel Infa e

Protocol Se uence 1 0.000000 182.168.1.1 Broadcas ARP who has 192.168.1.27 Tell 102.168.1.1

2 0.000025 192.168.1.2 192.168.1.1 ARP 192.168.1.2 15 at 00:10:71:00:56:h9

3 0,009941 192.168.1.1 162.168.1.2 TCP 8616 > http [SYN] Seg=0 Ack=0 win=3920

4 0.010002 192.168.1.2 192.168.1.1 TCP http » 6616 [Svn, ACK] seq=0 Ack=1 win

5 0.259874 192.168.1.1 192.168.1.2 TCP 6616 > http [ACK] Seq=l Ack=1 win=3920

C 6 0.320626 192.168.1.1 162.168.1.2 HTTP  GET / HTTR/1.1
7 0.322096 192.168.1.2 192.168.1.1 HTTP  HTTP/L1.1 200 ok (text/html)

L
[TCP Dup ACK B#1] 6616 > http [ACK] se
3w

192 2 TCR 6616 > http [RST] Se=518 Ac

< i
HTTP @ Frame 8 (60 bytes on wire, &0 bytes captured) ~
® Ethernet IT, 3rc: 00:00:91:03:19:15, Dst: 00:10:71:00;56:h9
# Internet Protocol, src addr: 192.168.1.1 (192.168.1.1), Dst Addr: 192.168.1.2 (192.168.1.2)
= Transmission control protocol, src Port: 6616 (6616), Dst port: http (80), seg: 518, ack: 024, Ler
Source part: 6616 (6616)
pestination port: http (80D
sequence number: 518  (relative seguence number)
Acknowledgement number: 924 (relative ack number)
TCP / UDP e Ten 20 e
%k
i 39200
checksum: 0xff42 (correct)
= [SEQ/ack analysis]
[this is an ack to the segment in frame: 71 =
[The RTT to ACK the seoment was: 0.637728000 seconds] ]

<

|5

IP

*1 : TCP level acknowledge of previous HTTP
content access
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Packet Commumcatlon (HTTP)

Protocol Sequence
TCP Disconnect

A

HTTP

TCP / UDP

IP

*1 : Disconnect request
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Packet Communication (WAP)

Protocol Stack

WSP : Wireless Session Protocol

A WTP : Wireless Transaction Protocol
WSP WDP : Wireless Datagram Protocol
WIP IP : Internet Protocol
WDP

L2(W-CDMA) : MAC / RLC
MAC : Media Access Control
RLC : Radio Link Control

L2(GSM/GPRS) : DL/
DL : Data Link
L1(W/G) : PHY(Physical Layer)

IP
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Packet Communication (WAP)

* Converting to the format supported by the UE and

downsizing the contents
* MD8470A uses ‘Kannel’ free software V1.4

....................... All these parts are available in an
external PC

MD8470A4
1 RF
B < > Control SW or
2 WNS

pEEEEEEEEN EEEEEEEEEEEEEN,
m PC inside of MD8470A4 File path(default contents)
can be defined in the IIS

WAP >

Gateway s Contents

.................................................................................................................................................................
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Packet Communication (WAP-HTML)

MS NW
Protocol Sequence
< g
ARP Request(JP) >
WSP
ARP Replv(IP)
I WSP Connect(WSP) >
WDP WSP Connect Reply(WSP)
WTP Ack & WSP Get(WTP) >
5 WTP Result(WTP)
WSP Reply(WSP)
WTP Ack(WTP) >
WTP Ack(WTP) >
WSP Disconnect(WSP) >
>

Discover What's Possible™
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Packet Communication (WAP-HTML)

Protocol Sequence

M. . Titme. Source Destination Protacol  Info

1t sl

20, 7 1.2 .168.1.1

3 0.010275 1.1 .168.1.2 WTPHWS

4 0.067025 1.2 .168.1.1 WTPHWS

5 0.400141 1.1 L168.1.2 WTP+WS

6 0519352 1.2 .168.1.1 WIPHWS

7 0.520427 1.2 .168.1.1 WIPHWS

B 0.B1O0858 1.1 .168.1.2 WTPHWS

9 4.859544 L168.1.1 .168.1.2 WTPHWS

0 14. 278843 L168.1.1 192.168.1.2 WTP+WS WP

<

.168.1.
Cahnect (0x01)
connactreply (0x02)
Ack, wsP Get (0x4Q) http://192.168

Reply (0x04): 200 OK (0x20) (text/
Ack

Ack

i

rResult (Unreassembled fragment O)

Disconnect €0x05)

i

>

[@ Frame 1 (60 bytes on wire, 60 bytes captured)

@ Ethernet II, Src: 00:00:91:03:18:15, Dst: Ff:FF:FF:fF:FF:FF
= Address Resolution Protocol (reguest)

Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0800)

Hardware size: &

protocol size: 4

opcode: request (0x0001)

sender MAC address: 00:00:91:03:19:15 ¢162.168.1.1)
sender IP address: 192.168.1.1 (192.168.1.1)

Target MAC address: 00:00:00:00:00:00 00:00:00_00:00:007
Target IP address: 102.168.1.2 (192.168.1.2)

*1

*1 : MS(IP : 192.168.1.1) searches the MAC address

of the Server(IP : 192.168.1.2)
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Packet Communication (WAP-HTML)

Protocol Sequence
ARP Repl

WSP

WTP

Eitter: | | v Expression. Clear Apply
Mo.  Time Source Destination Protacal  Tnfo L
1 0.000000 1%2.168.1.1 Broadcast ARP who has 192.168.1.27 Tell 192.168.1.1
3 0.010279 182.168.1.1 192.168.1.2 WTP+WS WSP Connect (0x01) *
4 0.067025 1%2.168.1.2 162.168.1.1 WTP+WS WSP ConnacthReply (0x02)
5 0.400141 192.168.1.1 192.168.1.2 WTP+WS WTP Ack, WSP Get (0x40) http://192,168
6 0.519352 1%2.168.1.2 192.168.1.1 WTP+WS WTP Result (unreassembled fragment 0)
7 0.529427 192.168.1.2 102.168.1.1 WTP+WS WSP Reply (0x04): 200 Ok (0x20) (text/
8 0.819858 192.168.1.1 192.168.1.2 WTP+W3 WTP Ack
9 4.859544 1982.168.1.1 192.168.1.2 WTP+WS WTP Ack
10 14.278843 192.168.1.1 192.168.1.2 WTP+WS WSP Disconnact (0x05)
<

& Frame 2 (42 bytes on wire, 42 hytes captured)
® Ethernet IT, Src: 00:10:71:00:56:h%, Dst: 00:00:91:03:19:15
= Address Resolution Protocol (reply)

Hardwara type: Ethernet (0x0001)

protocol Type: IP (0x0800)

Hardware size: 6

Protocol size: 4

opcode: reply (0x0002)

sender Mac address: 00:10:71:00:56:b9 (192.168.1.2)
Sender IP address: 192.168.1.2 (192.168.1.2)
Target mac address: 00:00:91:03:19:15 (192.168.1.1)
Target IP address: 192.168.1.1 (192.168.1.1)

*1

*1 : Server (IP : 192.168.1.2) replies the MAC

address to MS(IP : 192.168.1.1)
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Packet Communication (WAP-HTML)

Protocol Sequence
WSP Connect

WSP

WTP

Destination Protocol | Tnfa &l
1.2 s at 00:10:71:00:56:b5
nect (0xOL)
WTP+WS WSP ConnectReply (0x02)

-

= wireless Transaction Protocol, POU: Invoke (1), Transaction Class: Reliakle Invoke with Reliable r &
Continue Flag: TPI Presert
rafler Flags: Last packet meszsage (0x01)
e-transmission Indicator: First transmission
. eies ... = TID Response: Griginal
. 0000 00GL = Transaction ID: Ox0G0L |*1

. ersion: current (0x00)
IDNew: TID is valid
/P Flag: User Acknowledgement required
eserved: 0x00

L10 Transaction class: reliable Irvoke with reliable result (0x02)
: option (0x02)
= wireless session protocol, method: connect (Ox0l), wversion: 1.0
PDU Type: Connect (Ox01)
0ol .. version (Major): 1 *2
. 0000 = version (Minor): 0
Capabilities Length: 19
Headers Length: 203
= Capabilities
method mor: 4

push MoR: 1
Ereme ooy Sioe: searsa| ¥ s
*1: WTP ‘PDU Type : Invoke’ : request to WSP
(Transaction ID =1)
*2 : WSP ‘PDU Type : Connect’ : WSP connect WSP version
is 1.0
*3 : Size of sending in 1 time
Server SDU Size : 356352
Client SDU Size : 344250
Discover What's Possible™ Slide 21 Anrl tsu
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Packet Communication (WAP-HTML)
[Ma.  Time Source Destination Protocal  Info e

Protocol Sequence
WSP Conn. Repl

WSP

WTP

152.168.1.2

5 e p VTP = S . =
< :ﬂ@? >

[@ Frame & (89 bytes on wire, 89 bytes captured)
@ Ethernet II, Src: 00:10:71:00:56:h9, Dst: 00:00:01:03:18:15
© Internet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), DST Addr: 192.168.1.1 (192.168.1.1)
® User Datagram Protocol, Src Port: 9201 (9201), Dst Port: 49152 (49152)
= wireless Transaction protocal, Pou: result (2)
Continue Flag: No TPT
POU Type: Result (0x02) | *
Trailer Flags: Last packet oflmessage (0xU1)
Re-transmission Indicator: First transmission
........ = TID Response: Response
[ 000 0000 0000 0001 = Transaction ID: Ox0O0OL] *
= wireless session protocol, method: cognectreply (0xd2), session ID: 0
[PDU Type: ConnectReply (0x02) | *
server session ID: O
Capabilities Length: 19
Headers Length: 21
= Capabilities
client spu size: 344250
Server SDU Size: 356352
® Protocol options:
Method MOR: 4
[malformed packet: wsP]

*1: WTP ‘PDU Type : Result’ : reply from WSP
( Transaction ID = 1)

*2 : WSP ‘PDU Type : ConnectReply’ : WSP Connect
Reply

Discover What's Possible™
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Packet Communication (WAP-HTML)

Protocol Sequence
(WTP Ack & WSP Get)

WSP

WTP

| Pratocol  Info &
WSF_Cannacth.

WTP ACK, WSP Get ( ))_ht

WTP Result (Unreassembled

' Source Destination

= wireless Transaction pProtocol, PDU concatenation, PDU count: 3 -
sub PDU size: 3
@ wireless Transaction Protocol, PDU: ACK (3)
Qe e = continue Flag: No TPI
— PDU Type:r Ack (0x037] oK

= Twe/Tok flag: False
. I = Re-transmission Indicator: First transmission

[ A = TID Response: original .,

[. 000 0000 0000 000L = Transaction ID: 0x0001]7™
sub PDU sTze: 170
© wireless Transaction Protocol, PDU: Inwoke (1), Transaction class: Reliahle Invoke with Reliahle
1 Continue Flag: TPI Present

PDU Type: Inwoke (Ox01)|*2
Trailer Flags: Last packet message (0x01)
rRe-transmission Indicator: First transmission
............ = TID Response: original
0000 0010 = Transaction ID: 0x0002| *2
version: current (Ox00)
TIionew: TID s valid
U/P Flag: User Acknowledgement reguired
. Reserved: 0x00
= Transaction Class: Reliable Invoke with reliable Result (oxo2)
@ TPI: option (Ox02)
= wireless session protocol, method: Get (Ox40), URI: http://192.168.1.2 v

*1 : First WTP ‘PDU Type : Ack’ : Ack of previous Reply
(Transaction ID = 1)

*2 : Second WTP ‘PDU Type : Invoke’ : request to WSP
(request of “WSP Get’, Transaction ID = 2)

Discover What's Possible™
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Packet Communication (WAP-HTML)

Protocol Sequence
(WTP Ack & WSP Get)

WSP

WTP

Mo. - Time Source | Destination Protocal | Info el
4 0.067025 WTP+WS WSP Conn I
T PHWS WTP ACK
WTPHWS WTP Res
00.. = Reserved: 0x00 =)
...... 10 = Transaction Class: Reliable Invoke with Reliable result (0x02)
@ TPI: option (0x02)
= [wireTess Session protocol, method: Get (0x40), URI: http://102.168.1.2
PDU Type: Get (0x40) *
URI Length: 18 1
URI: http://192.168.1.2
© Headers
User—-Agent: Mozi11a/smB3(2105),/Samsung
Accept: applicationsvnd.wap.wmlc
Accept: application/wnd.wap.wmlscriptc
Accept: text/vnd.wap.wml
accept: image/vnd. wap. womp *2
Accept: dmage/png
Accept: image/jpeg
Accept: dmage/gif
Accept: applicationsvnd. oma. do+xm]
Accept: text/vnd. sun. jeme. app-descriptor
Accept: image/bmp
Accept: applicationsvnd. wap.multipart.mixed
Accept: w/w
Accept-Language: English Cen)
Accept-Charset: urf-3 i
X-VODAFONE-3GPDPCONTEXT : yes ~|

*1 : WSP ‘PDU Type : Get’ : request the content
URI : path of content

*2 : WSP > Headers >
Accept : supported MIME type
Accept-Language : English
Accept-Charaset : utf-8(common unicode)

Discover What's Possible™
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Packet Communication (WAP-HTML)

Protocol Sequence B
B 0.819858 192.168.1. 192.168.1.2 WTP+WS WTP Ack
L :
(WTP Result)

200 OK (Ox20) (text/
* ¥

< o

[@ Frame 6 (621 bytes on wire, 621 bytes captured)

® Ethernet II, Src: 00:10:71:00:56:b%, Dst: 00:00:91:03:19:15

@ Intermet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.1 (192.168.1.1)
User Datagram Protocol, src Port: 9201 (9201), DST Port: 49152 (49152)

= wireless Transaction protocol, pou: Result (2)
Oiee vuns = continue Flag: Mo TPI *
VV SP [1001 0... = PDU Type: Result (0x02)]

[ 00, = Trailer Flags: NOT last packet (Ox00)] *2
0 = Re-transmission Indicatar: First transmissi

= TID Response: Response
- Transaction 1p: oxoooz | 5K 1
WTP Reassenblad Tnt

=
Payload

Protocol  Info

P

bled fraogmert 0)

*1: WTP ‘PDU Type : Result’ : reply from WSP
(Transaction ID = 2)

*2 : “Trailer Flags : Not Last Packet” means the
segmentation of content data had happened

Downloading content is still continuing

Discover What's Possible™
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Packet Communication (WAP-HTML)

Protocol Sequence | jmesiieas —

192. 16

WTP+wWS WTP ResulT (unreassemhbled t
2 WTF+HWS WP REDIY_(0x04): 200 Gk
. WTP+wS WTP Ak
(WSP Reply) ‘

_ ks
Frame 7 (211 bytes on wire, 211 bytes captured)
® Ethernet IT, 3rc: 00:10:71:00:5%6:b%, Dst: 00:00:91:03:19:15

Internet Protocol, src addr: 192.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.1 (192.168.1.1)
uUser Datagram Protocol, Src POPt: 9201 (9201), DST POrT: 49152 (491520

= wireless Transaction protocol, pou: segmented Result (6), Packet Seguence number: 1
Continue Flag: Mo TPI
sh/ SP . ... = PDU Type: segmente

Trafler Flags: Last packet of messan,
Re-transmission Indicator:

First transmission 2
............... = TID Response: Response
[-000 0000 0000 U0L0 = Transaction 107 0x000Z] K 1
‘N’ I P Packet sequence Number: 1
= [WTP Fragments]
[Frame: 6, payload:
[Erame: 7, payload:

0-575 (576 hytes)]
576-740 (165 bytes)]
= wireless Session Protocol, Method: Reply (0x04), Status: 200 OK (0x20), Content-Type: text/html
PDU Type: Reply (0x04)
Status: 200 ok (0x207)
Headers Length: 114
Content-Type: text/htm]

= Headers

server: microsoft-11s/5.1

*-Powered-Ey: ASP.NET

Cantent-Location: http:s/192.168.1.2/Default. htm

*1 : WTP ‘PDU Type : Segmented Result’ : reply from
WSP (Transaction ID = 2) for the second data block

*2 @ “Trailer Flags : Last Packet of message” means the last
part of the content data

Discover What's Possible™
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Packet Communication (WAP-HTML)

No. . Source Destination Protocol | Info

Protocol Sequence
(WSP Reply)

1>

.000 0000 0000 OGL0 = Transaction ID: Ox0002
Facket Seguence humber: 1
= [WTP Fragments]
[Frame: &, payload: 0-375 (576 bytes)]
[Erame: 7. payload: 576-740 (165 bytes)]
= wireless Session Protocol, Method: Reply (0x04), Status: 200 OK (0x20), Content-Type: text/htm]
sh/ SP PDU Type: Reply (0x04)

Status: 200 OK (0x20)
Headers Length: 114
content-Type: text/html
= Headers
‘&] I P server: microsoft-IIS/5.1
K-Powered-By: ASP.NET
Content-Location: http://192.168. 1. 2/0efauTt . htm
pate: May 24, 2005 11:55:30.000000000
Accept-Ranges: bytes *2
Last-modified: apr &, 2005 18:03:40.000000000 e
ETag: "e0fsacdhl93ccil:acd”
content-Length: 624
= [Line-basad text data: text/html
<htmls>
<heads *3
<titlex152.168.1.2 pirect</titles
</heads

>

*1: WSP ‘PDU Type : Reply’ : reply the content access
“Status : 200 OK’ means success of download

*2 : content location and length

*3 : html data itself

Discover What's Possible™ Slide 27 Anri tsu
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Packet Communication (WAP-HTML)

Protacol  Info b
o s WSP Reply (Ox04): 200 oK (0x20) (text/ -
TR ACK

Protocol Sequence i _ iy
(WTP Ack) ié.rrame & (60 bytes on wire, 60 bytes capture;) I

@ Ethernet II, Src: 00:00:91:03:18:15, DST: 00:10:71:00:56:h9
@ Intermet Protocol, src Addr: 192.168.1.1 (192.168.1.1), bst Addr: 192.168.1.2 (192.168.1.2)
User Datagram Protocol, 3rc Port: 49152 (49152), Dst Port: 9201 (9201}
= wireless Transaction protocol, Pou: ACK (3)
1 continue Flag: TPI Present
‘VSP [ PDU Type: Ack €0x03) | gﬁl
e Tve/Tok flag: False
re-transmission Indicator: First transmission
0... = TID Response: original
[-000 0000 0000 0010 - Transaction ID: 0x0002] e
@ TFI: Option (0x02) 1
vb I P ® TPI: Packet sequence number (0x03)

Destination

1.
68.1.2
.1

*1 : WSP ‘PDU Type : Ack’ : Ack for the WTP result of
first content data block (Transaction ID = 2)

Discover What's Possible™ Slide 28 Anri tsu
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Packet Communication (WAP-HTML)

Protocol Sequence
(WTP Ack)

WSP

WTP

No..  Time | Source Destination
g 0.815858 152.168.1.
7. 555544 i

0 4

10 14.278843

Protocol  Info
WTP+ws WP Ack
WTP-+WS WP ACK
WTP+wS WSF Disconnect (0x05)

o

102.168.1.

s

2l

[ Frame O (60 bytes on wire, 60 bytes captured)
ethernet II, Src: 00:00:91:03:19:15, DsT: 00:10:71:00:56:h9
® Internet Protocol, Src Addr: 102.168.1.1 (102.168.1.1), Dst Addr: 102.168.1.2 (102.168.1.2)
user patagram Protocol, Src Port: 49152 (491520, DST Port: 9201 (92010
= wireless Transaction Protocol, PDU concatenation, PDU court: 2
Sub PDU size: 3
@ wireless Transaction Protocal, PDU: ACK (3)
continue Flag: No TPI *
DU Type: Ack (0x@3) |
ve/Tok flag: False
e-transmission Indicator: First transmission
e e e = TID Response: original
(000 0000 0000 0010 = Transaction ID: OXOOOZ\* 1

*1 : WSP ‘PDU Type : Ack’ : Ack for the WTP result of
second(last) content data block (Transaction ID = 2)

Discover What's Possible™
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Packet Communication (WAP-HTML)

Protocol Sequence
(WSP Disconnect)

WSP

WTP

B8 0.819858 1062.168.1.
G 4.85%544 1062,

192.168.
1%2.168.

WTP+WS WTP Ack
WTP+WS WTP Ack
2 P D15

o

168.1.
1

1.
1.
g

Mo..  Time Source Destination Protocal | Info i

€ i : \*'7 3
[& Frame 10 (60 bytez on wire, 60 bytes captured) ]

= Ethernet II, src: 00:00:91:03:19:15, DsT: 00:10:71:00:56:h9

= Internet Protocol, src addr: 192.168.1.1 (192.168.1.1), Dst Addr: 162.168.1.2 (192.168.1.2)

User Datagram Protocol, Src Port: 49152 ¢49152), DST Port: 92001 (9201)

= wireless Transaction Protocol, FDU: Invoke (13, Transaction Class: Unreliable Invoke without result
o = continue Flag: No TPI

FOU Type: Irvoke (0x0L) l

Trailer Flags: Re-assembly ndt supported (0x03)

= Re-transmission Indicator: First transmission

............ = TID Response: oOriginal

[-000 0000 0000 0011 = Transaction ID: 0x0003) *

i -~ .. = version: current (0x00) 1

TIDNew: TID is valid

u/P flag: user acknowledgement optional

= Reserved: 0x00

.... ..00 = Transaction class: unreliable Inwoke without result (Ox00)

= wireless session protocol, method: Disconnect ¢(Ox05), session ID: O
[[Pou Type: Disconnect (0x05) \*2

Server session ID: O

[

*1 : WTP ‘PDU Type : Invoke’ : request to WSP (request
of “WSP Disconnect’, Transaction ID = 3)

*2 : WSP ‘PDU Type : Disconnect’ : disconnection

Discover What's Possible™
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Packet Communication (WAP-WML)

Protocol Sequence

MS
¥

NW
>

ARP Request(IP)

h N
WSP

WTP

WDP

IP

ARP Reply(IP)

WSP Connect(WSP)

WSP Connect Reply(WSP)
WTP Ack & WSP Get(WTP)

WTP Result(WTP)

WSP Reply(WSP)

WTP Ack(WTP)

WTP Ack & WSP Get(WTP)

WSP Reply(WSP)

A 4

WTP Ack(WTP)

WSP Disconnect(WSP)

A 4

Discover What's Possible™
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Packet Communication (WAP-WML)

Protocol Sequence

Fiter: | | v Expression. Glear Apply
Mo..  Time Source Destination Protocal It 4l
1 0.000000 102.168.1.1 192.168.1.2 WTP+WS WSP Connect (0xQ1)
3 0.029339 192.168.1.1 192.168.1.2 ARP 192.168.1.1 is at 00:00:91:03:19:15
4 0,029551 192.168.1.2 192.168.1.1 WTPHWS WSP ConnactReply (0x02) 5
5 0.359914 192.168.1.1 192.168.1.2 WTPHWS WTP Ack, WSP Get (0x40) http://lQ?k.l
6 0.444060 192.168.1.2 192.168.1.1 WTPHwS WTP Result (unreassembled fragment 0
7 0.444889 192.168.1.2 192.168.1.1 WTPHWS WSP Reply (0x04): 200 OK (0x20)
8 0.719643 192.168.1.1 192.168.1.2 WTPHWS WTP Ack
91.219860 192.168.1.1 192.168.1.2 WTP+WS WTP Ack, WSP Get (0x40) http://192.168
10 1.336886 192.168.1.2 192.168.1.1 WTPHUS WSP Reply (0x04): 200 oK (0x200 (image «
< 3

[# Frame 2 (42 bytes on wire, 42 bytes captured)
® Ethernet II, sr: 00:10:71:00:56:b9, Det: FRff:ffiffiff:ff
= Address Resolution Protocol (recuest)

Hardware type: Ethernet (0x0001)

protocol type: TP (0x0800)

Hardware size: 6

protocol size: 4

opcoche: request (Ox0001)

Sender MAC address: 00:T10:71:00:56:b0 (1592.168.1.2)
sender IP address: 192.168.1.2 (182.168.1.2)

Target MAC address: 00:00:00:00:00:00 (00:00:00_00:00:00)
Target IP address: 192.168.1.1 (182.168.1.1)

*1

*1 : MS(IP : 192.168.1.1) searches the MAC address

of the Server(IP : 192.168.1.2)

Discover What's Possible™
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Packet Communication (WAP-WML)

No..  Time Stures Destination Pratacal  Info &)
Protocol Se uence 1 0.000000 182.168.1.1 192.168.1.2 WTP+WS WSP Connect (0x01) !
2 0.026388 1032.188.1.2 Broadcast ARP who has 192.168.1.17 Tell 102.168.1.2

. 192, 1. 192, 1 WTP+HNS onnectreply
ARP Re 1 5 0.359914 192.168.1.1 192.168.1.2 WTP+WS WTP Ack, WSP GET (Ox40) http: //1;% 68
6 0.444060 182.168.1.2 192.168.1.1 WTP+WS WP Resuh (unreassembled fragme % {
7 0.444899 182.168.1.2 192.168.1.1 WTP+WS WSP REp'\y COx04): 200 oK (0x20) |
8 0.719643 1%2.168.1.1 192.168.1.2 WTPHWS WTP ACk f
G 1.210860 152.168.1.1 162.168.1.2 WTPHWS WTP ACk, WSP GeT (Ox40) http://102.168
10 1.336886 152.168.1.2 1062.168.1.1 WTPHWS WP Rep'\y (Ox04): 200 oK (0x20) Cimage «|

WSP

| >

Frame 3 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:00:91:03:10:15, Dst: 00:10:71:00:56:h3
addrass Resolution Protocol (reply)
‘&] I P Hardware type: Ethernet (0x0001)

Protocol type: IP (0x0B00)
Harcware size: 6
Protocol size: 4
opcode: reply (0x0002)
Sender MAC address: 00:00:91:03:19:15 (192 168.1.1)
sender IP address: 182.168.1.1 (152.168.1.1) * 1
Target MAC address: 00:10:71:00:56:h9 (192.168.1.2)
Targer IP address: 162.168.1.2 (192.168.1.2)

IR

*1 : Server (IP : 192.168.1.2) replies the MAC
address to MS(IP : 192.168.1.1)
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Packet Communication (WAP—WML)

1 Mo - Source Destination Frotocol | Tnfo 2
PrOtOCO Sequence 2 0. 192, ad ake - who has .17 Tell 192.168.1.2
3 0.020539  192.168. 192.168.1.2 ARP  192.168. 1 1'3s at 00:00:91; 03}%9 5~
‘l 7 ( j & ?,'
SP OI I I Iect [ wireless Transaction F‘r\jtucnl POU: Irwoke (1), Transaction class: Reliable Invoke with Relia Al
1
2000 1... - PDU Type: Invoke (Ox0L) ] w4
wo.. .01, = Trafler Flags: Last packet' of| message (Ox01l)
. ...0 = Re-transmission Indicator: First transmission
............ = TID Respanse: original
vv SP L= 000 0000 0000 0101 = Transactinn ID: 0x0005]
. = version: current (Ox00) *1
. = TIDWew: TID is valid
= U/P flag: user acknowledgement required
00.. = Reserved: 0x00
VV I P . ..10 = Transaction Class: Relizhle Invoke with reliable Result (ox02)
E TPI: option (0x02)
= wireless sessfon Protocol, Method: Connect (Ox01), version: 1.0
PDU Type: Connect (0x01)
0001 .... = version (Major 2
. 0000 = Version (Minor):
Capabilities Length: 19
Headers Length: 203
= capabilities
Method MOR: 4
Fush MOR:
Server sDu Size: 256252
c'hent SDU Size: 344250 *3 v

*1: WTP ‘PDU Type : Invoke’ : request to WSP
(Transaction ID = 5)

*2 : WSP ‘PDU Type : Connect’ : WSP connect WSP version
is 1.0

*3 : Size of sending in 1 time
Server SDU Size : 356352
Client SDU Size : 344250

Discover What's Possible™ Slide 34 A n ri tsu
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Packet Communication (WAP-WML)

Protocol Sequence

WSP Conn. Repl

WSP

WTP

Eitter: | | v Expression. Clar Apply
No. . Time | Source Destination Protoonl | Info =
3 0.028539 192.168.1.1 192.168.1.2 ARP  192.168.1.1 95 at 00:00:91:03:19:15
5 0.350014 192.168.1.1 192.168.1.2 WTP+WS WTP Ack, WSP Get (0x40) http:égij.ies v
< I >

[& Frame 4 (8% hytes on wire, 89 bytes captured)
@ Ethernet IT, Src: 00:10:71:00:56:b%, Dst: 00:00:91:03:19:15
Internet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.1 (192.168.1.1)
® User Datagram Protocol, Src Port: 5201 (9201), Dst Port: 49152 (49152)
= wireless Transaction Protocol, PDU: Result (20
[P = Continue Flag: No TPI

FDU Type: Result (0x02) |
= Trailer Flags: Last packet off message (OxQL)
Re-transmission Indicator: First transmission
= TID Response: Response
= Transaction T0: 0x0005] *J
= wireless Session Protocol, Method: ConnectReply (0x#2), Session ID: 3
[PDU Type: Connectreply (oxoz)\*z

Server Session ID: 3
Capabilities Length: 19
Headers Length: 21
= Capabilities
Client sDU Size: 344250
server SDU Size: 356352
@ Protocol Options:
Method MOR: 4
[Malformed Packet: wsp]

*1: WTP ‘PDU Type : Result’ : reply from WSP
( Transaction ID = 5)

*2 : WSP ‘PDU Type : ConnectReply’ : WSP Connect
Reply

Discover What's Possible™
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Packet Communication (WAP-WML)

Protocol Sequence
(WTP Ack & WSP Get)

WSP

WTP

No. . Time Source Destination Protocol  Info
4 0.029551 192.168.1.2 192.168.1 WTP+WS WSP ConnectReply (0x02)
i -

L

[2 wireless Transaction Protocol, PDU concatenation, PDU count: 3
sub PDU size:
@ wireless Transaction Protocol, POU: ACK (3)

0 Continue Flag: MO TPI
[Loma PDU Type: Ack (0x03) |7°

. N ve/Tok flag: False

e-transmission Indicator: First transmission
.... = TID Response: Original o
0101 = Transaction ID: Ox0005]"

L 0 [
sub PDU size: 192
= wireless Transaction Protocel, PoU: Invoke (1), Transaction Class: Reliable Inveke with reliable
1 continue Flag: TPI Presen

PDU Type: Inwvoke (ox01)] %2
railer Flags: Last packet #& message Coxe1) |
re-transmission Indicator: First transmission
0 e e . = TID Response: original
[Lo00 0000 0000 0110 = Transaction 1D: 0x0006] *2
a0 . = version: current (0x00)
IoHew: TID is valid
U/P flag: User Acknowledgement required
00 Reserved: 0x00
. ..10 = Transaction Class: Reliable Invoke with Reliable result (ox02)

@ TPI: option (0x02)
= wireless session protocol, method: Get (Ox40), URI: http://A82.168.1.2/ m]main.wnl

<

*1 : First WTP ‘PDU Type : Ack’ : Ack of previous Reply
(Transaction ID = 5)

*2 : Second WTP ‘PDU Type : Invoke’ : request to WSP
(request of “WSP Get’, Transaction ID = 6)

Discover What's Possible™
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Packet Communication (WAP-WML)

| Destination Pratocal | Info
WT

Protocol Sequence
(WTP Ack & WSP Get)

. = Reszarved: 0x0Q i |
..10 = Transaction class: reliable Invoke with reliable result (0x02)

2] option (0x02)

= wireless Session Protocol, Method: Get (Ox40), URI: http://192.168.1.2/wm1/main, wml

FDU Type: Get (0x40
URI Length: 31 *
V\/ SP URT: http://102.168.1.2/wml madin. wml

= Headers

USEr-AQErt: Mozi | [a/5ME3 (Z105)/5ams0ng
Accept: applicationsvnd.wap.wmlc
Accept: application/vnd.wap.wnlscriptc
\A/ I P Accept: text/vnd.wap.wnl
Accept: image/vnd. wap. whmp *2
Accept: image/png
Accept: image/jpeg
Accept: imagesgyif
Accept: application/vnd. oma. detml
Accept: text/wnd.sun.j2me. app-descriptor
Accept: imagesbmp
Accept: applicationsvnd.wap.multipart.mixed
Accept: %%
Accept-Language: English (en)
Accept-Charset: utf-g
X-VODAFONE-3GPDPCONTEXT  yes v

*1 : WSP ‘PDU Type : Get’ : request the content
URI : path of content

*2 : WSP > Headers >
Accept : supported MIME type
Accept-Language : English
Accept-Charaset : utf-8§(common unicode)
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Packet Communication (WAP-WML)

Protocol  Info

S
1
1!
1

Protocol Sequence SRS s _
(WTP Result) ; Frame 6 (621 bytes on wire, 621 bytes captur:;d) :

Ethernet II, src: 00:10:71:00:56:h9, Dst: 00:00:91:03:19:15
@ Internet Protocol, Src Addr: 192.168.1.2 (182.168.1.2), Dst Addr: 102.168.1.1 (192.168.1.1)

@ User Datagram Protocol, Src Port: 92001 (9201), Dst Port: 49152 (4%152)
= wireless Transaction protocol, PouU: Result (2)

O0... ... continue Flag: No TPI *
VV SP [(00T 0... = POU Type: Result (0x02) ]
| Trailer Flags: MOt Tast packet (0x00) ] *2

Leve veee iee iies = TID Response: Response

[(000 0000 0000 0110 = Transaction ID: 0x0006] * 1
\A/ I P Reassembled n: 7

Payload

*1: WTP ‘PDU Type : Result’ : reply from WSP
(Transaction ID = 6)

*2 : ‘Trailer Flags : Not Last Packet” means the
segmentation of content data had happened
Downloading content is still continuing

Discover What's Possible™ Slide 38 A n ri tsu
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Packet Communication (WAP-WML)

Protocol Sequence
(WSP Reply)

WSP

WTP

Ho. . Tirme Source Destination Protocal  nfo L
6 0.444060 192.168.1.2 152.168.1.1 WTP4WS WTP RESUTT (ur\r‘ea;samb:\ed f;a/g;ﬂent [
70,4 19 7 1 il WTP-+WS WSP Reply (UX04) OR_(0x20)
8 0.719643 192.168.1.1 152.168.1.2 WTPHWS WTP Ack % ~
[@ Frame 7 (123 hytes on wire, 123 bytes captured) A

® EThernet II, src: 00:10:71:00:56:b9, Dst: 00:00:91:03:19:15
¥ Internet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 162.168.1.1 (192.168.1.1)
uUser Datagram Protocal, Sec Port: 8201 (9201), DSt Port: 49152 (49152)
= wireless Transaction protocol, Pou: segmernted Result (&), Packet Sequence Number: 1
= Continue Flag: No TFI e
POU Type: segmented Result (Ox06) | .
Trailer Flags: Last packet of message (Ox0L) PF2
Re-transmissfon Indicatar: First transmission
............ = TID Response: Response L
[ 000 0000 0000 0110 ransaction ID: 0x0008 | * 1
Packet Sequence number: 1
@ [WTP Fragments]
= wireless session protocol, Method: Reply (Ox04), Status: 200 OK (Ox20), Conmtent-Type: text/und.wag
PDU Type: Reply (0x04)
Status: 200 Ok (0x20)
Headers Length: 81
content-Type: text/vnd.wap.wml
= Headers
server: microsoft-I115/5.1
»-Powered-By: ASP.NET
Date: May 24, 2005 12:06:02.000000000
Accept-Ranges: hytes
Last-Modified: Jun 23, 2004 17:26:04.000000000 ~

*1: WTP ‘PDU Type : Segmented Result’ : reply from
WSP (Transaction ID = 6) for the second data block

*2 : ‘Trailer Flags : Last Packet of message’ means the last
part of the content data
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Packet Communication (WAP-WML)

Protocol Sequence
(WSP Reply)

WSP

WTP

WDP

Moo Time Souree Destination Protocol | Info L)
Ehaae i BT dre S i e i e e e e R R T,

6 0.444060 192.168.1.2 192.168.1.1 WTP+WS WTP Result (unreassembled fragment 0)

% 91 3 WTP+ > Reply 200 0K (0X20)

8 0.718643  182,168.1.1 192.168.1.2 WTP+WS WTP Ack ~|
< k1 2

[= wireless session Protocol, Method: Reply (0x04), Status: 200 OK (0x20), COMTENT-Type: Text/und:wap 4|
PDU Type: Reply (0x047)
status: 200 ok (0x20)

Headers Length: 81 *1
content-Type: textvnd.wap.wnl
= Headers

server: microsoft-11s/5.1
X-Powered-By: ASP.NET
Date: May 24, 2005 12:06:02.000000000
Accapt-Ranges: hytas
Last-modified: Jun 23, 2004 17:26?&. 00000000
ETag: "0362db9fhiBc4l:acd”
Content-Length: 569 |
= [extensThTe markup Language
<?xm] version="1.0"7> 1i )
<!DOCTYPE wm1 PUBLIC "—//WAPFORUM//DTD WML 1.1//EN™\rin “http:/swww.wapforum. org/DTo/wml_1.1. xm
<owmn >
= <card id="Main" title="Main Page"»
B <p>

New Signalling Tester *
<br/> 3

MDB4 704 Debut!
<hr/>
<img src="md8a70a.whmp" alt="gitmap error"/s

=

*1 : WSP ‘PDU Type : Reply’ : reply the content access
‘Status : 200 OK’ means success of download

*2 : content length

*3 . wml data itself

Discover What's Possible™

MD8470A-E-E-1

Slide 40 /Znritsu

20




Packet Communication (WAP-WML)

No. . Time Source Destination Protocol | Info =

Protocol Se uence 7 0.444899 192.168.1.2 102.168.1.1 WTP+WS WSP Reply (0x04): 200 OK (0x%20)
(] - E] . 7 WTP ACk =
9 1.219860 192.168.1.1 192.168.1.2 WTP+WS WTP Ack, WSP Get (0x40) http:/@3020168 «

(WTP Ack)

WSP

WTP

I s

© Frame & (60 bytes on wire, 60 bytes captured)

© Etherner II, Src: 00:00:91:03:19:15, DSt: 00:10:71:00:56:hd

® Internet Protocol, Src Addr: 192.168.1.1 (192.168.1.1), Dst Addr: 102.168.1.2 (102.168.1.2)
@ User Datagram Protocol, Src Port: 49152 (49152), Dst port: 3201 (92010

= wireless Transaction Protacal, PDU: ACK (3)

. = Continue Flag: TFI Pressgt
POU Type: Ack (0x03) | 1
Tve/Tok flag: False
P Re-transmission Indicator: First transmission
Ouie weee wvie waas = TID Response: original
[Z000 0000 0000 OLL0 = Transaction 10T OXO0006] sk
® TPI: Option (0x02)
@ TPI: Packet sequence number (0x03)

1o.. .
[LoaL

*1 : WSP ‘PDU Type : Ack’ : Ack for the WTP result of
first content data block (Transaction ID = 6)
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Packet Communication (WAP-WML)

Protocol Sequence
(WTP Ack & WSP Get)

WSP

WTP

Mo, . Tite: Source Destination Protocal  Info =
0.716643  162.168. 162.168.1. 2 WTP+WS WTP ACk
51 R g za WTP+WS WTP ACK, Get_(0x40) http )
10 1.536886 192.168.1. 192.168.1.1 WTP+WS WSP Rep'\y Ox047: 200 Ok #)(10) Zmage 1
¢ i > ¥
§E wireless Transaction Protocal, PDU concatenation, PDU count: 3 %
sub FDU size: 3
= wireless Transaction Protocol, PDU: acK (37
0 continue Flag: Mo TPT
DU Type: Ack (0x03)] %k 1
ve/Tok flag: False
a-transmission Indicatar: First transmission
= TID Response: original *
= Transaction ID: Ox0006] 1
sub PDU size: 136
& wireless Transaction Protocol, PDU: Invoke (1), Transaction Class: Reliable Invoke with Reliable
continue Flag: TPI Present
DU Type: Invoke (0xGL) | |
railer Flags: Last packet message (0x0L) B
e-transmission Indicator: First transmission
= TID Response: original
= Transaction Ib: 0x0007] *2
version: current (0x00)
IDNew: TID is valid
: user Acknowledgement requirad
eserved: 0x00
. ..10 = Transaction Class: rReliable Irvoke with reliable result (0x02)
@ TPI: option (0x02)
= wireless session Protocol, Method: Get (0x40), URL: http://192.168.1.2/wnl /mds470a. whmp v

*1 : WSP ‘PDU Type : Ack’ : Ack for the WTP result of
second(last) content data block (Transaction ID = 6)

*2 : Second WTP ‘PDU Type : Invoke’ : request to WSP
(request of “WSP Get’, Transaction ID = 7)
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Packet Communication (WAP-WML)

No. . ime:

. 715643

Destination Frotocol | Info &

T
20 162.168.1. 2 WTP+WS WTP Ack

Source
152.168.1.1
jl L1

Protocol Sequence
(WTP Ack & WSP Get)

=

ve.. 000, = Reserved: 0x00 &
...... 10 = Transaction Class: Reliable Invoke with Reliable Result (0x02)
@ TPI: option (0x02)
= wireless Session Protocol, Method: Get (0x40), URI: http://192.168.1.2/wm]/mdB470a, whmp

PDU Type: Get (0x40)
URI Length: 35 *1
VV SP URI: http:s/192.168.1.2m1/md8470a. whmp

= Heacers

User—Agent: Mozi1T1a/SMES(Z105),/Samsung
Accept: application/vnd. wap.wmlc

accept: application/vnd. wap.wnlscripte
‘M I P Accept: textnd.wap.wnl *
Accept: image/vnd. wap.whmp 1

Accept: image/png

Accept: image/jpeqg

Accept: image/gif

Accept: applicationsvnd, oma. dd+xm]
Accept: text/vnd.sun, j2me. app-descriptor
Accept: image/bmp

Accept: application/vnd.wap.multipart.mixed
Accept: /%

Accept-Language: English (en)
Accept-Charset: utf-8
X-VODAFONE-3GPDPCONTEXT: yes

*1 : WSP ‘PDU Type : Get’ : request the content

URI : path of content (md8470a.wbmp)

UE uses ‘Get’ for each contents file(this logic is
same as HTTP)

*2 : WSP > Headers >
Accept : supported MIME type
Accept-Language : English
Accept-Charaset : utf-§(common unicode)
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Packet Communication (WAP-WML)

Destinatian Protocol | Info
©192.16 o  WTP+WS WTP Ack, WSP Get (0x40) http
{

Protocol Sequence s e Caiiatants :
(WSP Reply) s : Ea

® Ethernet II, Src: 00:10:71:00:56:b9, Dst: 00:00:91:03:19:15
® Internet Protocol, src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.1 (192.168.1.1)
# user Datagram Protocol, Sec Port: 9201 (9201), DSt Port: 49152 (491520
(= wireless Transaction Protocol, Pou: Result (20
[s] = continue Flag: No TPI
PDU Type: Result (Ox02)
Trailer Flags: Last packet of message (Ox0L) *1
Re-transmission Indicator: First transmission
TID Response: Response
Tramsaction Ip: 0x0007] 5K

WSP

= wireless session Protocol, method: reply (Ox04), Stakus: 200 OK (0x20), Content-Type: image/vnd, wa
VV I P PDU Type: Reply (Ox04)
status: 200 oK (0x200 *
Headers Length: 80 2
content-Type: image/vnd.wap.whmp

= Headers

ervers Microsoft-II5/5.T

X-Powered-By: ASP.NET

Date: May 24, 2003 12:06:02.000000000
Accapt-Ranges: bytes *
Last-modified: Jun 22, 2004 17:30:40.000000000 3
ETag: "0bB45333358c41:acd”
content-Length: 228

Media Type: image/vnd.wap.wbmp (228 bytes)

*1: WTP ‘PDU Type : Result’ : reply from WSP
(Transaction ID = 7)

|

*2 : WSP ‘PDU Type : Reply’ : reply the content access
‘Status : 200 OK’ means success of download
content type : .wbmp (Picture data)

*3 : Content-length : the length of the content

Discover What's Possible™ Slide 44 A n ri tsu

MD8470A-E-E-1

22




Packet Communication (WAP-WML)

Protocol Sequence
(WTP Ack)

WSP

WTP

| Destination Protocal | Info

WTP+WS WSP Reply (0x04): 200 ok (0x20) (image

4 WTP+WS WTP Ak E
. L1 WTR+Ws WSP Disconnect (0x05) * 1

< | >

e

[@ Frame 1L (80 bytes on wire, 60 bytes captured)
© Ethernet II, Src: 00:00:91:03:19:15, DST: 00:10:71:00:56:h9
@ Internet Protocol, Src Addr: 102.168.1.1 (152.168.1.1), Dst Addr: 132.168.1.2 (192.168.1.2)
@ User Datagram Protocol, Sre Port: 49152 (491520, Dst Port: 9201 (92010
= wireless Transaction Protocol, PDU concatenation, PDU count: 2
Sub PoOU size: 3
© Wireless Transaction Protocol, PDU: ACK (3)
1] continua Flag: Mo TPT
DU Type: Ack (0x03)] 5K 1
ve/Tok flag: False
e-transmission Indicator: First transmission
........ = TID Response: original _,
0000 0111 - Transaction I0: Ox0007 |75

[ 000 000d

*1 : WSP ‘PDU Type : Ack’ : Ack for the WTP result of
the content data(Picture data) (Transaction ID = 7)
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Protocol Sequence
(WSP Disconnect)

WSP

WTP

Packet Communication (WAP-WML)

Mo. . Time Source

‘ %0
[@ Frame 12 (60 bytes on wire, 60 bytes captured) =

= wireless Transaction protocol, Pou: Invoke (1), Transaction Class: unreliable Invoke without Result
o

= wireless Session Protocol, Methaed:

*1 : WTP ‘PDU Type : Invoke’ : request to WSP (request
of “WSP Disconnect’, Transaction ID = 3)

*2 : WSP ‘PDU Type : Disconnect’ : disconnection

Destination Frotocol | Info 5

WTP+WS WSP Reply (0x04): 200 oK (0x20) (image
WTP+WS WTP Ack

10 1.336886 192.168.1.2
11 5.610264 o 1

i 52. TP > (0x05)
< i

® Ethernet II, srci 00:00:91:03:19:15, Dst: 00:10:71:00:56:h9

® Internet protocol, src Addr: 162.168.1.1 (192.168.1.1), Dst Addr: 192,168.1.2 (152.168.1.2)
® User Datagram Protaocol, Src Port: 49152 (491520, Dst Port: 9201 (52010

....... = continue Flag: No TPI *
= POU Type: Invoke (Ox01) |
= Trailer Flags: Re-assembly not supported (Ox03)
= Re-transmission Indicator: First transmission
.... = TID Response: original
0 = Transaction I6: 0x0008 5K 1
= version: current (0x00)
= TIDNew: TID is valid
. = Uu/P flag: user acknowledgement optional

Reserved: 0x00
0o Transaction class: unreliable Invoke without rResult (0x00)

Disconnect (0x05), Session ID: 3
[ PDU Type: Disconnect (ox05) \4,2

Server session ID: 3 Q
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Part 2: Video Streaming
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Video Streaming (RTSP)

Protocol Stack

SDP : Session Description Protocol
RTP : Real-time Transfer Protorol
RTCP : Real-time Transfer Control Protocol

RTP/

RTSP RTCP RTSP : Real Time Streaming Protocol
UDP : User Datagram Protocol
TCP UDP TCP : Transmission Control Protocol

IP : Internet Protocol

IP

L2(W-CDMA) : MAC/RLC
MAC : Media Access Control
RLC : Radio Link Control

L2(GSM/GPRS) : DL/
DL : Data Link
L1(W/G) : PHY(Physical Layer)
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Video Streaming (RTSP)

o,

Video Steaming Server

* Supports the video steaming service.
* MD8470A already provides a ‘Darwin Video
Streaming Server’.

All these parts are available in an
external PC

m PCinside of MD8470A4

EEEEEEEEEEEEEN,
File path(default contents) can be

MD8470A4
L RF
= < > Control SW or
2 WNS

defined in the Streaming Server

[

Video Steaming Server Contents

.................................................................................................................................................................
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Video Streaming (RTSP)

M§ NYV
Protocol Sequence < TCP SYN & ACK(TCP) q
Describe(RTSP)
/ Replv(RTSP)
RTSP Il;;l“ é)P Setup (RTSP) >
€ Replv(RTSP)
Setup(RTSP) >
TCePUDP 1 Reply(RTSP)
Plav(RTSP) >
1P ) Reply(RTSP)
¢ Payload(Content downloading : RTP)
>
Teardown(RTSP) >
< Reply(RTSP)
» TCP FIN & ACK & RST(TCP) >
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Video Streaming (RTSP)

Setup

RTP/
RTCP

RTSP

TCP UDP

IP

How to install the video streaming
Server and how to operate :
Please refer to
‘DarwinStreamingServerIntoM
D8470A.doc’

How to operate video streaming
demo on the MD8470A : Please
refer to the demonstration note
(sectionl1-2)

MD8470A-E-E-1
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Video Streaming (RTSP)

Protocol Sequence
(TCP SYN & Ack)

RTP/
RTCP

RTSP

TCP UDP

IP

Ti Source Destination  Protocal  Info 1)
T0.000000 10Z.165.1.1 107.168.1. TCP 6053 > Attp [SVM] Seq=0 Ack=0| Win=3920 -
2 0.000053 102,168.1.2 192.168.1.1 TCP http > 6053 [SvN, ACK] Seg=0 kck=1 win
3 0.259956 102,168.1.1 192.168.1.2 TCP 6053 > http [ACK] Segel Ack=l gx'kn— 920
4 0,320715 192,168.1.1 192.168.1.2 HTTP  GET / HTTP/L.L T
5 0.321380 192.168.1.2 192.168.1.1 HTTP  HTTP/L.1 200 OK (text/html)

6 0.039505 10Z,168.1.1 197.168.1.2 TCP 6053 > http [ACK] Seq=318 Ack=324 win=
7 5.939527 .168.1.1 192.168.1.2 TP [TCP Dup ACK 6#1] 6053 > http [AcK] 3e
8 10.339246 102.168.1.1 102.168.1.2 TCP__ 6053 > http [RST] Seq=5l8 Jc 0209
T17. T68.1.1 I07.168.1. TP 6470 > 534 [SYN] 5eq=0 ACK=0 Winé39200
10 17.378745 192.168.1.2 192.168.1.1 TCP 554 > 6479 [S¥N, ACK] Seq=0 Ark=l wins=
11 17.638649 192.168.1.1 192.168.1.2 TCP 6479 > 554 [ack] seq=l Ack=l %in=39200
12 17.638882 192.168.1.2 192.168.1.1 TP [TCP Dup ACK 10#1] 554 > 6479| [ack] se
13 17.6059105 192.168.1.1 162.168.1.2 RTSP  DESCRIBE rtsp://1982.168.1.2/v.sdp RTSP o

*1 : HTTP content download (Please refer the part 1
‘HTTP’ in detail), at first UE accesses the default.htm
content, then links to the streaming content in this example.
(No.1 to No.5)

*2 : When UE accesses the streaming content link, at first
UE disconnects TCP and wireless connection (No.8)

*3 : then activates TCP and wireless session again. (No.9
to No.12)

MD8470A-E-E-1
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Video Streaming (RTSP)

| Eifter | | v Expression. Olear Asply

Protocol Sequence
(RTSP DESCRIBE)

Source Destination | Protocel  Info

Ethernet II, : 100 119115, 1 00:10:71:00:56:h9

Internet Protocol, Src Addr: 192.168.1.1 (192.168.1.1), Dst Addr: 192.168.1.2 (192.168.1.2)

Transmission Control Protocal, Src Port: 6479 (6479), Dst Port: 554 (5540, seg: 1, ack: 1, Len: 284

real Time streaming Protocol

=@ DESCRIBE rtsp://102.168.1.2/w. sd
a

G

RTP/
RTCP

RTSP/L. 0%

RTSP

IBE
sp://152.168.1.2/v. sdp

Agent: PVP1aYer/s.4\r\n
Accept: applicationfedp\rin
x-wap-profile: http://wap.samsungmobile. com/uaprof/Z105uaProf, rdfyrin
User-network s UNKNOWNNMN
DaviceInfo: MANUF=SAMSUNG; PROC=ARM; MEM=1GMB; 05=PS0S; DISPLAY=\r\n
Timestamp: 253897.3437500\n
e

TCP UDP

IP

*1 : ‘URL’, we can confirm the URL (same as streaming
Server setting), ‘DESCRIBE’ means requesting the detail
content information. Server will reply to this request with
SDP.

*2 :‘C Seq’ is the RTSP’s sequence number. ( ‘C Seq=0")
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Video Streaming (RTSP)

[re .

Source | Destination Pratocal | Info

Protocol Sequence _ e
(RTSP Reply) ;grrame T4 (1414 bytes on wire, 1414 bytes cap‘tured) i

Ethernet II, Src: 00:10:71:00:56:bS, Dst: 00:00:91:03:19:15

RTSP

12

@ Internet Protocol, Src addr: 192.168.1.2 (1%2.168.1.2), Dst Addr: 192.168.1.1 (192.168.1.1)
& Transmission Contraol Protocol, Src Port: 554 (5547, DSt Port: 6479 (6479), seq: 1, ack: 285, Len:

= Real Time Streamin Prnmﬂq]l
= RTSP/1.0 200 OKNWM
Status: 200
RTP/ Server: DE5/5.0.3.2 (Build/452.22.3; PlatForm/win32; Release/Panther; Update/3GPP; J\r\n
RTSP Cseq: 0NN
cache-control: no-cacheyrin
RTCP caontent-length: 988\Wri\n *2

pate: Tue, 24 May 2005 06:55:23 GMTYryn
Expires: Tue, 24 May 2005 06:35:23 GMTNrn
content-Type: application/sdpiriyn
x-Accept-Retransmit: our-retransmityrin
x-Accept-Dynamic-rata: 1\r\n
TCP UDP Content-gase: rtsp://152.168.1.2/w. sdp/Ar\n
N

= session Description protocol

sSession Description Protocol version (v): O
® owner /creator, session Id (o): QTss_Play_List 216638092 216656518 IN IP4 192.168.1.2

session name (s): C:\program Fileshparwin streaming serveriplaylistshwodafoneiwvoda@
@ connection Infarmation (C): IN IP4 0.0.0.0
® Bandwidth Information (h): as:é&4
® Time Description, active time (t): 0 0

IP

*1 : 200 OK’ means RTSP reply

*2 :‘C Seq’ is the RTSP’s sequence number. (C Seq = 0)
we can confirm Streaming Server version
application — type : sdp
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Video Streaming (RTSP)

Protocol Sequence
(RTSP Reply)

RTP/

RTSP prcp

TCP UDP

IP

Destination Protocel  Info

. ! ] 8
content-gase: rtsp://192.168.1.2/M. sdp/Arin
e
= session Description Protocol
session pescription protocol version (ui: 0
® Owner/Creator, Session Id (0): QTS5_Play List 216638092 216656518 IN IP4 192.168.1.2
session wame (s): C:\program Filesy\Darwin streaming server‘pPlaylists\vodafone\wvodad@
Connection Information (c): IN IP4 0.0.0.0
Bandwidth Infarmation (h): as:64
Time Description, active time (t): 0 O
session artribure (a): x-hroadcastcontrol:RTSP
session Attribute (a): mpegd-iod:"data:application/mpegd-iod; basedd, ADTbAE////BI /WOBKOABQI xk VxRN
session Attribute (a): isma-compliance:1,1.0,1
session artribure (a): control:*
Media Description, name and address (m): wideo O RTP/AVP 96
Bandwidth Information (b): as:s1
Media Attribute (a): rtpmap:96 MP4V-ES/30000 * 1
Mmedia attribute (a): control:trackip=1
media attribute (a): cliprect:0,0,144,176
Media attribute (a): fmtp:oe profile-level-id=1; config=0000018008000001650EE040C0CFO000010000000
@ Media attribute (a): mpegd-esid:201
[® Media Description, name and address (m): audioc O RTF/AVF O
@ Bandwidth Information (b): as:13 *
@ Media attribute (a): rtpmap:97 AMR/BO00/1 2
@ Media attribute (a): control:trackip=2
@ Media attribute (a): fmtp:97 octet-align

k3

EEEEEE )

%

*] : There are 2 sessions. One is for video; the other is for
voice. ‘Video’ is MP4 and ‘Track ID=1".

*2 : This is for voice. ‘Voice’ is ‘“AMR’, and ‘Track ID =2’
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Video Streaming (RTSP)

Protocol Sequence
(RTSP SETUP)

RTP/

RTSP RTCP

TCP UDP

IP

No. . Time | Saurce Destination Protocel  Info

14 17.701257 192.168.1. 102.168.1. RTSP/S Reply: RTSP/L.0 200 OK, with sess
15 1t ] 19 i RTSP SETUP. I L1068, 1 )/
192.168.1. RTSP L0200 0K
& I

Frame 15 (294 bytes on wire, 294 bytes captured)
® Ethernet II, Src: 00:00:91:03:19:15, Dst: 00:10:71:00:56:b9
@ Internet protocol, src Addr: 192.168.1.1 ¢(192.168.1.1), Dst Addr: 102.168.1.2 (192.168.1.2)
® Transmission Control protocol, src Port: 6479 (64790, Dst port: 554 (5540, seqg: 285, ack: 1361, Len:
= Real Time Streaming Protocol

= SETUP rtsp://192.168.1.2/v. sdp/trackID=2 RT*/ L 0NN
Method: SETUP 1

URL: rtsp://192.168.1.2/. sdp/trackin=2
Cseq: 1hrn
User-Agent: PvPlayer 3.4%r\n *2
Transport: RTP/aVP;unicast;client_port=7000-7001\r\n
Blocksize: 1400hryn
User-Natwork : URKNOWNY s n
DaviceInfo: MANUF=SAMSUNG; PROC=ARM; MEM=16MB; 05=P505; DISPLAY=Y\r\n
i

*1 : This is the ‘SETUP’ for the ‘Track ID = 2(voice)’.

d

ion
ackr

I~

*2 : In the ‘SETUP’, Client informs the ‘available port
number’. And ‘C Seq = 1. And requests the Server side
port number.
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Video Streaming (RTSP)

No. . Time Source

Destination Pratocol | Info

Protocol Sequence : T— i ——
(RTSP Reply) . " '

| >
[@ Frame 16 (386 bytes on wire, 386 bytes captured
® Etherret II,

i
Src: 00:10:71:00:56:09, Dst: 00:00:91:03:19:15
[ Intermet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.1 (192.168.1.1)
® Transmission Control Protocol, Src Port: 534 (554), Dst Port: 6479 (6479), Seq: 1361, Ack: 523, Len:
= Real Time streaming protocnl
B RTEF/L.0 200 oKW A ;ﬁ

RTP/ Status: 200

Server: D55/5.0.3.2 (Build/452.22.3; platform/win32; Release/Panther; Update/3GPP; J\rwn
RTSP

RTCP cache-control: no-cache\ryn

= session: 89361089572884%\r\n sk
session: 89361080572884
Date: Tue, 24 May 2005 06:55:23 GMTA\r\n
Expires: Tue, 24 May 2005 06:55:23 GMThryn

Transport: RTR/AVP;unicast;source=192.168.1.2;client_port=7000-7001; server_port=6970-6971%\\n
TCP UDP -

it *1 : This is the ‘Reply’ of ‘SETUP(Track ID =2 : voice)’.

‘RTSP/1.0 200 OK’ means ‘Reply’

*2:°C Seq=1", and Server informs the session number for
the ‘Track ID = 2’, and also informs the port number
(Server side : 6970-6971, Client 7000-7001).

Discover What's Possible™
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Video Streaming (RTSP)

Protocol Sequence |
(RTSP SETUP) :

[ Frame 17 (3156 bytes on wire, 319 bytes capturedy

w Ethernet II, src: 00:00:91:03:19:15, DST: 00:10:71:00:56:bG

@ Internet Protocol, Src Addr: 162.168.1.1 (192.168.1.1), Dst Addr: 192,168.1.2 (152.168.1.
@ Transmission Control Protocol, Src Port: 6475 (647%), Dst Port:
= Real Time streaming Protocol

[7 SETUP rtsp:

1592.168.1.2/. sdp/trackID=1 RTSF/L. 0NN *
method: SETUP 1
RTP/ URL: rtsp://102.168.1.2/v.sdp/trackip=1
RTSP csza 7
RTCP |2 Session: B9361089572884%r\n
Session: 89361083572884
User-agent: PvPlayer 3.4%\n *2

Transport: RTP/AVP;unicast;client port=7002-7003%\n
Blocksize: 1400%rwn

User-network: UNKNOWNLIY
TCP I]DP peviceInfor MANUF=SAMSUNG; PROC=ARM;MEM=18MB; 0S=P505; DISPLAY=Yr\n
N

Destination Protocal | Tnfo

TZP/1.0 200 OK

2
594 (5540, Seq: 525, Ack: 16%3, Len:

it *1 : This is the ‘SETUP’ for the “Track ID = 1(video)’.

*2 : In the ‘SETUP’, Client informs the ‘available port

number’. And ‘C Seq =2’. And requests the Server side
port number.

Discover What's Possible™
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Video Streaming (RTSP)

Protocol Sequence
(RTSP Reply)

RTP/

RTSP prcp

TCP UDP

IP

| v Epression. Glear Apply

Eilter: |

No.. | Time Source | Destination Protocal | Info )
17 18. 578966 192.168.1.1 192.168.1.2 KTSF  SETUP rtsp://182.168.1.2/v.sdp/trackIp=1 RT |
19 19.178528 192.168.1.1 192.168.1.2 TCP 6479 > 554 [ACK] 580=790 Ack=2025 win=39200 V|

& I &
(@ Frame 18 (386 bytes on wire, 386 bytes captured)
® Etherret II, srer 00:10:71:00:56:h9, DSt: 00:00:91:03:19:15
@ Internet protocol, src Addr: 192.168.1.2 (192.168.1.2), DsT addri 192,168.1.1 (192.168.1.1)
® Transmission Control Protocol, src Port: 554 €554), DSt Port: 6479 (647%), Seq: 1693, Ack: 790, Len: 332
= Real Time streaming protpcal
E] @59 1.0 200 ORNF YA >E
status: 200

Server: De5/5.0.%.7 (Build/452.22.3; platform/win32; Releasefpanther; update/3GPR; J\rin

Cseq: 2vm\n

= session: BU3GLOBASTZEB4\r\n
Session: 89361089572884

Cache-control: no-cache\r\n

Date: Tue, 24 May 2005 06:55:23 GMTYr\n

Expires: Tue, 24 May 2005 06:55:23 GMT\r\n

Transport: RTP/ave;unicast;source=102.168.1.2;client_port=7002-700%;server_port=6070-6071\r\n

G

*2

*1 : This is the ‘Reply’ of ‘SETUP(Track ID =1 : video)’.
‘RTSP/1.0 200 OK’ means ‘Reply’
*2:‘C Seq=2", and Server informs the session number for

the “Track ID =2’, and also informs the port number
(Server side : 6970-6971, Client 7002-7003).

Discover What's Possible™

MD8470A-E-E-1

/inritsu

Slide 59

Video

Streaming (RTSP)

Protocol Sequence
(RTSP PLAY)

Filter: | | v Expression. Clear Apply
Moo Time Source Desstination Pratocol - Tt &
19 19.178528 192.168.1.1 192,168,1.2 TCP 6479 3 554 [ACK] Seq-790 Ack-2025 win-39200
21 19.239450 192.168.1.2 152.168.1.1 RTSP  Reply: RTSP/1.0 200 OK v

< 3

RTP/

RTSP RTCP

TCP UDP

IP

Frame 20 €152 bytes on wire, 152 bytes captured)
& Ethernet IT, Src: 00:00:891:03:19:15, Dst: 00:10:71:00:56:b9
Internet protocol, src Addr: 192,168.1.1 (192.168.1,1), DsT Addr: 192,168.1.2 (192.168.1,2)
@ Transmission control pProtocol, src Port: 6470 (6479), Dst Port: 554 (554), seq: 790, Ack: 2025, Len: 98
= Real Time streaming Protocol
= FLAY rtsp://182.168.1.2/v.sdp RTSF/L.0%ran * 1
*2

Method: PLAY
URL: rtsp://192.168.1.2/v.sdp
Cseq: 3wrwn
= session: BOZGLOBGITZEB4\r\n
Session: B9361089572884
Range: npt=0. D00000-"F i
AT

*1: ‘PLAY’ means ‘start the video streaming content’.

*2:‘C Seq=3". And ‘PLAY’ with added session number

Discover What's Possible™
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Video Streaming (RTSP)

Source Destination Protocol | Info

Protocol SeqUeNCe | i i mmsis E I
(RTSP Reply) . ‘ —

= Frame 21 (200 hytes on wire, 200 bytes captured)

@ Ethernet II, src: 00:10:71:00:56:b®, DST: 00:00:01:03:10:15

Internet Frotocol, Src Addr: 102.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.1 (192.168.1.1)

© Transmission Control Protocol, Src Port: 554 (554), DST Port: 6479 (6479), Seq: 2025, Ack: 888, Len: 245

= Real Time Streaming Protpcol
= RTSP/1.0 200 ok\r\n >§ 1
status: 200
RTP/ server: 055/5.0.3.2 (Build/452.22.3; Platform/win3z; Rreleases/Panther; update/3GPP; Jhrin
Cseq: 3yryn
RTSP = Session: 89361089572884%m\n
RTCP Session: 89361089572884 %

Range: nprt=now-Yrin 2

RTP Info: url-rtsp://192.168.1.2/v. sdp/rrackin=2,url-rtsp: //192.168.1. 2/v. sdp/trackIn=1\r\n

TCP UDP .
*1 : This is the ‘Reply’ of ‘PLAY’. ‘RTSP/1.0 200 OK”’
means ‘Reply(Start the video streaming)’

IP

*2:‘CSeq=3", ‘PLAY’ with added session number and
both ‘Track ID =1’ and ‘Track ID =2’.

/inritsu
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Video Streaming (RTSP)

Protocal | fo

Protocol Sequence | _ -
(RTP Payload) I'a:rama 72 (628 .hy'tai r.ur; wir‘e,. .629 b);tai capt‘ur‘ed)‘ -

® Ethernmer IT, src: 00:10:71:00:56:b9, DST: 00:00:91:03:1%:

AVLSUR RISESL
RTSP

e (8

115
& Internet protecal, sro Addr: 102.168.1.2 (102.168.1.2), pst Addr: 102 .1 (192.168.1.1)
& User Datagram Protocol, Src port: 6 16970), Dst_Port: 7002 (7002)

=[real-Time Transport protocol
= [[stream setup by RTSP (frame 18)]
[setup frame: 18]
Setyl Methnd RTSP] Z’)
RTP/ 10. Version: RFC 1889 version

- Paddi ng: False
RTCP

RTSP

Extension: False

contributing source identifiers count: 0
marker: True

Payload type: unknown (36)

Sequence number: 60838

Timestamp: 863397351

synchromization source identifier: 216656599
T( :P l DP Payload: 0D0D001B654330491880143504 24 AB30ABFB4256AB1BFEE66. . .

*1 : The video streaming content is downloaded with ‘RTP’
protocol.

IP

*2 1 ‘frame 18’ means ‘Line No. 18 (SETUP for Track ID =
video). You can confirm this (for Track ID = 1) with the
port number information (7002).

Discover What's Possible™
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Video Streaming (RTSP)

Protocol

Destination Protacal | Info
RiE Py TUAU Lype=UnETIown oty SaK.

- L) . ey
Sequence SRR B B

R I P Pa load Frame 74 (215 Bytes on wire, 215 Bytes captured)
® Ethernet IT, Src: 00:10:71:00:56:b%, Dst: 00:00:91:03:19:15

[ Interner protocol, sro Addr

& user Datagram Protocol, src

168.1.2 (192.168.1.2), DST Addr: 192* .1 (192.168.1.1)
6970 (5070, [Dst Port: 7000 (7000)
= [ReaT-Time Transport Protoco

H[[Stream setup by RISP (Trame 16)]

Setup Frame: 16
[Setup Method: RTSP] Z
RTP/ 10.. . = version: RFC 1888 version42)
RTSP 0. . = Padding: False
RTCP o Extension: False

= contributing source fdentifiers count: O
. = Marker: False

type: unknown (97)

Sequance number: 62514

Timestamp: 76774278

synchronization source identifier: 219644310

T( P l DP Payload: FOBCBCBCEC3C28967AFB807DEIPELED] SF10546D71515427. . .

*1 : The video streaming content is downloaded with ‘RTP’
protocol.

IP

*2 1 ‘frame 18’ means ‘Line No. 16 (SETUP for Track ID =
2 : video). You can confirm this (for Track ID = 2) with the
port number information (7000).

Discover What's Possible™
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Video Streaming (RTSP)

Mo..  Time Source Destination Protocel | Infa
= 98 ZU.45/845 LYl 108012 o Loz los 1.1 CORIF Fayload Type=unknown (9o, SSRL=Z1obanidd,
rOtOCO e | Ience 50 20,524204 102.168.1.2 192.168.1.1 nknown (970, SSRC-216644310,
60 20.524636 192.168.1.2 102.168.1.1 S5RC=216656500,
61 20.500545 192,168.1.2 192.168.1.1 SSRC-216656599,
62 20.623755 192.168.1.2 102.168.1.1
RTP Pa load 63 20.624034 192,168.1.2 192.168.1.1

64 20.624250 192.168.1.2 102.168.1.1 nknown €073, SSRC=216644310,
65 20.556821 192,168.1.2 192.168.1.1 RTP nknown (963, SSRC-216656599,
66 20.723920 192.168.1.2 192.168.1.1 RTP nknown (973, SSRC=216644310,
67 20.724260 102.168.1.2 102.168.1.1 RTP =unknown (96, SSRC=216656500,

68 20.798470 192.168.1.1 102.168.1.2 Receiver Report
60 20.802161 102.168.1.2 102.168.1.1 payload type=unkndhn £96), sSRC=216656500,

70 20.818462 192.168.1.1 102.168.1.2 Receiver Report
RTP/ 71 20.824380 102.168.1.2 102.168.1.1 RTP  Pa Type=url (07), SSRC=216644310,
72 20.857384 192.168.1.2 192.168.1.1 RTP  Payload typ €963, S5RC=216656500,
RTSP 73 20024547 102,168.1.2 102.168.1.1 RTP  Payload typ (973, ssRC=216644310,
74 20.524891 192.168.1.2 192.168.1.1 RTP  Payload typ €963, S5RC-216656590,
RTCP 75 20.080704 192.168.1.2 102.168.1.1 RTP Payload typ €063, S3RC=216656500,
76 21.023871 192.168.1.2 192.168.1.1 RTP  Payload typ ¢o79, SSRC-216644310,
77 71057211 192.168.1.2 102.168.1.1 RTP  Payload type=Unknown €96), SSRC=216656500,
78 21.124192 192.168.1.2 192.168.1.1 RTP  Payload typ ¢o79, SSRC-216644310,
79 71.124535 192.168.1.2 102.168.1.1 RTP Payload typ €063, S3RC-216656500,
80 21.190416 192.168.1.2 192.168.1.1 RTP  Payload typ €969, S5RC-216656500,
TCP DP 81 21.180511 192.168.1.2 192.168.1.1 RTP Payload typ €96), SSRC=216656599,
[] 82 71.190546 192.168.1.2 192.168.1.1 RTP  Payload type-unknown (96, SSRC-216656599,

*1
*2

sometimes there are some ‘Sender Reports’.

IP

sometimes there are some ‘Receiver Reports’.

Discover What's Possible™
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Video Streaming (RTSP)

Protocol Sequence | je= i
(RTSP TEARDOWN)

102.168.1. 2/v. sdp RTSP/L. 0%
Method: TEARDOWN
RTP/ URL: risp:
RTSP session: 89361089572884%\r\n
RTCP Session: B9351089572884

TCP UDP

IP

Discover What's Possible™

as capturad)

DST: 00:10:71:00:56:09
= Internet protocol, Src addr: 152.168.1.1 (192.168.1.1), Dst addr: 192.168.1.2 (192.168.1.2)
@ Transmission Control Protacol, Src Port: 6479 (6479), Dst Port: 554 (554), Seq: 888, Ack: 2270, Len:
= real Time Streaming protocol

E[TEARDOWN rtsp: % 1

Connection: closetrin 2
N

53 wir
[ ETherner IT, src: 00:00:91:0

3:19:15,

102.168.1. 2/v. sdp
CSeq: 4\rin

*1 : “TEARDOWN’ means ‘Request to stop the video
streaming’.

*2:°C Seq=4". And ‘TEARDOWN’ with added session
number

MD8470A-E-E-1
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(RTSP Reply)

Video Streaming (RTSP)

Protocol Sequence

No. | Time Source

Destination

Protacal | nfo

SP

iy 5 . . -
TEAS
940 50.837087 192.168.1.2

192.168.1.1

[
554 > 6479 [FIN, ACK] Sej=2428 Ack=987 win=

Discover What's Possible™

RTSP RTP/

RTCP

TCP UDP

IP

5 i
@ Frame 939 (212 bytes on wire, 212 hytes captured)

@ Ethernet II, src: 00:10:71:00:36:b, DST: 00:00:01:03:10:15

® Internet Protocol,

src addr: 162.168.1.2 (192.168.1.2), Dst Addr: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, src POrt: 554 (554), DST Port: 6479 (6479), Seq: 2270, Ack: 987, Len: 158
= Real Time streaming protpcol
=[RTSPAL.0 200 OKNFAR >§ 1
Status: 200
Server: DS5/5.0.3.2 (Build/452.22.3; PlatformAvini2; Release/Panther; update/3GPP; JNrin
Cseq: 4vr\n
©|session: 89361089572884%\r\n *
session: 8931089572884 2
connection: Closevrin
A

*1 : This is the ‘Reply’ of “TEARDOWN?’. ‘RTSP/1.0 200
OK’ means ‘Reply(Stop video streaming)’

*2:‘CSeq=4", ‘TEARDOWN’ with added session
number.
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Video Streaming (RTSP)

(TCP FIN & Ack

Protocol Sequence

Mo..  Time Saurce Destination Frotacal  Tnfn L

035 50.836078 102.148.1.2 168.1. RTSP  Reply: RTsP/L.
[ . 554 > 6479 [FIN, AC|

103,
192

& RST)

<

RTSP

TCP

IP

= Frame 944 (80 bytes on wire, &0 bytes captured)
@ EThernet II, Src: 00:00:91:03:19:15, DST: 00:10:71:00:56:h9

@ Internet Protocol, Src Addr: 192.168.1.1 (192.168.1.1), Dst Addr: 192.168.1.2 (192.168.1.2)

= Transmission Control protocol, src Port: €479 (8479), Dst Port: 554 (554), seq: 988, Ack: 3370548527, Len:

Source port: 6479 (6479)
RTP/ pestination port: 554 (554)
Seguence number: 988 (relative seguence number)
Headsr Tength: 20 bytes

RTCP = Flags: 0x0004 (RST)
0., - Congestion window Reduced (CWR): Mot set

0 = ECN-Echo: MOt set
.. = Urgent: NoT set
= acknowledgment: wot set
= Push: NOT set
= Reset: Set
= Syn: Not set
0 = Fin: Not set
window size: 36200
Checksum: 0x12df (correct)

*Line940 : FIN means ‘request to disconnect’, and Ack
means ‘Ack for previous TEARDOWN’. (UE to Server)

UDP

*Line941 : Retransmit of Line 9397

*Line942 : FIN means ‘request to disconnect’, and Ack
means ‘Ack for previous ‘Reply of TEARDOWN” (Server

to UE)
*Line943,944 : Ack for previous TCP and RST(disconnect)

Discover What's Possible™
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Part 3: Video Telephony
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Video Telephony

Protocol Stack

3G H324M

H.245

H.263/ SRP/
AMR NSRP

H.223

3G H324M : 3G 324M consist of ‘H.245’ and
‘H.263/AMR’ (Multiplexing in H.223)

H.245 : Protocol for the ‘control” part of video
telephony

H.263 : Protocol for the ‘video’ part of the
video telephony

AMR : Protocol for the ‘Voice’ part of the
video telephony

H.223 : Protocol for multiplexing ‘H.245” and
‘H.263/AMR’.

L2(W-CDMA) : MAC /RLC
MAC : Media Access Control
RLC : Radio Link Control

L2(GSM/GPRS) : DL/
DL : Data Link
L1(W /G) : PHY(Physical Layer)

Discover What's Possible™ Slide 69 ‘ Anri tsu
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Video Telephony
ISDN Terminal In this method, MD8470A sends
Method through all 3G 324M data to ISDN

3G 324M

H.263/ SRP/
AMR NSRP

H.223

terminal.

H.245 [

H.263/ SRP/

( AMR NSRP

>  H223

We can monitor H.245

log via Ethereal.
MS MDS8470A ISDN Terminal
Discover What's Possible™ Slide 70 A n ri tsu
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Loopback
Method

3G 324M

H.245

H.263/ SRP/
AMR NSRP

H.223

i

MS

Video Telephony

We can monitor H.245
log via Ethereal.

H.245

o

Loop SRP/
back NSRP

H.223

MDg8470A

In this method,
MD8470A has the
following functions:

1. MD8470A’s H.245
sends a response for
the command from
MS (always waiting
for MS command)

2. The content of
MD8470A’s response
message is just
copying from the
command message
from MS

3. SRP is used in the case
of ‘Command’; NSRP
is used in the case of
‘Response’.

Discover What's Possible™
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Video Telephony

General Protocol MS NW
Sequence ) >
TerminalCapabilitySet/Ack >
3G H324M
H.245
MasterSlaveDetermination/Ack >
H.263/ SRP/
AMR NSRP
H.223 ’ OpenLogicalChannel/Ack >
MultiplexEntrySend/Ack R
>
There are some more messages, but these 4 messages are important
for connecting video Telephony.
Discover What's Possible™ Slide 72 A n ri tsu
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Video Telephony

Protocol Sequence |MS NW
(TerminalCapabilitySet) < >
TerminalCapabilitySet (SRP Command)
3G H324M (NSRP Response)
H245 | [¢
TerminalCapabilitySet (SRP Command)
H.263/ SRP/
AMR NSRP (NSRP Response) R
H.223 TerminalCapabilitySetAck (SRP Command)
(NSRP Response)
TerminalCapabilitySetAck (SRP Command)
(NSRP Response) R
Discover What's Possible™ Siide 73 Anr i tsu
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Video Telephony
Protocol Sequence |MS NW
(MasterSlaveDetermination) < >
MasterSlaveDetermination (SRP Command)
3G H324M (NSRP Response)
H245( [¢
MasterSlaveDetermination (SRP Command)
H.263/ SRP/
AMR NSRP (NSRP Response) R
H.223 MasterSlaveDeterminationAck (SRP Command) >

(NSRP Response)

<MasterSlaveDeterminationAck (SRP Command)

(NSRP Response)

Discover What's Possible™
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Video Telephony
Protocol Sequence |MS NW
(OpenLogicalChannel) < >
OpenLogicalChannel (SRP Command)
3G H324M (NSRP Response)
H245 | [¢
OpenLogicalChannel (SRP Command)
H.263/ SRP/
AMR NSRP (NSRP Response) R
H.223 OpenLogicalChannelAck (SRP Command)
(NSRP Response)
OpenLogicalChannelAck (SRP Command)
(NSRP Response) R
There are for both ‘video’ and ‘Voice’ separately.
Discover What's Possible™ Siide 75 Anr i tsu
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Video Telephony
Protocol Sequence |MS NW
(MultiplexEntrySend) < >
MultiplexEntrySend (SRP Command)
3G H324M (NSRP Response)
H245( [¢
MultiplexEntrySend (SRP Command)
H.263/ SRP/
AMR NSRP (NSRP Response) R
H.223 MultiplexEntrySendAck (SRP Command)
(NSRP Response)
MultiplexEntrySendAck (SRP Command)
(NSRP Response) R
Discover What's Possible™ Siide 76 Anr i tsu
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Part 4: SMS
(Single SMS, Concatenated SMS)

Discover What's Possible™ Slide 77 ‘ A n ri tsu
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SMS (SMS — single SMS)

Protocol Stack

TP : Transfer Protocol
RP : Relay Protocol
CP : Control Protocol

TP

L2(W-CDMA) : MAC / RLC
MAC : Media Access Control
RLC : Radio Link Control

L2(GSM/GPRS) : DL/

DL : Data Link
L1(W/G) : PHY(Physical Layer)
Discover What's Possible™ Slide 78 A nri tsu
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SMS (SMS — single SMS)

CP data is terminated in the network
RP data is terminated in the SMSC (SMS center)

Protocol Stack

MD8470A-E-E-1

- TP data communicates between MSs -

TP « » TP

b N
RP <« » RP « » RP
b N b N
—> 4+—>
i .CP i .CP .CP
MS NW SMSC NW MS
Discover What's Possible™ Slide 79 ‘ Anri tsu

Signalling Message (NAS message) structure

SMS data structure

MD8470A-E-E-1

bit no.
Num. Of Octets 765432 71 o0 : :
1 Tl flag| Tlvalue | Protocol Discriminator Field Name supported in
1 CP-Message type Tlflag + Tl value Scenario
1 spare(OSP'UD 'e"gthl = Protocol Discriminator| SMS Library
1 RP-MR CP-Message Type SMS Library
n Ei‘gﬁ CP-UD Length SMS Library
n - g
1 RP-UD _ lengih RP-MTI SMS Library
n RP-UD RP-MR SMS Library
RP-UD structure RP-OA Scenario
1)SMS sending RP-DA Scenario
bit no.
Num. Of Octets 765232710
1 TP-RP [uoki [1P-sRi|  unused  [rawws | TP-MTI -
2t0 12 TP-OA RP-UDL SMS Library
1 'rT:gclzDs TP-RP SMS Library
- TPSCTS TP-UDHI SMS L!brary
1 TP-UDL TP-SRI SMS Library
Oto 140 TP-UD TP-MMS SMS Library
2)SMS receiving iE-CN)I;I ?N:(S é—;cl)gaéy
bit no. = aKe:
mmooee e s e s T2 TaTe TP-PID FakeSMSC
TP-RP [TPunh [7e- TP-VPF__|[TPRD| TP-MTI
i R TP-DCS FakeSMSC
2t0 12 TP-DA TP-SCTS FakeSMSC
1 TP-PID -
7 TPDCS TP-UDL SMS Library
0,1or7 TP-VP TP-UDH FakeSMSC
1 TP-UDL TP-UD SMS data
0to 140 TP-UD
Discover What's Possible Slide 80 Anrltsu
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SMS (SMS — single SMS)

MS

NW

Protocol Sequence
g
TP
RP p SMS (sending SMS : TP)
CP-Ack(CP) >
RP-Ack(RP) >
CP-Ack(CP)
g
Discover What's Possible™ Slide 81 ‘ A n ri tsu
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SMS SMS — smgle SMS)

Protocol Sequence
(sending SMS : TP)

TP

RP

llllllll

sage

=00 Type=0xd031 Type? = 000 Ui = D00

Ch \ 0 45 CH N = 0403 Optl = 020000 Op2 = 040000 Message Length = 177 bytes

FRC | MAS [sMs |

Field Valug Type
a@l * 1 DMEION
Tral itifizr W
Tifag The message is sent from the side that originates the TI CHOICE
TIO Tivalue 0 CHOICE
SMs msaaagza pmm:m discrimina ttor v
rinate a FD
cp- DATA Message tne v
n Ws6
[EXR u u I * %
=} O tetl DIVISION
=} O tot tZ Octef IZAE DIVISION
l RPDU o 0405892143F5000050504267172 ‘OCTETARR’AV

*1 : we can confirm the CP layer data. We can see the CP
layer data on the ‘NAS’ tag (RP, TP layer data on the

‘SMS’ tag)

*2 : we can see the raw RP layer data

Discover What's Possible™
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SMS (SMS — single SMS)

Protocol Sequence
(sending SMS : TP)

TP

RP

Primitive Channel

HMessage

Sender = 0470 Rieceiver = Dzl Type = 044031 Type2 = 0400 Uit = 0:00
Channel = 0445 CH_No = 0403 0pf1 = 040000 Dpt2 = 040000 Message Length = 177 bytes
RRC | NAS | SMS |
Field Valug Desctiption
Spare 00000
[RP-Message Tyoe 01 RF-DATA(N->ms) | %k
RP-Message Reference 0 1
& RP-Originator Address
& RP-Destination Address
= RP-User Data
Length of RP-User Data 156
TP-MTI 0o SMS-DELIVER(SC to MS)
TP-MMS 1 Mo more messages are wailing for the MS in this 5C
Spare 00
TP-SRI 0 A status report shall not be returmed 1o the SHE
TP-UDHI 0 The TP-UD field contains only the short message
TP-RP 0 TP-Reply-Path parameter is not setin this SMS-SUBMITIDELIVER
TP-OA
TP-PID
TP-DCS
- BitT-6 00 General Data Coding indication
- Indicates the text 0 Indlieates the textis Untompressed
- Indic ates message class 0 Have no message tlass
~Alphabet 00 BN 7 bt Gefait Apnanet | Sf 2
- Message class 0o Class 0
TP-5GTE 50504261720463
TP-UDL 160 Length ofthe TP-User-Data rﬂe?’nnnw
[fP-un E170361C0E87CIET ]

*1 : we can confirm the RP layer data (from NW to MS)

*2 : we can see the TP layer data (SMS Deliver, 7bit default alphabet,
message class, SMS data itself, e.t.c. ... Message class is from 0 to 3. ‘0’
means ‘Display as soon as possible’. ‘1’ means ‘Store the selected
devices(SIM or memory)’. ‘2’ means ‘Store the SIM’. ‘3’ means
‘Forwarding to PC or PDA connected with MS.)

Discover What's Possible™
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SMS (SMS — single SMS)

Protocol Sequence
(CP Ack : CP)

[per - macmc - T 13fmms] | cnamer

U DCCH 3

Primitive Hessage

MAC_DATA_IND

|| Sender=0x40 Receiver =070 Type = 0s4131 Type? = 000 Uit = 000
Channel = 0405 CH_No = 0403 Opi1 = 040000 OpiZ = D+0000 Message Lengih = 10 bytes

FRC | eS|
Field Valug Type
= CP-ACK DIMSION
= Transaction \de*el W
- Tiflag The message is sentto the side that originates the Tl CHOICE
TIo Tivalue 0 CHOICE
TP = SMS messaues protocol discriminator W
. Protocal Diserinminator 9 PD
[ CP-ACK Message tpe v
. Message type % 1 MSG

*1 : we can confirm the CP Ack data (from MS to NW).
This is just CP layer(no RP, TP layer data) data.
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SMS (SMS — smgle SMS)

Protocol Sequence

(RP Ack : RP)

[y - mcre - ® Lafprs] Prinitive Channel

u DCCH 3

Hessage

MAC_DATA_IND

ender = Okdl Receiver = 0x70 Type = Oxd131 Typ W00 Unit = 0x00
Channel = 0+C5 CH_No = 0x03 Opf1 = 0x0000 DplZ 00000 Message Lengh = 13 bytes

ARC | MAS [ sMs

TP

Field value Type
= CP-DATA DIVISION
<. Transaction idertier v
. Tiflag The message is senttothe side.. CHOICE
H IO Tlvalue 0 CHOICE
E.SMS messages protocol distriminatar v
. FProtocol Discriminator 9 PD
£ CP-DATA Message ype v
. Messapetype 0 MsG
= CP-User dafa LV
= Octet! DIVISION *
Length indicator 2 LEN 1
= Octet?-Octet245 DIVISION
- RPDU 0200 OCTETARRAY
Y - mc R - TE 13[BTs] Primrive | cnamner Hessage

—»

MAC_DATA_TND

U DCCH 3

Sender = 0440 Recsiver = 0¢70 Type = Ovd131 Type2 = 0400 Unit = 0400
Channel = 0sC5 CH_No = 0503 Optl = x0000 Dplz 050000 Message Length = 13 bytes

RRC | MAS | SMS |

Field Value Deseription

= CP-User data
.. Bpare 00000
- [RPmessage Type 010 RP-ACK(ms-=n) | *2
| RP-Message Reference o

" RP-User Data

*1 : we can confirm the RP raw data (from MS to NW).
*2 : This is RP Ack data (from MS to NW)
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SMS (SMS — smgle SMS)

Protocol Sequence

(CP Ack : CP)

TP

Primitive

0

Chammel
D DCH 0

Message |

[per - macric - e Lafems]

BHY D

Sender = 470 Receiver = 0440 Type = 044031 Type = 0400 Lirit = 0400
Channel = (445 CH_No = 0x03 Optl = 0x0000 Opi2 = (0000 Message Lenglh = 10 bytes
RAC | Nes |
Field Value Type
= OP-ACK DMIZION
= Transaction identifier W
1ay The message is sent from the side that originates the Ti CHOIGE
LTI0 Tivalug 0 CHOICE
= BMS messages prolocel discriminator Y
. Protacol DI ] FD
= GP-ACK Message e v oIk 1
. Message type 04 MSG

*1 : we can confirm the CP Ack data for previous RP Ack
(from NW to MS). This is just CP layer(no RP, TP layer
data) data.
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SMS (SMS — Concatenated)

Protocol Sequence

TP

MS | Just repeating the SMS sequence NW
g
p SMS (sending SMS : TP) '\
CP-Ack(CP) \ A
RP-Ack(RP) )
CP-Ack(CP) /
SMS (sending SMS : TP) \
CP-Ack(CP) \
RP-Ack(RP) /2" .
’ CP-Ack(CP) /
< g

Discover What's Possible™
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SMS (SMS — Concatenated)

PHY -

Protocol Sequence
(sending SMS : TP)

D DCCH 3

= 0440 Type = AD31 Type2 = 0400 Unit = 000
S s No - 403 D = 0000 03 = B:0000 Messspe Lonath =177 btes

RRC | N85 sMs

TP

RP

Field

Valug Tine

= CP-DATA DMISION
=] Tvansattml?heilﬂev v
L Tiflag The messane is sentfrom the side that originates the TI CHOICE
T Tlvalue 0 CHOICE
= 5MS messages protocol discriminal tor Y
*-- Protacel Discriminatar 9 FD
& P DATAMessage type ¥
a0e 01 M3G
@ * 1 L
ERLE] * DIVISION
 [Length indicator 168 | 1 LEN
= Oclet2-Octet24d DIMISION
RPDU 0101 4005897856F: 261922.. \oc*r@mv

*1 : we can confirm the CP layer data. We can see the CP

layer data on the ‘NAS’ tag (RP, TP layer data on the

‘SMS’ tag)

*2 : we can see the raw RP layer data

Discover What's Possible™

MD8470A-E-E-1

Slide 88

/inritsu

44




SMS (SMS — Concatenated)

Protocol Sequence
(sending SMS : TP)

TP

RP

PHY - MACRLC - TE L3|BT:

Primitive Charmel Nessage

Sender = (70 Fleceiver = x40 Type = 04031 Type2 = 0500 Unit = 0400
Chanrel = 05 CH_No = 0x03 0t = 050000 Opi2 = 0<0000 Message Length = 177 byles

FRC | NAS | SMS |

Fi Value Description
Spare 00000
[RP-Message Type 001 RP-DATA(->mS) | sk 1
RF-Wiessage Reference T

& RP-Originator Address
- RP-Destination Address

= RP-User Data <
Length of RF-User Data 156 "
lTP-mm o SMS-DELIVER(SC to MS) R
| TP-MmS 0 Mare messages are waiting for the MS in this 5 [ 3
Gpare [0
TR-SRI 0 4 status repart shall not be retumed to the SME
[TP-UDHI 1 The beginning ofthe TP-UD field contains a Header in addition o the short message
LTPRP [] TP-Reply Path parameter is not et in this SMS-SUBMTIDELIVER S} 3
TP-OA
TP-RID
TP-DCS
BitT-6 o General Data Coding indieation
Indicates the text 0 Indicates the text is uncompressed
Indicates message cla.. 0 Have no message class
Alphabet [ SN 7 bit getault aphabet [sf 2
Message tiass i} Class 0
TR-5CTS 0504261922563
TP-UDL 180 Le the TP-User-Data fisld o follow
.[TP-UD 050003000201 C46261 Wi

*1 : we can confirm the RP layer data (from NW to MS)
*2 : TP layer data (SMS Deliver, 7bit default alphabet, message class, e.t.c.)

*3 : this is not last message(concatenated massage) this TP-UD has TP-UDH(User
Data Header). TP-UD ‘050003000201...” means 05’ is the length of UDH, next *00’
means IEI(in the case of concatenate SMS), next 03’ means the length of this IEI,
next 00’ means sms sequence number, next 02’ means ‘how many concatenate’
next 01’ means 1% block of concatenated SMS.

Discover What's Possible™
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SMS (SMS — Concatenated)

Protocol Sequence
(CP Ack : CP)

[per - macmc - T 13fmms] Primitive | cnamer Tessage

MAC_DATA_IND U DCCH 3

ender = 0440 Receiver = 070 Type = 044131 Type2 = 0400 Unk = 0400
Channel = 0405 CH_No = 0403 Opi1 = 040000 OpiZ = D+0000 Message Lengih = 10 bytes

FRC | Nes
Field Valug Type
= CP-ACK l DIMSION
= Transaction identi v
- Tiflag The message is sentto the side that originates the Tl CHOICE
TIo Tivalue 0 CHOICE
TP = SMS messaues protocol discriminator W
. Protocal Diserinminator 9 PD
[ CP-ACK Message tpe v

. Message type o | K 1 MSG

*1 : we can confirm the CP Ack data (from MS to NW).
This is just CP layer(no RP, TP layer data) data.
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SMS (SMS Concatenated)

Protocol Sequence

(RP Ack : RP)

- mrcre - e L3[BTS | Primitive | thamner | Message

U DCCH 3

MAC_DATA_IND
, I pceH 3

|sms E:

TP

Sender = 0440 Receiver = 0570 Type = 0xd131 Type2 = 000 Unit = 0x00
Channel = 045 CH_No = 0503 Ot = 050000 OpiZ = 0+0000 Message Lengih = 13 bytes
RRC | N&S [sMs
Field Value Type
@ CP-DATA DIVISION
2 Transaction identifier v
Tifnag The message is sentto the side that originates the TI CHOICE
o Tivalue 0 CHOICE
(= SMS messages protocol discriminator 1
Protocol Discriminator El FD
= CP-DATA Message type v
Message fype [} MEG
= CP-User data L
= Octett DMISION
Length indicator 2 LEN % 1
= Octet2-Octet249 DMISION
RFDU 0201 OCTETARRAY
|[[mAc [ has [ sHs
Field value Description
= CP-Userdata
Spare 00000
[ RF-Message Type [l RF-ACK(ms-=r)] *2
RP-Message Reference 1
RP-User Data

*1 : we can confirm the RP raw data (from MS to NW).

*2 : This is RP Ack data (from MS to NW)

Discover What's Possible™

MD8470A-E-E-1

/inritsu

Slide 91

SMS (SMS Concatenated)

Protocol Sequence

(CP Ack : CP)

PHY - MACRLC - TE La|BTs| Primitive [ chame Message

WL PHY DATA REQ D DCH 0

{_DATA_REQ

Sender = 0470 Reosiver = 0440 Type = 04031 Type? = 0400 Uit = 0:00
Channel = 0345 CH_No = 0x03 Optl = 0x0000 Opt2 = 10000 Message Length = 10 bytes

TP

Field Value Type
= CP-ACK DMISION
= Transaction identifier ¥
;.-Tlﬂag The message is sent from the side that originates the TI CHOICE
LTI Tlvalug 0 CHOICE
= 5MS messages protocal discriminator W
. Protacol DI ] FD
= GP-AGK Message ype S 1
. Message type 04 MSG
*1 : we can confirm the CP Ack data for previous RP Ack

(from NW to MS). This is just CP layer(no RP, TP layer
data) data.
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SMS (SMS — Concatenated

Protocol Sequence

(sending SMS

TP)

Message

TP

RP

D DCCH 3
Sender = 070 Receiver = 0x40 Type = 0031 Type2 = 000 Urit = 0400
Charmel = 0445 CH_No = 0403 Opt1 = 040000 Opl2 = 050000 Message Length = 177 bytes
RAC | NBS | gMg
Field Walue Time
=[CP-DATA | DIVISION
=] TvanSac(%E\dlmlfer W
The message is sentfrorm the side that originates the TI CHOICE
'r\o Tivalue 1 CHOICE
= SMS messages protocol discriminator v
FProtocol Discriminator 9 FD
[= CP-DATA Message type v
Messae e o1 MG
E Otteﬂ DIVISION
Length indic ator 6] oK 1 LEN
= Octetz Octel248 aglr
[RPDU 010 4405807 S50F- 761922563A00500030... | %RRAV

*1 : we can confirm the CP layer data. We can see the CP
layer data on the ‘NAS’ tag (RP, TP layer data on the
‘SMS’ tag)

*2 : we can see the raw RP layer data
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SMS (SMS — Concatenated)

Protocol Sequence

(sending SMS

TP)

Primitive Hessage

Sender = (w70 Receiver = 0:40 Type = 024031 Type2 = 0x00 Unit = 0x00
Channel = 0x45 CH_No = 0203 UDH UxUUUU Opt2 = 040000 Message Lenath = 177 bytes

RRC |NAS | SMS |

TP

RP

Field Yalue Description

- Spare 00000

[RP-Message Type 001 RP-DATA(f-=ms) | * 1
RP-Message Reference H

& RP-Originator Address

@ RP-Destination Address

[ RF-UserData
Length of RF-User Data 156 2
TP-MTI i} SME-DELMER(SC to MS) *
TP-MS T N0 more messages are wailing Tor the WS in this 5G| 3
Gpare [
TP-SRI 0 A status report shall not be returned to the SME
[TP-upH 1 The beginning of the TP-UD field contains a Header in addition to the short message|
TP-RP 0 TP-Reply-Path paraimetst s nol et in this SME-SUBMITDELIVER g
@ TP-0A& 3
@ TP-PID
= TR-DCS
LBitT-6 i} General Data Coding indication

- Indicates the text 0 Indicates the text is uncompressed

Indicates message class 0 Have no message tlass
A\pl’\ahet aij GEM 7 bitdefault alphabet *2
-Message class ali} Class 0
TP-SCTS 50504261922563
TP-UDL 160 Lengk he TP-User-Data field to follow
[TP-up 050003000202C46 gﬂ

*1 : we can confirm the RP layer data (from NW to MS)
*2 : TP layer data (SMS Deliver, 7bit default alphabet, message class, e.t.c.)

*3 : this is the last message(concatenated massage) this TP-UD has TP-UDH(User
Data Header). TP-UD €050003000202...” means 05’ is the length of UDH, next *00’
means IEI(in the case of concatenate SMS), next 03’ means the length of this IEI,
next 00’ means sms sequence number, next 02’ means ‘how many concatenate’
next 02’ means 2" block of concatenated SMS.
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SMS (SMS — Concatenated)

Protocol Sequence

(CP Ack : CP)

[per - macmc - T 13fmms] Prinitive
MAC_DATA_IND

' DATA_THD

| cnamer
U DCCH 3

Hessage

|| Sender=0x40 Receiver =070 Type = 0s4131 Type? = 000 Uit = 000
Channel = 0405 CH_No = 0403 Opi1 = 040000 OpiZ = D+0000 Message Lengih = 10 bytes

FRC | eS|
Field Valug Type
= CP-ACK sk l DIMSION
= Transaction identifler v
- Tiflag The message is sentto the side that originates the Tl CHOICE
TIo Tivalue 0 CHOICE
TP = SMS messaues protocol discriminator W
. Protocal Diserinminator 9 PD
[ CP-ACK Message tpe v
. Message type % 1 MSG

*1 : we can confirm the CP Ack data (from MS to NW).
This is just CP layer(no RP, TP layer data) data.
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SMS (SMS Concatenated)

Protocol Sequence
(RP Ack : RP)

Primitive
:_DATA_IND

Channel
u DCCH 3

Hessage

[prr - macrc - T La]aﬁl

o DCcH 3

Sender = 04D Feceiver = 0470 Type = Dxd131 Type2 = 0400 Unit = 0400
Charnel = 0405 CH_No = 0403 Opkl = 040000 Opt2 = 040000 Messags Lenath = 13 bytes
RRC | NAS |SMs |
Figld value Ty
= CP-DATA DIVISION
& Transaction identifier v
Tiflag The message is sent fo the side that originates the Ti CHOICE
TIo Tivalue 1 CHOICE
TP = SMS messages protocol discriminator v
¢ Protocel Discriminator ] FD
© CP-DATA Message type v
. Message ype 01 MSG
[CF-User data K]
= Octett DIVISION % 1
Length indicator 2 LEN
RP = Octetz-Octet249 DIVISION
RPDU 0202 OCTETARRAY
RRC | Nas | SMS |
Field Value Description
= CP-User data
Spare 00000
[RP-Message Type 010 RP-ACK(ms-=n) |
RP-Message Referente 2 % 2
RP-User Data

*1 : we can confirm the RP raw data (from MS to NW).
*2 : This is RP Ack data (from MS to NW)
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SMS (SMS Concatenated)

Protocol Sequence

= (140 Type = 0x4031 Type? = 0400 Uni I]EIEI

(CP ACk CP) S s EH o= 0103 Oph = 040000 052 = 10000 b ge Length = 10 byte
. T
Field Value Type
= OP-ACK DMIZION
= Transaction identifier W
L Tifay The message is sent from the side that originates the Ti CHOICE
LTI0 Tivalug 0 CHOICE
TP = BMS messages prolocel discriminator Y
. Protacol DI ] FD
= GP-ACK Message e v oIk 1
i Message tpe 04 MSG

*1 : we can confirm the CP Ack data for previous RP Ack
(from NW to MS). This is just CP layer(no RP, TP layer
data) data.
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Part 5: MMS
(HTTP-Submit, HTTP-Retrieve,
WAP-Submit, WAP-Retrieve)
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MMS (System Architecture)

\LVe confirmed with ‘NowSMS”
z

~

~
MD8470A N
FakeSMSC MMSC / PPG \
(SMSC Simulator) —@
/
SMS File ,/ MMS File
t S o A =%
T . Simulation
H = Control User’s Test Server or
— Third Party Server
Scenario / WNS Application
>
D '
v Lin | Mobile Network WAP Gateway
@ rom Simulation (Kannel)
O
Discover What's Possible™ Slide 99 ‘ Anrl tsu
MD8470A-E-E-1
AR (i SMS data
SyStem Architecture IP Packet Data (HTTP)
Retrieve (MMS to MS)
Submit (MMS to MMSC)

Retrieving Procedure :
1. Sending notification (SMS)
2. Access MMSC (IP-HTTP)
3. Downloading MMS (IP-HTTP)

* : SMS session is used only in the case of
retrieving

Submitting case:
1. Sending MMS (IP-HTTP)

Discover What's Possible™
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MMS Submit (MMS — HTTP)

MS NW

Protocol Sequence R

TCP SYN & ACK (TCP)

< g

Sending MMS contents (MMSE: many times)

M-send-conf (MMSE)

TCP FIN & ACK & RST (TCP)

Discover What's Possible™ Slide 101 A n ri tsu
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Protoc

MNo. .

Protocol Sequence
(TCP SYN & Ack) i

*1 : These process is same as the part ‘HTTP content
download (Please refer to part 1 ‘HTTP” in detail)’.

MMS Submit (MMS — HTTP)
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MMS Submit (MMS

HTTP)

Protocol Sequence

Tire Source.

6 35.855674 192 =y

| Destination

102.168.1.2

Protocal | bfs

e '7028 5 7082 [ack] se
s aglur

0 e -5 .
8 40.173639 192 168, 7082 > 7028 [ACK] se v

TCP
s ¥
(lll-SCl’ld-I'eq) m Transmission conirol Protocol, src Port: 7028 (7028), Dst Pori: 7OBZ (70BZ), seq: 1, Ack: 1, Len: 1400 4
Hypertext Transfer Protocol
m POST /XST=Test HTTR/L.INr\n
Comnection: keep-alive\rin %
HOST: 182.168.1.2:7082\r\n 1
user-agent : samsung mMocha messenger 1. 5\r\n
Content-Type: application/wnd.wap.mms-message\rin
[Content-Length:12767\r\n
Frofile: http://wap. samsungnobd le. com/uaprof /ZL050APr of . rdfyrin
H-VODAFONE-3GPDPCONTEXT D yeshrin
o
=[ MMS Message Encapsulation, Type: m-send-reg
X-Mms-Message-Type: m-send-reg (0x80)
X-Mms-Transaction-ID: 1116948389, 6722
H-Mms-MMS-version: 1.0
Date: May 25, 2005 01:26:28, 000000000 %
From: <insert address> 2
To: 8666668, TYPE=PLMN
subject: nk
X-Mms-Message-Class: personal (0x80)
x-mms-priority: normal (Ox81)
sender-visibility: Show (0x81)
X-mms-Delivery-Report: Mo (0x81)
X-mms -Read-Report: Mo (OxE1)
W Content—Tvne: anglication/vnd.wap.multipart. related: tvoe=apnlicationssmil: start=<1116348389> ™
. ¢ ] 3 : s < . s
: ‘POST’ means ‘sending from MS to Server’. ‘xst=test

means ‘UserID=xst, Password=test’ for MMSC server.

‘HOST’ is “192.168.1.2(IP address), 7082(port number).

*2 : Message Type = ‘m-send-req (sending MMS)* And

we can confirm ‘Class’
report’

, ‘Priority’, ‘deliver report’, ‘read

,etc..
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MMS Submit (MMS

HTTP)

Protocol Sequence
(m-send-req)

=

Destination Protocal | It

702& > msz [AEK] s

ER [ACK]

=TS =TT IS AT TOT=10T
X-Mms -MMs-version:
Date: May 25, 2005 01 26128, 000000000
From: <insert address:
To: 6666666/ TYPE=PLMN
subject: nk
X-Mms-Message-Class: Personal (0x80)
x-mms-priority: wormal (0x8L)
sender-visibility: show (Ox81)
x-mms-pelivery-report: No (Ox81)
X-Mms-Read-Report: Mo (OxEL)
@ Content-Type: application/vnd.wap.multipart.related; type=application/smil;

umw T

sTart=cl1l16048380>

& Data (Post)
© Multipart hody
© Part: 1, content-type: application/smil
® Content-Type: application/smil; charset=utf-8
® Headers
= extensible Markup Language
= <smil xmins="http://vww. w3. 0rg/2000/SMIL20/CR /Language s>
B <heads>
@ <layouts
</heads
@ <body>

*1

[unreassembled Packet: MMSE]

il

*

1 : ‘Data’ means MMS data itself. MMS data is big, so

MS send MMS data divided many blocks. This is the first
block of MMS data (not completed yet).
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MMS Submit (MMS — HTTP)

Protocol Sequence
(sending MMS content)

Mo..  Time Snurcs Destination | Protocol Tnfo e
7 40.057736|192.168.1.1 192.168.1.2 MMSE  MMS m-send-req[Unreassembled Packet]
8 40.173630/192.168.1.2 102.168.1.1 TCR 7082 »> 7028 [ACK] Seg=l Ack=1401 win=16800
9 40.437820(192.168.1.1 192.168.1.2 HTTP  continuation or non-HTTP traffic
10 40.574902|192.168.1.2 192.168.1.1 TCP 7082 > 7028 [ack] Seg=1 ack=2801 win=16800
11 41.417624|192.168.1.1 192.168.1.2 HTTP  Continuation or non-HTTP traffic
12 41.578099/192.168.1.2 192.168.1.1 TCR 7082 » 7028 [ACK] Seqg=1 Ack=4201 win=16800
13 42,417546|192.168.1.1 192.168.1.2 HTTP  continuation or non-HTTP traffic
14 42.581318|192. 1.2 192.168.1.1 TCP 7082 > 7028 [ACK] Seg=l Ack=5601 win=16800
15 43.417476|192. 1.1 192.168.1.2 HTTP  Continuation or nan-HTTP traffic
16 43.584502(192. 1.2 192.168.1.1 TCP 7082 » 7028 [ACK] Seqg=1 Ack=7001 win=16800
17 44.417409|192. 1.1 192.168.1.2 HTTP  continuation or non-HTTP traffic
18 44.587707|192. 1.2 192.168.1.1 TCP 7082 > 7028 [acK] Seg=l Ack=8401 win=16800
19 45.417336(192. 1.1 192.168.1.2 HTTF  Continuation or non-HTTP traffic
20 45.590916(192. .2 192.168.1.1 TP 7082 » 7028 [ACK] Seqg=1 ack=9301 win=16800
21 46.437264|192. -1 192.168.1.2 HTTP  continuation or non-HTTP traffic
22 46.594095|192. .2 192.168.1.1 TCR 7082 > 7028 [acK] Seg=l Ack=11201 win=16800
23 47.437208|192. .1 192.168.1.2 HTTP  Continuation or non-HTTP traffic
24 47.597299(192. .2 192.168.1.1 TP 7082 > 7028 [ACK] Seg=1 ack=12601 win=16800
25 48.295681|192. 1 192.168.1.2 HTTP  continuation or non-HTTP traffic £
26 48.399864 |192. -2 192.168.1.1 TCR 7082 > 7028 [ACK] Seqg=l Ack=13044 Win=16357
27 48.455404 157, 152.T68.T.T MMSE  MMS m-send-conf
28 48.456470 192. -2 192.168.1.1 TCR 7082 > 7028 [FIN, ACK] Seq=163 ﬂck:fEOA]S Wi v

*1 : ‘Continuation or non-HTTP traffic’ means ‘MMS
Data sending(from MS to Server)’. We can confirm the
TCP Ack(from Server to MS) for each data. (Server side is
smooth enough, so we can confirm the Ack for each data.)
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MMS Submit (MMS — HTTP)

Protocol Sequence
(m-send-conf)

Moo Time Source Destination Protocol | Info )
26 48.399864 192.168.1.2 192.168.1.1 TCP 7082 > 7028 [AcK] Seq=1 Ack=13044 win-16357
i s - WITSE im-— TR &
192.168.1.1 TCP 7082 » 7028 [FIN, ACK] Seq=163 Ack;]k 44 Wl o
= &
@ Frame 27 (216 bytes on wire, 216 bytes captured)
Ethernet II, src: 00:10:71:00:56:h3, DST: 00:00:191:03:19:15
Internet Protocal, src addr: 192.168.1.2 (192.168.1.2), Dst addr: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: 7082 (7082), Dst Port: 7028 (7028), Seq: 1, Ack: 13044, Len: 182
= Hypertext Transfer protocol
HTTP/1.0 200 ok\rn
connection: closeyrin * 1
Content-Type: application/vnd. wap.mms-message\rin
cContent-Length: 575\r\n
rn
= [MMS Message Encapsulation, Type: m-send-conf
X-Mms -Message-Type: m-send-conf (Ox81) *2

48.456470 192.168.1.2

X-tms-Transaction-I0: 1116948389.6722
X-pms -MMs-version: 1.0

Response-status: ok (Ox80)

Message-Td: 20050524,/16/CSEODADGE102.168.1.2

*1: 200 OK’ means ‘succeed of sending data at HTTP
level.

*2 : ‘m-send-conf” means the acknowledge from Server to
MS for the success of MMS sending.
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Protocol Sequence
(TCP FIN & Ack)

MMS Submit (MMS — HTTP)

[

Protocal | Info
MMSE - MMS m-send-con

TCP 7082 » 7028 [FIN, acK] Seq=163 ack=13044 wi

TCP 7028 > 7082 [Ack] Seq=13044 Ack=164 ww‘*? 1
TP 7028 > 7082 [FIN, ACK] Seq=13044 Ack=184 i =
TCR 7082 > 7028 [ACK] Seq=164 Ack=13045|win=163 +

*1 : These process is almost same as the part ‘HTTP
content download (Please refer the part 1 ‘HTTP’ in
detail)’. No.28 : Ack for No.27 and disconnect request
from Server to MS. No.29 is Ack for No.28. No.30 is
dissconnect request from MS to Server. No.31 is Ack for
No.30.
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Protocol Sequence

MMS Retrieve (MMS —HTTP)

MS NW

>

N ification (SMS) - ) . .
< >
€ TCP SYN & ACK (TCP) >
GET HTTP) >

< M-retrieve-conf (MMSE)

[ Joadine MMS MMSE: - ]
—— TCPFIN& ACK & RST(TCP) )
TCP SYN & ACK (TCP) >

OK (reply : HTTP)

MD8470A-E-E-1

D TCP FIN & ACK & RST (TCP) )
< P
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MMS Retrieve (MMS — HTTP)

Protocol Sequence

[Py - mcrc - 1 13| Prinitive | chemer | Hessage |
e | MAC_DATA PEQ D DCCH 3

WL PHY DATA_REQ

] [RLC M DATA REQ

. . MAC_DATA_FEQ D DCCH 3
(Notification (SMS) ) mems e
1 | HMAC_DATA_REQ D pCCH 3
INIT Sender - 0470 Receiver - 0440 Type - 044031 Type2 = 0x00 Urit - 0400
n Chane! = 0445 CH_No = 0403 Opti = 00000 Opt2 = 040000 Messae Length = 56 bytes
IF s
2233445566778699 RRC | NAS | SMS |
[ 16 Field Value Dessription
ayDNSAddress=1 5 = TP-DCS
“ointM ame=arritsu.n &
delessType=Disable BIF-6 n Message
Pnel- 1008 Bits-4 " Data coding
rinel=5738 Reserved 0
TAILT
et Message coding 1 S-bitdata
1510 Message class 0 Class 1 Det
‘EEE’WUU TP-8CTS 50504261938363
MO TP-UDL 2 Length ofth
C5_ATTACH TP-UD uanun3nnuznzn5nauasmrn|43?hz]
T M PA4RR7AY

Please refer to the ‘mms-http-retreive.lgx’ file. We can confirm 2
concatenated SMS procedure. The detail of this concatenated SMS,
please refer the Part3 ‘Concatenated SMS’. TP-UDH is ‘0B 00 03 00 02
02 05 04 0B 84 23 F0’. First ‘0B’ means total TP-UDH length. Next *00
03 00 02 02’ is 2" block of 2 concatenated SMS. Last *05 04 0B 84 23 F0’
means 05’ -> IEI of this information, 04’ means this length, ‘0B 84’
means the port number(2948) for destination (MS side), °23 F0’ means
the port number(9200) for source (Server side) The port number 2948 is
used for “WAP push’. ‘WAP push’ technology is used in this notification.
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MMS Retrieve (MMS —HTTP)

Protocol Sequence
(TCP SYN & Ack)

Saurce Destination

Broadcast

T -
192.168.

T 0 LE|

1.2 who has 192.168.1.1 T 8.1.2
192.168.1.1 192.168.1.2 ARP  192.168.1,1 is at 00:0 ] 15
192.168.1.2 192.168.1.1 TCP 7082 > 7681 [SYN, ACK] giﬂxk:l Win=1680
192.168.1.1 192.168.1.2 TCR 7681 > 7082 [Ack] seq=l] ack=% win=39200 Len
192.168.1.1 192.168.1.2 HTTP  GET /20050524,/16/4292CBB6a.MMS HTTR/1.1
192.168.1.2

192.168.1.1 MMSE  MMS m-retrieve-conf (text/plain)[Unreassemb i

*1 : These process is same as the part ‘HTTP content
download (Please refer to part 1 ‘HTTP’ in detail)’.
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MMS Retrieve (MMS — HTTP)

Protocol Sequence
(GET (HTTP))

Destination

Protocol  Tnfo
TCP

7681

7082 [Ack]

.1
L1 9
F] MMSE  MMS m-retrieve-canf (text/pl

T 1
[Upreassemb o
ER

@ Frame 6 (276 bytes on wire, 276 bytes captured)

@ EThernet II, src: 00:00:91:03:19:15, DST: 00:10:71:00:56:h9

Internet protocol, src Addr: 192.168.1.1 (102.168.1,1), DsT addr: 192.168.1.2 (102.168.1,2)

= Transmission control Protocol, src Port: 7681 (7681), DSt Port: 7082 (7082), seq: 1, ack: 1, Len: 222
HOST: 192.168.1.2:7082\r\n

= Hypertext Transfer protocol
User-Agent :Samsung Mocha Messenger 1.5%r\n

= GET /20050524 /16/4202CEB64. MM HTTR /L. 1Nry
profile: http:/ wap. samsungmobile. com/uaprof,/Z10504Prof. rdfyrin

Request version: HTTR/L.
connection: keep-alive\rin

Request Method: GET
Request URI: /20050524 /16,/4292CEB6a.MMS
1
X-VODAFONE-3GPDPCONTExXT: yesirin
N

*1 : We can confirm the ‘URI(path of MMS content)’,
Host. ‘GET’ means the ‘request for downloading MMS” .
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MMS Retrieve (MMS —HTTP)

Protocol Sequence
(m-retrieve-conf’)

Destination Protocel | Info &
HTTP  GET /20050524 /16/4202CEE6a, MMS HTTP/L.1
WMSE  WMS m-retrl T Ctext,/plan) [Unr
. . L1, . . HTTP  cContinuation or non-HTTP traffic ~
£ i *? =
@ Transmission Comirol Protocol, src Fort: 7082 (7082), Dst Port: 7681 (768L), seq: I, Ack: 223, Len: 140 a
= Hypertext Transfer protocol
[ HTTR/L.G 200 oK\
Request version: nrTesL0 | oK 1
Response Cod 00
Content-Length: 1994150
Content-Type: application/vnd.wap.mms-messagesrin
connection: closehrvn
i
= [MMS Message Encapsulation, Type: m-retrieve-conf
X-Mms -Mes s age-Type: m-retrieve-conf (0x84)
X-tms -MMs-version: 1.0
Date: May 24, 2005 06:39:38.000000000
Subject: demo
From: 4444444444444 *2
x-mms-pelivery-rReport: No (OxE1)
X-Mms-Read-REPOFT: MO (OX8L)
H-mms-priority: normal (0x81)
X-Mms -Message-Class: Personal (0x80)
Content-Type: application/vnd.wap.multipart.mixed
[ pata_ (Post)
= Multipart body
=@ Part: 1, content-type: text/plain =
Content-Typa: text/plain
& Headers v

*1 : HTTP 200 OK (OK for the request of MMS content
download)

*2 : we can confirm ‘m-retrieve-conf” message, ‘Subject’,
‘From’, ‘Deliver Report’, ‘Read Report’, ‘Priority’, e.t.c..
‘Data’ field is MMS content data itself (divided many
blocks and sending: not completed yet)
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MMS Retrieve (MMS — HTTP)

Protacel a8
it bIS b
rotocCol Sequence T
9 0.619047 2 TR 7681 > 7082 [acK] Seg=223 ack=2801 80
10 0.620015 1 HTTP  Continuation or non-HTTP traffic
. 11 0.620049 1 HTTP  Continuation ar non-HTTF traffic
ownloa lng 12 0.620075 1 HTTE  Continuation or non-HTTR traffic
13 0.959922 2 TCR 7681 > 7082 [ACK] Segq=223 Ack=5601 {in=3780
14 0.959972 W1 HTTP Continuation or non-HTTR traffic
15 0.960007 W1 HTTP Continuation or non-HTTR traffic 1
16 0.960033 .1 HTTP Continuation or non-HTTR traffic
17 1.279886 2 TCR 7681 > 7082 [ACK] Seq=223 Ack=8401 {in=3780
18 1.279963 W1 HTTP Continuation or non-HTTR traffic
19 1.279586 W1 HTTP Continuation or non-HTTR traffic
20 1.280021 .1 HTTP Continuation or non-HTTR traffic =
21 1.339895 2 TCR 7681 > 7082 [ACK] Seq=223 Ack=11201|win=378
22 1.339946 W1 HTTP Continuation or non-HTTR traffic
23 1.339983 W1 HTTP Continuation or non-HTTP traffic
24 1.340009 .1 HTTP Continuation or non-HTTP traffic
25 1.619884 2 TP 7681 > 7082 [ACK] Seq=223 Ack=14001|win=378
26 1.619920 .1 HTTP Continuation or non-HTTP traffic
27 1.699863 ¥) TCP 7681 > 7082 [ACK] Seq=223 Ack=16801|win=378
28 1.700651 T TP 087 > 76EL [FIN, ACK] 5eq=20050 Ack=223 Wi &

*1 : “‘Continuation or non-HTTP traffic’ means ‘MMS
Data downloading(from Server to MS)’. We can confirm
the TCP Ack(from MS to Server) for each 3 data. (MS side
is not smooth enough, so we can confirm the Ack for each
3 data. But this is just our guess of this behavior.)
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MMS Retrieve (MMS —HTTP)

Protocal Tt e
Trattic
A

Continuation or _nan-HITP
>

Protocol Sequence
(TCP FIN, Ack & RST)

0= = Win=378
7082 > 7681 [FIN, ACK] 580=20050 Ac * l
7681 > 7082 [Ack] Seq-223 Ack=19601|win=178
TCP 768l > 7082 [FIN, ACK] 5eg=223 Ack=p0050°wi |
TCP 7082 > 7681 [ACK] seq=20051 ack=224|win=165 |
TCP 7681 > 7082 [RST] Seq=224 Ack=1959464178 wi

33 3.579721 192.168.1.

TCF 7682 > 7082 [57N] Seq=0 ACk=0 Win=39200 Len «

*1 : These process is almost same as the part ‘HTTP
content download (Please refer the part 1 ‘HTTP’ in
detail)’. No.27 is Ack for No.26. No.28 is disconnect
request from Server to MS and Ack for No.27. No.29 is
Ack for No.28. No.30 is dissconnect request from MS to
Server. No.31 is Ack for No.30 . No.32 is disconnect.

Discover What's Possible™ Slide 114 A nri tsu

MD8470A-E-E-1

57



MMS Retrieve (MMS — HTTP)

No.  Time Source Destination  Protacol It &

321.890851 102.168.1.1 192.168.1.2 TCP 7681 > 7082 [RST] Seq=224 Ack=1950464178 wi
rO OCO equence 33 3.579721 |192.168.1.1 . W12 TCP 7682 » 7082 [SvN] Seq=0 Ack=0 wing39200 Len
34 3.579802 1

TCP 7082 » 7682 [SvN, ACK] se wit-TEB0
3. TC| Ack=1 win<39200 Len —

2

*1 : These process is same as the part ‘HTTP content
download (Please refer to part 1 ‘HTTP” in detail)’.

Discover What's Possible™ Slide 115 A nri tsu

MD8470A-E-E-1

MMS Retrieve (MMS —HTTP)

Destination Frotecol | Infa 2

=1 Ack=1 win-39200 Len

Protogol Sequence = e T
(m-notlfyresp-lnd) R T RE T T e e ——

]
= Ethernet II, src: 00:00:91:03:19:15, Dst: 00:10:71:00:56:hs

@ Internet protocol, Src addr: 192,168.1.1 (192,168.1.1), Dst Addr: 192.16%.1.2 (192.168.1.2)
@ Transmission Comtrol Protocol, Sre Port: 7682 (7682), DSt Port: 7082 (7082), Seq: 1, ack: 1, Lem: 291
= Hypertext Transfer Protocol
= POST /xst=test ATTR/L.INrWn
Request Method: POST
Request URT: fxst=test sk
Request version: HTTP/1.1
connection: keep-alivesrin
HOST: 192.168.1.2:7082\\n
User-Agent: samsung Mocha Messenger 1.5%ryn
Content-Type: application/vnd.wap.mms-messageyrin
Content-Length:18\r\n
profile: http://wap.samsungmobile. com/uaprof /zZL05usprof. rdfyrin
H-VODAFONE-3GPDPCONTEXT: yesirin
rin
=[mMs message Encapsulation, Type: m-notifyresp-ind
X-Mms-Message-Type: m-notifyresp-ind (0x83)
H-Mms-Transaction-ID: 4292CEE7
Xetms -mms—version: 1.0 *2
status: Retrieved (0x81)
X-Mms-Report-Allowed: Wo (Ox81)

*1: ‘POST’ means ‘sending from MS to Server’. ‘xst=test’
means ‘UserID=xst, Password=test’ for MMSC server.
‘HOST” is “192.168.1.2(IP address), 7082(port number).

*2 : Message Type = ‘m-notifyresp-ind (Ack of
Notification(SMS))’ And we can confirm
‘Status(Retrieved)’, e.t.c. .
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MMS Retrieve (MMS — HTTP)

No..  Time Source Destination Protocol | Info
36 3.880126 192.168.1.1 192.168.1.2 MMSE  MMS m-notifyrasp-ind
] ] Of

Protocol Sequence

(HTTP OK)

& HTTP/1.0 200 Ook\ryn %k
Reguest version: HTTR/L1.0 1
Response Code: 200

Connection: Closesriyn
Content-Type: “/*\r\n
content-Length: 0\r\n
N

HTTP layer) message)
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*1 : HTTP 200 OK (OK for the ‘m-notifyresp-ind’ (POST :

MMS Retrieve (MMS —HTTP)

Source. Destination Protacal | Info

>

Protocol Sequence
(TCP FIN, Ack & RST)

38 3.882503 7082

5.,168,1.2 15,
L168.1.2 8.1.1 7082 [FIN ACK] Seq=77 Ack=292|Wwin=l
35 4.130678 |1592.168.1.1 162.168.1.2 TCP 7682 > 7082 [FIN, ACK] Seq=292 Ack=77| *n 3
40 4.130710 |162.168.1.2 162.168.1.1 TCP 7082 » 7682 [ACK] Seq=78 Ack=203 win=l6509
41 4.150684 |102.168.1.1 162.168.1.2 TCP 7682 > 7082 [RST] Seq=293 Ack=3566415576 Wi

*1 : These process is almost the same as the part ‘HTTP
content download (Please refer to part 1 ‘HTTP’ in detail)’.
No.38 is disconnect request from Server to MS. No.39 is
Ack for No.38 and dissconnect request from MS to Server.
No.40 is Ack for No.39 . No.41 is disconnect.
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MMS (MMS — WAP)

........... SMS data
IP Packet Data (HTTP)
Retrieve (MMS to MS)
Submit (MMS to MMSC)

System Architecture

Retrieving Procedure :
1. Sending notification (SMS)
2. Access MMSC (IP-HTTP)
3. Downloading MMS (IP-HTTP)

* : SMS session is used only in the case of
retrieving

Submitting case:
1. Sending MMS (IP-HTTP)
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MMS Submit (MMS — WAP)

MS NwW
Protocol Sequence R

WSP Connection (WTP+WSP)

< >

Sending MMS contents (MMSE: many times)

M-send-req (MMSE)

>
M-send-conf (MMSE)
WSP Disconnect (WSP) >
< >
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MMS Submit (MMS — WAP)

Protocol Sequence R e AN J
(WSP Connection) — 2

*1 : No.1 is “‘WSP Connect’ request (from MS to Server).
No.2 is “WSP ConnectReply’ (from Server to MS). No.3 is
Ack for No.2 . (Please refer to part] “WAP content
download’ in detail.)
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MMS Submit (MMS — WAP)

No.. | Time Source Destination Protacol Info

3 0.299743 1 WT P+WSP
L V5P

WTP Ack
Trivoke

WTP Segmen

Protocol Sequence
(WTP Invoke (WTP) )

(Unre

[63]

Class 2 bled tragment O)
ted Invok ag

= Internet protocol, src addr: 152.168.1.1 (192.168.1.1), Dst Addr: 192.168.1.2 (192.168.1.2)

@ User patagram Protocal, src Port: 49152 (45152), DSt Port: 9201 (9201)

= wireless Transaction protocol, pou: Invoke (1), Transaction Class: reliable Invoke with reliable result (c
1o ... = Continue Flag: TPI Present

L0002 1... = POU Type: Invoke (OxGL) * 1
vee. 200, = Trailer Flags: not last packet (0x00)

0 = Re-transmission Indicator: First transmission

Ouve wiin eenn waas = TID Response: original

.000 0000 0000 0110 = Transaction ID: 0x0006

0. . version: current (OxQ0)

TIDMew: TID is valid

.. = U/P Flag: User Acknowledgement reguired

.. = Reserved: Ox00

10 = Transaction Class: Reliable Invoke with Reliable Result (0x02)

] T (‘7(1‘DH 0x02
Reassembled in: 16 *2
Payload

*1 : PDU Type : ‘Invoke(request to upper layer)’ This
data is not last packet (This is the 15t block of the sending
MMS data).

*2 : ‘Payload’ means ‘sending MMS data’. The detail is
descirbed in No.16 (Reassembled in : 16).
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MMS Submit (MMS — WAP)

Eitter: | | ~ Expression. Glear Apoly

Protocol Sequence e e .

4 0.481709 102.168.1.1 192.168.1.2 wIP+wSP wrP Invoke Class 2 (Unreassembled fragment 0)
. 5 0.661813 [102.168.1.1  102.168.1.2 WTP+wsP WP Segmented Invoke (L) |(Unreassembled fragment 1
6 0821683 |102.168.1.1 102.168.1.2 wTP+wsP WTP Segmented Invoke (2) |(Unreassembled Fragment :
ending contents S Brors |13oTeaar 1o icali wibiver b ad
8 1.241653 |192.168.1.1 192.168.1.2 wTP+wsP wTP segmented Invoke (3) |(unreassembled fragment :
1.421633 |192.168.1.1  192.168.1.2 WwIP+wsP WTP segmented Invoke (4) %‘” assembled fragment ¢
1.581630 |192,168,1.1 192.168.1.2 wIP+wsP WP Segmented Invoke (5D [(Unrpassembled fragment ¢
1 .168.1.2 JL68. 1.1 WIPHWSP  WTP Ack
2 1.1 .1.2  wTP+wSP  WTP Segmented Invoke (8) |(Unreassembled fragment €
2 1.1 1.2 WTP+WSP segmented Invoke (7) |CUni Jed fragment 3
7 i 2 nted In (lnreass en Fragnent
2 1.7 107.168.1.1 WwIP+wSP TP adl
2 1.1 102.168.1.2  mWsE MMs m-send-req (JPEG JFIF image) (text/plain) v

Frame 14 (1392 bytes on wire, 1392 bytes captured)

Ethernet IT, Src: 00:00:91:03:19:15, bst: 00:10:71:00:56:b%

Internet Protocal, src Addri 192.168.1.1 (192.16%.1.1), Dst Addr: 162.168.1.2 (192.168.1.2)
user Datagram Protocol, Src Port: 49152 (49152), DSt Port: 9201 (9201)

= wireless Transaction Protocol, PDU: Segmented Invoke (5), Packet Sequence Number: 8

0 continue Flag: Mo TPI

DU Type: Segnerted Imvoke (0x05) *2

railer Flags: Last packet of group (0x02)]
e-transmission Indicater: First transmission
ce e s = TIG Response: original

.G00 0000 0000 0110 = Transaction ID: 0x0006

Packet seguence wumber: 8

Reassembled in: 16

Payload

*1 : ‘Segmented Invoke’” means ‘MMS Data sending(from
MS to Server)’. We can confirm the WTP Ack(from Server
to MS) for once in each 3 data. (‘How often is this Ack’ is
depending on the MS.)

*2 : ‘segmented Invoke (8)’ is the last packet of MMS data.
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MMS Submit (MMS — WAP)

No..  Time Source Destination Protacal Info &
15 2,357851 102,168,1.2  102.168.1.1 WwIP+wsP_ wIP ack - :

rotocol Sequence T
17 3.153436 102,168,1.2 102.168.1.1 mMMsE MMS m-send-conf v

~

PDU Type: segmented Invoke (Ox05)

Trailer Flags: Last packet of message (0x0L)

e Re-transmission Indicator: First transmission
Duve viie iee wan = TID Response: original
.000 0000 0000 0110 = Transaction ID: OXQOO%
Packet Sequence Number: 9

= [WTP Fragments]

Frame: 4. payload: 0-1341 (1342 bytes)]

Frame: 5, payload: 1342-2687 (1346 bytas)]

Frame: 6. payload: 2688-4033 (1346 bytes)] *1

[2 Wireless Transaction Protocol, POU: segmented Invoke (59, Facket Sequence Wumber: ©
(m-send-req (MMSE) ) G 31 e T o 11
o

Frame: 8., payload: 4034-5379 (1346 bytes)]
Frame: 0. payload: 5380-6725 (1346 hytes)]
Frame: 10, payload: 6726-8071 (1346 bytes)]
Frame: 12, payload: 8072-9417 (1346 bytes)]
Frame: 13, payload: 9418-10763 (1346 bytes)]
Frame: 14, payload: 10764-12100 (1346 hytes)]
Frame: 16, payload: 12110-12930 (821 bytes)]
= Wireless session Protocol, Method: POST (OX60), URI: hCtp://192.168.1.2:7082/xsT-Test, Content-Type: ap
PDU Type: PoST (Ox60)

URI Length: 32

URI: http://192.168.1.2:7082/xsT=test *2

Headers Length: 128

content-Type: applicationvnd. wap.mms-message
® Headers

*1 : we can confirm the result for sending MMS data in
each data block.

*2 : PDU Type : ‘Post(sending from MS to Server’) And
we can confirm the URI (Http://192.168.1.2:7082/xst=test).
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MMS Submit (MMS — WAP)

Protocol Sequence
(m-send-req (MMSE) )

Mo  Tims Source Destination Protacal o 8
15 2.357851  102.168.1.2  192.168.1.1 WIP+wSF  WTP Ack N
16 7 Lo L2 20 (IPEG ag z ain =
17 3.153436 192.168.1.2 192.168.1.1 MMSE S m-send-conf %1 v
[Eram 10764-12109 (1346 bytes)] 1 =
Eram; 12110-12030 (321 hytes
= wireless Session Protocol, Method: Post (0x60), URI: http://192.168.1.2:7082/xst=test, Content-Type: ap
PDU Type: Post (0x60)
URI Length: 32
URI: http://192.168.1.2:7082/xsT=test
neaders Length: 128
Content-Type: application/vnd. wap.mms-message
# Headers
= MMs message Encapsulation, Type: m-send-re
X-Mms-Message-Type: m-send-req (0x80)
*-Mms-Transaction-ID: 111694893%.21084
X=Mms -MMS-version: 1.0 * 1
Date: May 25, 2005 01:35:38.000000000
From: <insert addresss
To: 3333333/TYPE=PLMN
subject: wk
X-Mms-Message-Class: Personal (0x80)
*-Mms-Priority: Normal (0x81)
sender visibiTity: show (0x81)
¥-Mms-Delivery-Report: No (OxS1)
X—Mms -Read-Report: Mo (0x81)
& Content-Type: application/vnd.wap.multipart.related; type=application/smil; start=<l1116948938>
Type: application/smil
start: <111694EQ§£ 8
2 -

*]1 : Message Type = ‘m-send-req (sending MMS)’ And we can
confirm ‘Class’, ‘Priority’, ‘deliver report’, ‘read report’,
e.t.c. . In the case of ‘MMS-Submit(HTTP)’, at first ‘m-send-
req’ then ‘MMS data’ itself, but in the case of ‘MMS-
Submit(WAP)’, at first sending ‘MMS data’ itself (segmented
Invoke), then ‘m-send-req’.

*2 : we can confirm the MMS data in detail here.
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MMS Submit (MMS — WAP)

Protocol Sequence
(m-send-conf (MMSE) )

y

Mo.. | Tims Source Destination Protacal Into 8
16 2.700757 192.168.1.1 192.168.1.2  MMSE MMs m-send-req (JPEG JFIF image) (text/plain)
AL BT At i ot

18 4.150468 102.168.1.1  102.168.1.2 WIP+WSP

[F Frame 17 (140 bytes on wire, 140 bytes captured)
@ Ethernet II, src: 00:10:71:00:56:h9, Dst: 00:00:91:03:19:15
® Internet Protocol, Src addr: 192.168.1.2 (192.168.1.2), Dst Addr: 182.168.1.1 (192.168.1.1)
© User patagram Protocol, src Port: 9201 (9201), DST Port: 49152 (49152)
= wireless Transaction protocol, Pou: Result (2)
= Continue Flag: No TPT
PDU Type: Result (0x02)
Trailer Flags: Last packet of message (Ox0L)
re-transmission Incicator: First transmission
1... e = TID Response: Response
.000 0000 0000 0110 = Transaction ID: OX000G
= wireless Session Protocol, Method: Reply (0x04), Status: 200 OK (0x20), Content-Type: application/vnd.wap.
POU Type: Reply (0x04) *
Status: 200 OK (0x20) 1
Headers Length: 34
content-Type: applicationsvnd.wap.mms-message
@ Headers
= MMS Message Encapsulation, Type: m-send-conf
XS -Mes s age-Type: m-send-cont (OxBL)
X-Mms-Transaction-ID: 1116948939, 21084 *2
2

WTP Ack

\9
(il

X-Mms -vms-version: 1.0

REsponse-status: ok (0x80)
Message-Id: 20050524/16/A2F32255@152.168.1.

*1 : PDU Type : ‘Reply’ is response for ‘POST(WSP)’.

*2 : Message-Type : ‘m-send-conf” is Ack for ‘m-send-req’
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Protocol Sequence
(WSP Disconnect)

MMS Submit (MMS — WAP)

>

MNo..  Time Destination | Protocal  Tnfo

192.168. 1.1 MMSE IS Mm-seéf or

102,168.1.2  WIPHWSP  WTP Ack

.1 102.168.1.2 WTP+WSP  WSP Disconnec + (ox0s) | K 1

7 3.143436 2. 1oy, 1.2
18 4.150468 |192.168.1.1
19 4.169431 | 192.168.1,

[

*1 : No.18 is Ack for No.17 (WTP level). No.19 is WSP
disconnect.
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Protocol Sequence

MMS Retrieve (MMS — WAP)

MS NwW

fioation (SMSY y

>
——WSP Connection (WSP+WTP) )
GET (WSP) >

]zownloading MMS contents (MMSE: many times)

M-retrieve-conf (MMSE)

MD8470A-E-E-1

WTP ACK (WTP) >
M-notifyresp-ind (MMSE) >
€ OK (reply : WSP)
< WSP Disconnect (WSP) >
< P
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MMS Retrieve (MMS — WAP)

Protocol Sequence
(Notification (SMS) )

[pr -~ mcmc - T 13]ems| Primitive | chemer | Hessage
— ! L PHY DATA FEQ D DCH 0
-« MAC_DATA FEQ D DCCH 3
| “— MAC_DATA_REQ D DCCH 3
NIT || Sender = 0701 Receiver = 0040 Typs = 0+4031 Type2 = 0400 Uint = 0s00
1 || Channel = 045 CH_No = 0403 Dpt = 050000 Opt2 = 00000 Message Lenath =174 byles
F
2233445566778899 FRC | NA3 | SMS |
16 Field “alue Destription
wDNShddess=19; -Assigns bits 00 Assigns bits 0.5
‘ointH ame=anritsu.n
e -Insiates telernatc interworking 0 ho interwarking
nel-10888 Bitd-0 00000
nel-9738 o TP-DCE
L Bit7-5 il M
cheme=C51 - essage
1510 Bit5-4 il Data codingimes
gi‘-gﬁﬂﬂ -Reserved 0
40 Message coding 1 B-hit data
54 Message lass Class 1 Default 1
NOMZHEETRS  ~
e TR-5CTS 0504261736363
TP-UDL 140 l Length of the TP
40 TP-UD 060504086423F D\F062260 70706CH96361 7469BF6E2F 65,
35 ATTACH

Please refer to ‘mms-wap-retreive.lgx’ file. We can confirm a single SMS
procedure. The detail of this concatenated SMS, please refer the Part3
‘Single SMS’. TP-UDH is *06 05 04 0B 84 23 F0’. First ‘06’ means total
TP-UDH length. Next 05 04 0B 84 23 F0’ means 05’ -> IEI of this
information, 04’ means this length, ‘0B 84’ means the port
number(2948) for destination (MS side), *23 F0’ means the port
number(9200) for source (Server side) The port number 2948 is used for
‘WAP push’. “‘WAP push’ technology is used in this notification.
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MMS Retrieve (MMS — WAP)

Protocol Sequence
(WSP Connection)

No.  Time Source Destination Protocol  Info
10.000000 [192.168.1.1 192.168.1.2 WIP+wSP WP COnmect (0xGl)
0.014895 |192.168.1.2 Broadcast ARP who has 192.168.1.17 Tell 192.168.1.2
0.01967L |192,168.1.1 192.168.1.2 ARP 192.168.1.1 s at 00:00:91:03:19:15 * 1
0.019685 |192,168.1.2 192.168.1.1 WIP+WSP WTP Ack
0.250747 |102,168.1.1 102.168.1.2 WIP+WSP WIP Ack
0.27828L [192.168.1.2 192.168.1.1 WIP+WSP WP ConnectReply (0x02)
0.550041 192,168.1.1 102.168.1.2 WIP+WSP WTP Ack, WSP Get (0x40) hitp://157.168.1.2:7082/2( v

il | 8

2
3
4 1
5 2
6 1
7 2

*1 : No.1 is “WSP Connect’ request (from MS to Server).

No.4 is Ack for No.1. No.5 is Ack for No.4. No.6 is “WSP
ConnectReply’ (from Server to MS). (Please refer to partl
‘WAP content download’ in detail.)
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Protocol Sequence
(GET (WSP))

MMS Retrieve (MMS — WAP)

No..  Time Source Destination Protacol Info

6 0.276281 102.16 162.168.1.1
-

WTPHWSP WSP_ConnectReply (0x02)
WTP+WSE _ WTP. L WsP Get (0xd0) I
WTPHWSP  WTP Result (Unreassembled

v
~

=]

POU size: 3
Tve/Tok Flag: False
sub PDU size:

[= wireless Transaction Protocol, PDU concatenation, PDU count: 3
Sub i
WArETEss Transaction PrOTOCHT, POUT ACK (30
e «... = continue Flag: Wo TPI
- PDU Type: Ack (0x03)
Re-transmission Indicator: First transmission
eee. .... .... = TID Response: original
0 0000 0000 OOOL = Transaction ID: OxOOOL
151
= wireless Transaction protocel, pou: Invoke (1), Transaction class: reliable Invoke with reliable resu
= Continue Flag: TPI Pr‘aisn;k
= PDU Type: Inwoke €Ox0L1) |

Trafler Flags: Last packet nlmessage (0x01)
Re-transmission Indicator: First transmission
P = TID Response: original
0000 OOLO = Transaction ID: 0x000Z
= version: Current €0x00)
TIDNew: TID is valid
u/p flag: user Acknowledgement required
= Reserved: 0x00
. ..10 = Transaction Class: Reliable Inwoke with Reliable Result (0x02)
& TPI: option (0x02)
option: Maximum group €Ox04)
option value

= wireless sessfon protocol, Method: Get (0x40), URI: http://192.168.1.2:7082/20050524,/16/4202CBB62.MMS v

*1 : First WTP’s PDU Type is Ack for No.6(WSP Connect
reply). Second WTP’s PDU Type is Invoke (request for

upper layer).
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MMS Retrieve (MMS — WAP)

Protocol Sequence
(GET (WSP))

Destination Protacol Info A

102.168.1.1  WIP+wsP

WP ConnectReply (0x02)
WIP ACK, WSP GE' )]

. . . T (| Lty 2 (
192.168.1. WTP+WSP  WTP Result (Unreassembled fragment 0) v
000 0000 0000 0001 = Transaction ID: OX000L : | A

sub DU size: 151
& wireless Transaction Protocal, FDU: Invoke 1), Transaction class: keliable Invoke with Relizble Resu
Contirue Flag: TPI Present
PDU Type: Invoke (Ox01)
Trailer Flags: Last packet of message (0x01)
. Re-transmission Indicator: First transmission
0... . S... .... = TID Response: origina
000 0000 0000 0010 = Transaction ID: 0x0002
00.. . wersion: current (0x00)
TIDNew: TID is valid
u/p flag: User Acknowledgement required
Reserved: 0x00
- .10 = Transaction Class: Reliable Invoke with Reliable Result (Ox02)
= TPI: option (0x02)
option: Maximum group (0x04)
option value
= wireless session protocol, method: Get (0x40), URI: http://192.168.1.2:7082/20050524/16,4292CEEG2. MMS

FDU Type: Get (0xd0) *
URI Length: 49
URI: http://102.168.1.2:7082/20050524,16,/4292CBB64, MMS

E Headers
user-Agent: samsung mocha messenger 1.5
Accept: application/wnd.wap.mms-message
Accept: w/w
*-VODAFONE-3GPDPCONTEXT: yes

i

1. ...,
L0001,
. .0

*1 : PDU Type : GET (request for downloading MMS
content) We can confirm URI.
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MMS Retrieve (MMS — WAP)

Mo.. | Time Source | Destination Frotocel Info |
7 0.559941 192.168.1.1 .168.1.2
rotocol Sequence : o
0.976173 |152.168.1.2 168.1.1 Result (1) (Unreassembled
10 0.976915 [192.168.1.2  192.168.1.1 segmented Result (2) (unreassembled fragment :
. 11 1.279675 [192.168.1.1  192.168.1.2 Ack
DOWn Oa ln MMS 12 1.290505 |192.168.1.2  192.168.1.1 segmented Result (3) (Unreassembled Fragment
13 1.291215 (192.168.1.2  192.168.1.1 segmented Result (4) (Unreassembled fragment
14 1.201575 |162.168.1.2  102.168.1.1 segnented ResuTt (5) (unreassenbled Feggnpnt !
15 1.610673 [192.168.1.1  192.168.1.2 Ack L
16 1.646940 (192.168.1.2  192.168.1.1 segmented Result (6) (Unreassembled Fragment ¢
17 1.647443 [192.168.1.2  192.168.1.1 segmented Result (7) (Unreassembled Fragment 5
18 1.648094 [192.168.1.2  192.168.1.1 segmented Result (8) (Unreassembled fragment ¢
19 1.950614 [192.168.1.1  102.168.1.2 Ack
20 1.980714 |192.168.1.2  192.168.1.1 segmented Result (9 (unreassembled fragment ¢
21 1.981531 |152.168.1.2  192.168.1.1 segmented Result (10) CUnreassembled| fragment
22 1.981922 |182.168.1.2  192.168.1.1 segmented Result (11) (Unreassembled fragment
23 2.279501 |192.168.1.1  102.168.1.2 ack
24 2.206066 |192.168.1.2  102.168.1.1 segmented Result (12) (unreassembled fragment
25 2.297410 |192.168.1.2  192.168.1.1 segmented Result (13) (Unreassembled| fragmant
26 2.298301 |152.168.1.2  192.168.1.1 segmented Result (14) CUnreassembled| Fragment
27 2.599568 |192.168.1.1 192.168.1.2 WTP+WSP WTP Ack v
Trternet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 107.168.1.1 (192.168.1.1) A
User patagram protocol, src Port: 9201 (9201), DST POrt: 49152 (49152) |
= wireless Transaction Protocol, PDU: Resylt (2)
o = ntinue Flag: Mo TPI
[ Toot o FOU Type: ResuTt (0x02))
. Trailer Flags: WOt last packet (Ox00)
. Re-transmission Indicator: First transmission
1 = TID Response: Response
o 0 0 = Transaction ID: 0x0002
*1 -

*1 : ‘Segmented Result’ is reply for previous Invoke (WSP
layer : Get). ‘Payload’ means ‘MMS Data downloading (from
Server to MS)’. We can confirm the WTP Ack(from MS to
Server) for once in each 3 data. (‘How often is this Ack’ is
depending on the MS.) This is not last Packet. ‘MMS
downloading’ is still going on.
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MMS Retrieve (MMS — WAP)

Ho.. | Time Source Destination Protocol Tnfo fad
49 4,201370 192,163, 102.168.1 WIPHWSP  WIP Segmented Result (31) (Unreassembled fragment

102.168.1.

52 4.538908  102.168. WTP+WsP  wTP segmented Result (33) (unreassembled fragment
4 i ) JFIF

1.2 1.1
Protocol Sequence 1t IBOWI ML PG WD oomamed heah OB Gmescsaured M
31 4,319428 192.168.1.1 192.168.1.2  WTP+WSP  wTP Ack
1.2 1
1
2

4.835400 152. 16 WTP+WSP  WTP Ack

(m-retrieve-conf(MMSE))

= wireless Transaction Protocol, PDU: segmented Result (6), Packet sequence number: 34 X

0. . Continue Flag: No TPI

PDU Type! Segnented Result (0X06) %

railer Flags: Last packet of message (Ox01) 1

Re-transnmission Indicator: First fransmission

... . ... .... = TID Response: Response

L000 0000 0000 0010 = Transaction ID: 0x000Z
packet sSequence number: 34

= [[wre Fragments]

Frame: 8, payload: 0-575 (576 bytes)] 1=

Frame: 9, payload: 576-1151 (576 bytes)]

Frame: 10, payload: 1152-1727 (576 hytes)

Frame: 12, payload: 1728-2303 (576 hytes)

Frame: 13, payload: 2304-2879 (576 hytes) *2

Frame: 14, payload: 2880-3435 (576 hytes)
Frame: 16, payload: 3456-4031 (576 hytes)
Frams: 17, payload: 4032-4607 (576 hytes)
Frame: 18, payload: 4608-5183 (576 bytes)
Frame: 20, payload: 5184-5759 (576 bytes)
Frame: 21, payload: 5760-6335 (576 bytes)
Frame: 22, payload: 6336-6911 (576 hytes)
Frame: 24, payload: 6912-7487 (576 hytes)
Frame: 25, payload: 7488-8063 (576 hytes)

*1 : ‘Segmented Result’ is reply for previous Invoke (WSP
layer : Get). This is the last packet of ‘MMS downloading” .

*2 : We can confirm the downloaded MMS result.
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MMS Retrieve (MMS — WAP)

No. . Time Souree Destination Protocel Tnfo &
49 4.201370 192.168.1.2 192‘.1‘65.1.1 vrr;wrsn wTF segmented result (31) (Unreassembled fragment
rOtOCO equence 50 4.202106 102, WTPAWSP  WTP Segmented mesult (223 (Unreassembled fragmert
31 4.319428 192, WTPHWSP  WTP Acl
008 192 WTP+wSP  WTP segmented result (33) C(unreassembled fragment
. E ) (1 2 =
(m-retrieve-conf) i B
Frame: 49, payload: 17856-18431 (576 bytes) 2
Frame: 50, payload: 18432-19007 (576 hytes)
Frame: 52, payload: 19008-18 (576 bytes)
Frame: 53, payload: 19584-15979 (396 hytes)
= wireless session Protacol, Method: Reply (0x04), Status: 200 OK (0x20), Content-Type: application/vnd.w
FDU Type: Reply (0x04)
Status: 200 OK (0x20)
Headers Length: 36
Content-Type: application/und.wap.mms-message
= Headers
Content-Length: 195941
= MMS Message Encapsulation, Type: m-retrieve-conf
X-Mms—Message-Type: m-retrieve-conf (0x84)
H-Mms-MMS-Version: 1.0
Da(?: May 24, 2005 06:30:38.000000000
i?gr:rlwfcst;AngSdAﬂdAA *2
X-Mms-Delivery-Report: No (0x1)
X-Mms-Read-keport: No (0xS1)
X-Mms-Priority: Hormal (0x81)
X-Mms-Message-Class: Personal (0x80)
Content-Type: application/vnd.wap.multipart.mixed =
@ Data (Post) v
*1 : PDU Type : ‘Reply’ is response for ‘GET(WSP)’.
*2 : We can confirm ‘m-retrieve-conf” message. And also can
confirm ‘Subject’, ‘From’, ‘Deliver Report’, ‘Read Report’,
‘Priority’, e.t.c.. ‘Data’ field is MMS content data itself. In the case
of ‘MMS-Retrieve(HTTP)’, at first ‘m-retrieve-conf’ then ‘MMS
data’ itself, but in the case of ‘MMS-Retrieve(WAP)’, at first
sending ‘MMS data’ itself (WSP-GET), then ‘m-retrieve-conf’.
-
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Protocol Sequence
(m-notifyresp-ind)

Destination Protocol Info

MMSE s onf (text/plain) CIPEG JIFIF imao

ethernet II, sr , 00:10:71:00:56:h
@ Interret protocel, src oaddr: 192.168.1.1 (192.168,1.1), DSt Addr: 192,168.1.2 (192.168.1.2)
® User patagram Protocol, Src Port: 49152 (40152), Dst Port: 9201 (9201)

= wireless Transaction Protocol, PDU concatenation, PDU <count: 3
Sub POU size: 3
Sub POU size: 187
® wireless Transaction protocol, pou: Invoke (1), Transaction Class: meliable Invoke with rReliable Result
PDU Type: POST (0x&07)
URI Length: 32 *2
Headers Length: 126
content-Type: application/wnd.wap.mms-message
[ MMS Message Encapsulation, Type: m-notifyresp-ind
HWms—Message—Type: M-notityresp—ind (0%83J
X-Mms-MMs-version: 1.0 *3
Status: Retrieved (Ox81)
[ . . .
*1 : This WTP Ack is for ‘m-retrieve-conf’.(WTP layer).
k9 . N
2 : PDU Type : POST (from MS to Server) We can

@ wireless Transaction Protocol, POU: ACK (3)
© wireless Session Protocol, Method: Post (0x80), URI: http://192.168.1.2:7082/xst=test, Comtent-Type: apg
URI: hrtp://162.168.1.2:7082 /xst=test
® Headers
X-Mns-Transaction-10: 4202CEB7
x-mms-Report-allowed: NO (OxSL1)
confirm the URI .

*3 : Message Type = ‘m-notifyresp-ind (Ack of
Notification(SMS))’ And we can confirm
‘Status(Retrieved)’ , e.t.c. .

Discover What's Possible™
MD8470A-E-E-1

/inritsu

Slide 136

68




MMS Retrieve (MMS — WAP)

Source Destinati

Mo. . Fratocol Info

MMSE MMS .

PrOtOCOI Sequence 57 .271 152.168.1.1  182.168.1.2 TP Ack
(WSP OK) ) Ether HE T

@ Internet Protocel, Src Addr: 192.168.1.2 (192.168.1.23, Dst Addr: 192.168.1.1 (192.168.1.1)
@ User Datagram Protocol, Src Port: 8201 (9201), Dst Port: 49152 (49152)

tifyresp-ind

@ wireless Transaction Protocol, Pou: Result ¢2)
= wireless session protocol, wmethod: Reply (0x04), Status: 200 ok (0x20), Content-Type: */+
FDU Type: Reply (O0x04) *
Status: 200 oK (0%20)
Feaders Length: 3
content-Type: /¥
Headers

*1 : WSP 200 OK (OK for the ‘m-notifyresp-ind’ (POST :
WSP layer) message)
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MMS Retrieve (MMS — WAP)

56 6.467933 102.168. 192.168. WTP+WSP WP Reply (0x047: 200 oK (0x20)

1.2 1.1
57 6.719271 |192,168.1.1  192.168.1.2 WTP+WsP WTP Ack
1.1 1.2 wIP+HWSP  WSP Disconnect (0x05) * 1

H No. o Time Source Destinstion Protoonl It

Protocol Sequence
(WSP Disconnect)

58 6.729237 |192.168. 192.168.

*1 : No.57 is Ack for No.56 (WTP Layer). No.58 is WSP
disconnect.
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Part 6: DRM

Discover What's Possible™
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DRM (What 1s DRM?)

* DRM is Digital Rights Management

* The OMA (Open Mobile Alliance) promotes
standardization

* DRM consists of ‘Content’ and a ‘Rights

object’

* A ‘Rights object’ contains information such as
‘times for using’ and ‘term (how may days)

for using’
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DRM (What 1s DRM?)
* There are 3 DRM methods:

— Forward lock
* This DRM contents supports only ‘cannot forward’.

— Combined delivery lock

 Server side replies with ‘content’ and ‘Rights object’ at the same time
to MS in this method. A ‘Rights object’ support ‘can not forward’,
‘times for displaying/playing/executing/printing out’ and ‘How many
days(absolute/relative expression) for displaying/playing/executing
/printing out’.

— Separate delivery lock

* Server side replies with ‘content’ and ‘Rights object’ separately(*1). A
functions of a ‘Rights object’ has is same as ‘Combined delivery lock’.
Available for copying only content(‘Rights object is not allowed to

forward).
(*1) : There are 2 ways for downloading ‘Rights Object’. One is downloading

on the Packet session; the other is downloading on the SMS session (WAP
Push).
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DRM (System Architecture)

Just the contents is different

* System Architecture is the same as for ‘packet’. The
difference is only the contents itself.

* Just by preparing the DRM contents and copying it
to the MD8470A, we can test DRM.

All these parts are available in an
external PC

MD84704 pgiEEEEEEEN EEEEEEEEEEEEEN,

m PC inside of MD8470A4 File path(default contents) g

n can be defined in the IIS [ ]

= RF > Control SW . 3
] € » ontro. or [ ] P DRM sample [ ]
ol WNS L 1S Contents u
: [ ] | |
UE : Welcome to :

EEEEEER MD8470A
Port ‘A’ or Port ‘B
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DRM (Forward Lock)

Hample
Content

» Protocol Sequence for
downloading ‘Forward Lock’
content is same as ‘Packet
communication (HTTP, WAP)’
(Please refer to Partl in detail)

Please confirm downloaded
content is ‘Forward Lock’
content and cannot copy/forward

Impossible to
attach to mail

Impossible to copy
to external memory,

Discover What's Possible™ Slide 143 /‘lnritsu
MD8470A-E-E-1
DRM (Forward Lock)

Protocol Sequence MS NW

Cortt A

TCP Activation
<
GET (HTTP) -
OK (HTTP)

Downloading contents(many times)

r VY Y

Impossible to
attach to mail

TCP de-activation

Impossible to copy D 1
to external memory,
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DRM (Forward Lock)

I ‘ P Actlvatlon & oo | Tme Sourcs Destination Protocal &
1 0.,000000 152.168.1.1 192.168.1.2 TCP 5541 > http [SYN] Seq=0 ACk O W'H’\ 65535 Len
2 0.000078 192.168.1.2 162.168.1.1 TCR s 1 se n=L 3
3 0.2400l6 192.188.1.1 192.168.1.2 TCP
4 0.300411 192.168.1.1 192.168.1.2 HTTR . nae.
et 5 0.472670 192.168.1.2 192.168.1.1 TCP http » 5541 [ACK] Seqg=1 Ack= 290 W'H’\ 16175 L
6 0.774431 192.168.1.2 192.168.1.1 HTTR HTTR/1.1 200 OK ((EX(/h )
71.499508 192.188.1.1 192.168.1.2 TCP
8 22.530009 182.168.1.1 192.168.1.2 HTTP .
9 22.643368 1%2.168.1.2 192.168.1.1 TCP http > 5541 [ACK] Seq 596 Ack= 591 Win=15874
10 22.944742 1862.168.1.2 192.168.1.1 HTTP HTTP/1.1 200 oK ((EX(/h ml)
23.4098515 1.1 1.2 5541 > http [ACK] S 91
1 &
2
37.792006 2
37.792134 2
< >

& Frame 12 (401 bytes on wire, 401 bytes captured)
& Ethernet LI, Src: 00:00:91:04:74:3d, DsT: 00:10:71:00:6d:1S
Internet protocol, src Addr: 102.168.1.1 (192.168.1.1), Dst Addr: 102.168.1.2 (102.168.1.2)
Transmission control Protocel, src Port: 5541 (5541), pst popt: http (80D, Seq: 591, ack: 1702, Len: 307
Hypertext Transfer Protocol
#|[GET http://anritsu.ne.jp/ORM/Forwardlock. dm HTTR/L.1hrn |
X-wap-prof 1 1e: "http://motoroTa. handango. com/phonecont 1g/u702mo/profile/yT0zmo. rdf ™\rn
Host: anritsu.ne. jprin
accapt 1% /arn
accept-charset:shifr_jis, urf-s\rin
accept-Tanguage:ia\rin
user-agent ;MoT-V280,/80. 2F. 2E. MIB/2.2.1 Profile/MIDP-2.0 Configuration/cLoc-1.1vr\n
i

*1 : We can confirm the TCP connection process.

Available for (we can also confirm the .html content access for
playing welcome pages.) In No.12, we can confirm the
access for DRM content and file type is “.dm’.

Impossible to
attach to mail

Impossible to copy
to external memory,
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DRM (Forward Lock)

. Time | Source Destination Protacal &
17 37.318063 192.168.1.1 152.168.1.2 ATTEGET ATp//amitu ne. fp/ban/ForardLock dn
O[< I I I I P 13 37.490731 192.168.1.2 192.168.1.1 TR h(tp > 5541 [A(K] =2q-1702 ack 56 -
1 ] 1 AL B/1 € t
.792134 193.168.1.2 162.168.1.1 o L on ar nanCHITE }gf
16 37.797159 192.168.1.2 192.168.1.1 HTTP  Continuation or non-HTTP fFaffic
17 37.797193 192.168.1.2 162.168.1.1 HTTP  Continuation or non-HTTP traf:
1 1.2

18 38.077565 192.168.1. 192.168. TCP 5541 > http [ACK] Seq=398 Ack=4446 Win=6416 w

>

| Ethernet II, Src: 0 ZH
| Internet Protocol, src addr: . .2 ¢€192.168.1.2), DSt Addr: 162.168.1.1 (162.168.1.1)
| Transmission contral Protocol, src Part: htep (803, DST PorT: 5541 (5541), seq: 1702, ack: 898, Lenm: 1372
| Hypertext Transfer Protocel
& HTTP/L.1 200 OK\r\n
Reguest version: HTTP/L.1
Response Code: 200
server: microsoft-1Is/5.15m\n
X-Powared-By: ASP.NET\F\N
Date: Tue, 28 Jun 2005 06:18:23 GMT\M %k
[content-Type: application/vnd. oma. drm. message\r\n |
ACCEpT-Ranges: ByTes\rn
Last-Modified: Thu, 23 Jun 2005 02:38:16 GMT\rin
ETag: "0dca?8h9c77c5l:as8"\r\n
content-Length: d44302\r\n

i
[Media Type: application/wnd. oma. drm.message (1100 bytes) | 1

*1 : We can confirm the downloading DRM
content. We can also confirm the ‘Content-Type’ is
DRM.

Impossible to
attach to mail

Impossible to copy
to external memory,
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DRM (Forward Lock)

Downloading & ;

Mo,  Time Source Destination Protocol
. . 42 30.537468 102.168. 102.168.1.2 TCP 5541 > hrip [AcK] Seq=BOB Ack=27650 win-64163 Le
43 30.537545 102.168.1. 102.168.1.1 HTTP  Continuation or non-HTTP traffic
e_actl atlon 44 30.537580 102.168.1. 102.168.1.1 HTTP  Continuation or non-HTTP traffic
v 45 30.537602 102.168.1. 102.168.1.1 HTTP  Continuation or non-HTTP traffic
46 30707470 102.168.1. 102.168.1.2 TCP 5541 > hrtp [Ack] S5eq=808 Ack=31746 win=64163 Le
47 30707517 102.168 102.168.1.1 HTTP  Continuation or non-HTTP traffic
48 30.707550 102.168.1. 102.168.1.1 HTTP  Continuation or non-HTTP traffic
Sample 49 39.797575 192.168.1. 192.168.1.1 HTTE  Continuation or non-HTTR traffic
50 39.997464 182.168.1. 192.168.1.2 TCP 5541 > hrtp [Ack] 5eq=898 Ack=34470 win=65535 Le
Cottent 51 39.997524 192.168.1. 102.168.1.1 HTTP  Continuation or Non-HTTR traffic
. .168.1. 192.168.1.1 HTTP  Continuation or non-HTTP traffic
192.168.1.1 HTTP  Continuation or non-HTTP traffic
192.168.1.2 TCP 5541 > hrtp [Ack] 5eq=898 Ack=37214 win=64163 Le
192.168.1.2 TCP 5541 > hrtp [Ack] Seq=898 Ack=41310 win=64163 Le
192,168.1.1 HTTP  continuation or non-HTTP traffic
162.168.1.1 HTTP  continuation or non-HTTP traffic
162.168.1.1 HTTP  continuation or non-HTTP traffic
162.168.1.2 TCP 5541 » hrtp [Ack] Seq=808 Ack=440B4 ﬂd” 4163 Le
102.168.1.2 TP 5541 > http [ack] Seq=508 Ack=442pé Windessis Le
192.168.1.2 TCP 5541 > http [FIN, ACK] 5eq-808 276 win=655
102.168.1.1 TCP http > 5541 [ACK] Seq=46276 Ack in=15567
1.1

192,168, TCP http > 5541 [FIN, ACK] Seq=4627:
5 = SSIL S Prtp [ACK =462

T Frame 64 (94 bytes on wire, 94 bytes captured) E3
Ethernet II, Src: 00:00:91:04:74:3d, Dst: 00:10:71:00:6d:1!

| Internet Protocol, src Addr: 192.168.1.1 (192.168.1.1), Dst addr: 192.168.1.2 (192.168.1.2)
Transmission control Protocol, src Port: 5541 (5541), DSt Port: hrtp (80), Seq: 898, Ack: 46277, Len: O

*1 : We can confirm the downloading DRM
content. After downloading, We can also confirm
the TCP disconnection process.

Impossible to .\~ /4
attach to mail \\% —

Impossible to copy
to external memory, =
&

* : Then please confirm the downloaded content is
‘DRM (Forward Lock)’ by checking the detail
content information.

M5

/nritsu

Discover What's Possible™ ,
seov ' Slide 147
MD8470A-E-E-1

DRM (Combined Delivery Lock)

Hampl
Cortent » Protocol Sequence for

downloading ‘Combined
Delivery Lock’ content is same
as ‘Packet communication(HTTP,
WAP)’ (Please refer to Partl in
detail)

* Please confirm downloaded
content is ‘Combined Delivery
Lock’ content and cannot

: copy/forward and check the limit

folextergal memor{'@ f] Notavailable of ‘How many times’ and “until

oo for playing  when’
after expiration

Impossible to
attach to mail

Impossible to copy
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DRM (Combined Delivery Lock)

PI’O tOCOl S equence MS Protocol Sequence is same as NW

‘Forward Lock method.

Sarmple |
Cortent <

TCP Activation

GET (HTTP)

[

OK (HTTP)

A

Impossible to

attach to mail Downloading contents(many times)

AAA

Impossible to copy

TCP de-activation
to external memo%

4

Not available
for playing
after expiration

Discover What's Possible™ Slide 149 /I n ri tsu
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DRM ( Combmed Delivery Lock)

A

I ‘ P Actlvatlon & . Time Saurce Destination Protocol  Info
10.000000 102.168.1.1 192.168.1.2 TP 5543 > http [Svn] Seq=0 Ack=0 Win=65535 Len=0 Ms
2 0.000050 162.168.1.2 102.168.1.1 TCP http > 5543 [SvN, ACK] Seqe0 Ack=l Win-16464 Len
20.239862 192.168.1.1 192.168.1.2 TCP 5543 > hrtp [ACK] Seq=L Ack=1 win-65535 Len-0
40.300437 102.768.1.1 192.168.1.2 HTTP  GET hrtp://anritsu.ne.ip/ HTTR/L.L
et 50423516 102.168.1.2 102.168.1.1 TCP http > 5543 [acK] Seqel Ack=200 win=16175 Len=0
60.725129 192.168.1.2 192.168.1.1 HTTP  HTTP/L.1 200 oK (text/htm1)
71.499503 192.168.1.1 192.168.1.2 TCP 5543 > http [ack] Seq=290 Ack=896 win=65335 Len=
8 6.870084 102.168.1.1 102.168.1.2 WTTP  GET http://anritsu.ne. jp/DRM/drm.html HTTR/L.1
97.044631 192.168.1.2 192.168.1.1 TP hittp > 5543 [ACK] 5eq-B96 Ack=591 win=15874 Len=
Sa.mple 10 7.346001 192.168.1.2 192.168.1.1 HTTF  HTTR/1.1 200 ok (text/html
11 7.500475 102.168.1.1 102.168.1.2 TCP 5543 > http [ACK] Seq-501 Ack=1702 Win-6553s Len
Content iz
13 13.966710 192.168.1.2 192.168.1.1 TCR  hitp > 5543 [ACK] Seq=1702 Ack=899 win= L3355
13 14.268084 102.168.1.2 102.168.1.1 HTTP  HTTR/1.1 200 ok (application/und. oma.drm 1
15 14.268105 192.168.1.2 192.168.1.1 HTTP  Continuation or non-HTTP traffic

[/l Frame 12 (402 bytes on wire, 402 bytes captured)

@ Ethernet II, src: 00:00:91:04:74:3d, DST: 00:10:71:00:60:1%

Internet Frotocol, src Addr: 192.168.1.1 (1u2.168.1.1), DSt Addr: 192,168.1.7 (192.168.1.2)
Transmission control protocol, Src Port: 5543 (5543), Dst Port: http (80D, Seq: 591, Ack: 1702, Len: 308

Hypertext Transfer protocol

®[GET http://anritsu.ne. ip/DRM/CombinedLock, dn HTTP/L.1\r\n * l
x-wap-profile:"http://motorala. handango. com/phoneconfig/Av70zmo/dr of11e/v702mo. rdf " \rn
HOST: anritsu.ne. jparin
accept r¥/*\r\n
accept-charset:shift_jis, utf-s\rin
accept-Tanguage:jatrin
user-agent:iMoT-va80,/80. 2F. 2E. MIB/2.2.1 Profile/MIDP-2.0 configuration/cLDC-1.1vmn
i

)
Impossible to
attach to mail E>

*1 : We can confirm the TCP connection process.
(we can also confirm the .html content access for
welcome pages.) In No.12, we can confirm the
access for DRM content and file type is “.dm’.

Impossible to copy
to external memo%

Not available
for playing
after expiration
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DRM (Combined Delivery Lock)

No.  Time Source Destination Protocol | Info
12 13.859547 192,168.1.1 192.168.1.2 HTTP  GET hitp://anritsu. ne-]D/DRM/CDmmneuLuck um HTT
1.2 152.168.1.1 TCP  http > 5543 [ack] seq=170; Len

OI< I I I I P 13 13 066710 152,168,
15 14.268105 162

2 TP traff
16 14268125 182.168.1.2 192.168.1.1 HTTP  Continuation or non-HTTP traffic
17 14.268162 102,168.1.2 102.168.1.1 HTTP  continuation or non-HTTP traffic
18 14.559046 192.168.1.1 192.168.1.2 TCP 5543 > hrtp [ACK] Seq=830 Ack=4446 win=64163 Len v

@ Frame 14 (1426 bytes on wire, 1426 bytes captured)
Ethernst II, Src: 00:10:71:00:6d:15, DST: 00:00:01:04:74:3d
Internet Protocol, src Addr: 192.168.1.2 (192, 168 1.2), Dst Addr: 192.168.1.1 (192.148.1.1)
Transmission conmtrol Protocol, src Port: http (80), Dst Port: 5543 (5543), seq: 1702, Ack: 899, Len: 1372
= Hypertext Transfer protocol
® HTTP/L.1 200 oK\

server: Microsoft-IIS/5.1\r\n

X-Pawered-gy: ASP.NET\rn

Date: Tue, 28 Jun 2005 06:20:12 GHT\r'y

]

[Content-Type: appTicationfvnd. oma.drm. message\r\n
Accapt-Ranges: byTes\ryn

Last-modified: Thu, 23 Jun 2005 02:39:36 GMT\r\n
ETag: "0e456cboc77c1:a68 " \r\n

Cantent-Length: 45189\r\n

rn
[MedTa Type: appTicationfvnd. oma. drm.message (1100 bytes) | * 1

Impossible to

attach to mail E>

Impossible to copy
to external memor

*1 : We can confirm the downloading DRM
content. We can also confirm the ‘Content-Type’ is
DRM.

\

Not available
for playing
after expiration MS
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DRM (Combined Delivery Lock)
Downloading & ;

No.. | Time Source Destination Pratocol | Tnfo

HTTP  Continuation or non-HTTP traffic

HTTP  Continuatiaon or non-HTTP Traffic

TCP 5543 > http [ACK] 5eq=899 Ack=31746 Win=64163 Le
HTTP  continuation or non-HTTP traffic

44 16.059056 192.

TCP De-activation iehen i

43 16.315019 102.168.1. HTTP  Continuation or non-HTTP traffic
49 160310042 102.168.1. HTTP  Continuation or non-HTTP traffic
Samnle 50 16.458945 102.168.1. TCP 5543 » http [ACK] Seq-899 Ack=34470 Win=65535 Le
. 51161456007 152.168.1. HTTP  Continuation or non-HTTR traffic
Cortent 52 16.490042 192.168.1. HTTP  Continuation or non-HTTP traffic
OTLEm 53 16.400065 102.168.1. HTTP  Continuation or non-HTTP traffic

TCP 5543 » http [ACK] Seq=899 Ack=37214 Win=64163 Le
TCP 5543 > hrep [Ack] Seq=899 ack=41310 win=64163 Le
Continuation or non-HTTP traffic
HTTP  Continuation or non-HTTP traffic
HTTP  Continuation or non-HTTP traffic
TCP 5543 > http [Ack] Seq=899 ack=44034 win=64163 Le
HTTF  Continuation or non-HTTR traffic
TCP 5543 » hrtp [ACK] Seq=800 Ack=47:
TCP [TCP window Update] 5343 > http
TP 5543 » hrtp [FIN, ACK] 5eq=899
TCR http > 5543 [ack] sSeq=47173 n<k
TP ht(p > 5343 [FIN, AcK] seq-471
K

|[@ Frame 66 (0f bytes on wire, 94 bytes captured)

Ethernet II, Src: 00:00:91:04:7433d, Dst: 00:10:71:00:6d:15

Internet Protocal, Src Addr: 192.168.1.1 (192.168.1.1), DsT Addr: 102.168.1.2 (102.168.1.2)
Transmission Control Protocol, Src Port: 5543 (5543), Dst Port: hitp (80), Seq: 900, Ack: 47174, Len: ©

1
1
1
1
1
1
54 16598010 192.168.1.
55 16.778503 192.168.1.
56 16.778973 192.168.1.
57 16.779007 102.168.1.
1
1
1
1
1
1
1
1

53 16.779031 192.168.1.
59 17.038851 192.168.1.
60 17.038954 192.168.1.
€1 17.278865 102.168.1.
62 17.498881 192.168.1.
63 30.658012 192.168.1.

B L e b S 1 5 0 e
ISRV VRV S
I
I
3

*1 : We can confirm the downloading DRM
content. After downloading, We can also confirm
the TCP disconnection process.

Impossible to
attach to mail E>

Impossible to copy
to external memor

* : Then please confirm the downloaded content is
‘DRM (Combined Delivery Lock)’ by checking the
detail content information (please check ‘how many
times for playing’, etc).

\

Not available
for playing
after expiration

Discover What's Possible™
MD8470A-E-E-1
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DRM (Separate Delivery Lock)

Satnple
Cortent

* Protocol Sequence for downloading
‘Separete Delivery Lock’ content is
same as ‘Packet communication(HTTP,
WAP)’ (Please refer to Partl in detail)
Please confirm 2 access(downloading),
one is for ‘downloading content’, the

* Please confirm downloaded content is

Rights ‘Separate Delivery Lock’ content and
=0 can not copy/forward and check the
HTTP download WAP Push limit of ‘How many times’ and “until

when’. And please confirm that you can

el E T copy the content, but cannot copy the
laying ‘Rights Object’.

Not available
for playing
after expiration

Impossible to

 poiEEEE.

attach to mail @ i{_‘)-' i}b

i s B
Impossible to copy

to external memory. \\ MS

Discover What's Possible™
MD8470A-E-E-1

/nritsu

Slide 153

other is for ‘downloading Rights object’.

DRM (Separate Delivery Lock)

Protocol Sequence MS NW
Sample < >
Cortent P TCP Activation
= GET (HTTP)
< OK (HTTP)
< Downloading contents(many times)
<
‘ . .
TCP de-activation R
Rights ¢ . . v
=) P TCP Activation g
HTTP dowlload WAP Push GET (HTTP)
OK (HTTP)
Impossible to o vailable fo “ . . .
attach to mail {5 - Downloading ‘Rights Object’
. - Not available P TCP de-activation
Impossible to copy @ i — <
to external memory. \\ MS after expiration < »
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DRM (Separate Delivery Lock)

TCP Activation &
Get (HTTP)

Sample
Content

Impossible to
attach to mail

Impossible to copy
to external memory.

No .  Time Source Destination Protocl | Tnfo

1 0.000000 192.168.1.1 152.168.1.2 TCP 5549 > hrtp [svn] Seq=0 Ack=0 win=65335 Len=0 ms

2 0.000054 102.168.1.2 182.168.1.1 TCP  hTtp > 5548 [SYW, ACK] quso ack=1 win-16484 Len

3 0.239980 192.168.1.1 162.168.1.2 TCP 5548 > http [ACK] szq =1 Ack=: 1 Wm 65535 Len-0 g
4 0.300400 102.168.1.1 152.168.1.2 HTTP  GET http://anritsu.ne. p/ TRAL.

5 0.408330 102.168.1.2 162.168.1.1 TCP http > 5548 [ACK] seq EAEHREY wm 16175 Len-0

6 0.700925 192.168.1.2 152.168.1.1 HTTP  HTTR/1.1 200 ok (text/html)

71.495004 102.168.1.1 152.168.1.2 TcP SSAB > http [ACK] 5eq=200 Ack=896 Win=65535 Len=

8 5.860075 102.168.1.1 102.168.1.2 HTTP T http://anritsu. ne. jp/oRM/drm, html HTTR/L. 1

9 6.026240 192.168.1.2 152.168.1.1 TCP http > 5545 [ack] seqs! E% Ack=551 win=15874 Len=
10 6.327604 102.168.1.2 182.168.1.1 HTTP  HTTR/1.1 200 OK (text/htm1)
11 7.039548 102.168.1.1 102.168.1.2 TCP 5540 > http [ACK] S2q-501 Ack-1702 Win-65535 Len
13 10.841598 102.168.1.2 152.168.1.1 TCP  hTtp > 5548 [ACK] Seq=1702 ACk=900 Win-15565 Len
14 11.142972 192.168.1.2 162.168.1.1 HTTE  HTTR/1.1 200 0k (application/ynd.oma. drmgeontent
15 11.143011 192.168.1.2 182.168.1.1 HTTF  Continuation ar non-HTTR traffic T v

@ Frame 12 (403 bytes on wire, 403 bytes captured)

® Ethernet IT, Src: 00:00:91:04:74:3d, Dst: 00:10371:00:6d:15

® Internet protocol, Src Addr: 102.168.1.1 (1562.168.1.1), DSt Addr: 102.168.1.2 ¢102.168.1.2)

@ Transmission Comtrol Protocol, Src Port: 5549 (55493, Dst F‘Drt'}ﬁ (B0), Seq: 591, Ack: 1702, Len: 30%
1

GMECoAT15/v702mo,/Profile/v702mo. ref " \ryn
Host: anritsu.ne.jp\rin
accapt 1%
accept-charset:shift_jis, utf-8\rin

accapt-language: ja\rin

user -agent :MOT-v980,/80. 2F. 2E. MIB/2.2.1 Profile/MIDP-2.0 Configuration/cLoc-1.1\r\n

*1 : We can confirm the TCP connection process.
(we can also confirm the .html content access for
welcome pages.) In No.12, we can confirm the
access for DRM content and file type is “.dcf’.

Not available
for playing
after expiration

Discover What's Possible™
MD8470A-E-E-1
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DRM (Separate Delivery Lock)

OK (HTTP)

Sample
Content

- Time Source Destination Protacol lmu &
12 10.650777 192.168.1. 102.168.1.2 HTTP T http://anritsu. ne. ]P/DRM/SEpar‘ateLuck dc*r HT
13 10.841598 162.16 157.168 TP ht(p > 5549 [ack] sex en

.143011 192.1868.1. 102.168.1.1 contmuatwn or non-HTTP traffic
16 11.143035 192.1868. .2 152.168.1.1 HTTP  Continuation or non-HTTP traFch %k
17 11.143070 192.1868. 192.168.1.1 HTTP  Continuation or non-HTTP traffi
18 11.450268 192.168.1. 1 102.168.1.2 TCP 5540 > hrrp [ack] seq=900 Rekodd46 win-64163 Len e

@ Frame 14 (1426 bytes on wire, 1426 bytas captured)

thernet 11, src: 00:10:71:00:6d:15, Dst: 00:00:51:04:74:3d

nternet protocol, Src adde: 102.168.1.2 (192.168.1.2), DSt Addr: 102.168.1.1 (102.168.1.1)
ransmission Control Protocol, Src Part: http ¢80}, Dst Port: 5549 (5549), Seq: 1702, Ack: 900, Len: 1372
pertext Transfer protocol

TTP/L.1 200 okN\r\n

Sserver: Microsoft-IIS/5.1\rin

X-Pawered-By: ASP.NET\r\n

Date: Tue, 28 Jun 2005 07:39:22 GMT\F

Content-Type: application/vnd.oma.drm. content\r\n\ >k

AcCEpT-Ranges: byteswrin

Last-modiFiad: Thu, 22 Jun 2005 02:40:32 GMT\F\n

ETag: "0d0b7ecsc77c51:adE \rn

content-Langth: 44499\r\n

\n
[madia Type: application/vnd.oma.drm.content (1100 bytes)] 1

*1 : We can confirm the downloading DRM

R content. We can also confirm the ‘Content-Type’ is

DRM.

HTTP download, jeceal WAPPush

Impossible to
attach to mail

Impossible to copy
to external memory.

Not available
for playing
after expiration

Discover What's Possible™
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DRM (Se
Downloading &

TCP De-activation

Sample
Content

WAP'P

Impossible to
attach to mail

Not av:

Impossible to copy for pl

to external memory.

Rights
=)

parate Delivery Lock)

No.  Time Source Destination Frotoeol | Info &
4413 182.168.1.2 1 HTTP  Continuation or non-HTTP traffic
a5 1 152.168.1.2 1 HTTP  Continuation or non-HTTP traffic
46 1. 152.168.1.2 1 HTTP  Continuation or non-HTTP traffic
47 1. 192.168.1.1 H TCP 5540 > http [ACK] 52q-800 Ack-. 31746 Win=64163 Le
48 1. 182.168.1.2 1 HTTP  Continuation or non-HTTP tra
49 13.519241 192.168.1.2 1 HTTP  Continuation or nom-TTP traFFic
50 13.510263 162.168.1.2 1 HTTP  Continuation or non-HTTP traffic
§113.819114 182.168.1.1 .2 TCP 5549 > http [ACK] Seq=900 Ack ssaaz Win=64163 Le
52 13.819100 192,168.1.2 .1 HTTP  Continuation or non-HTTP tr
53 13.816227 152.168.1.2 1 NTTE  Comtinuation or nan—TTe traFFic
54 13,919248 192,168.1.2 .1 HTTP  Continuation or non-HTTP traffic
55 14.039100 152.168.1.1 .z TCP 5549 > hrtp [Ack] Seq=800 Ack=38566 win=65535 La
56 14,039153 192.168.1.2 .1 HTTP  Continuation or non-HTTP tra
57 14.030188 162.168.1.2 1 HTTP _ Continuation or non-HTTP traffic
58 14.030211 182.168.1.2 1 HTTP  Continuation or non-HTTP traffic
50 14,139001 192.168.1.1 .2 TP 549 > http [ACK] 5eq=800 Ack
60 14.350081 162.168.1.1 .z TCP 5549 » hrtp [Ack]
61 15.039031 102.168.1.1 .2 TCP 5540 » hrtp [Ack]
62 25.378380 152.168.1.1 .z TCP 5540 > hrtp [FIN,
63 25.378429 162.168.1.2 .1 TP http » 5549 [Ack]
64 25.378647 152.168.1.2 1 TP hrtp > 5540 [FIN,
2 1 H 5540 > http [RST,

.168.

nttp

Frame 66 (94 bytes on wire, 94 bytes captured)
Ethernet IT, Src: 00:00:91:04:74:3d, DST: 00:10:71:00:6d:15
Internet Protocol, src addr: 102.168.1.1 (192.168.1.1), DSt Addr: 102.168.1.2 (102.168.1.2

Transmission cantrol Protocol, src Fort: 5549 (5549), bst Port: hrtp (80), Seq: 901, Ack:

)
46474, Len:

*1 : We can confirm the downloading DRM
content. After downloading, we can also confirm

sh the TCP disconnection process.

* . Then please confirm the downloaded content
can not open, because there is no ‘Rights object’

ailable
aying

after expiration
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DRM (Separate Delivery Lock)

TCP Activation &
Get (HTTP)

Sample
Content

HTTP downloead

|

:L

WAP'P

Impossible to

attach to mail @ i ﬁ

Rights
=)

laying

Time Source Destination Frotacal A
65 25.658352 102.168.1.1 .168.1.2 TCP 5540 > http [RST, ACK] Seq=001 Ack=46473 wm 155
66 25.718343 192.168.1.1 .168.1.2 TCP 5542 > htrp [RST, 6474 win=155
67 45037111 162.168.1.1 .168.1.2 TP 5350 > hrrp [svn] 5535 Lanco ns
68 45.037104 102.168.1.2 168.1.1 TP http > ssso [=vn, ck=1 win=16464 Len
69 45.277087 192.168.1.1 .168.1.2 TCP 5550 > http [ACK] Seq-l Ack=1 win-65535 Len-0
70 45.337547 162.168.1.1 .168.1.2 HTTP  GET http //rwghts i55uer. com/content HTTR/L.1
71 45.452010 102.168.1.2 .168.1.1 TcP  http > 5550 [ACK] Seq=1 Ack=205 win=16160 Len=0
72 45.753352 192.168.1.2 .168.1.1 HTTP  HTTP/L.1 302 Ohjact g (text /htnl)

73 46317453 162.168.1.1 .168.1.2 HTTP  GET hrtp://rights-issuer.com/content/ HITR/1.1
74 46.455211 102.168.1.2 .168.1.1 TcP  http > 5550 [ACK] Seq=304_Ack=610 win=15855 Len=
75 46.756923 102.168.1.2 .168.1.1 HTTP  HTTP/1.1 200 OK (text/html)

76 4

78
79

55,
55.

584314
885709

.168.1.2
192.168.1.2

.168.1.1
192.168.1.1

http > 5550 [ACK] Se

20 6 i
HTTR/1.1 200 ok (application/vnd.oma. dr TS+

3

316

@ Frame 77 (410 bytes on wire
Ethernet 1T, Src: 00:00:91:04:74:3d, Dst: 00:10:7:
Internet protocol, Src Addr. 192.168.1.1 (192.168. 1) Di( Addr
Transmission Control Protocal, Src Rort: 5550 (55500, Dst Port:
Hypertext Transfer Protocol .
‘.fgﬁ http://rights-issuer.com/content/Separate. dr HTTR/L hrwnfi™

x-wap-profile: "MtEp: //motorala. handango. com/phonecont g,/ 702ma,/Pr:

Host: rights—issuer. com\rin

accept e rn

accept-charset:shift jis, urf-gy\n

accept-Tanguage:

user -agent :MoT- A0rR0. 20, 26

A

410 bytes captured)

162.168.1.2 (192.168.1.2)
http €80), Seq: 610, Ack: 1020, Len:

lfﬂe/wozrm. reFn

wmig/2.2.1 profile/mIor-2.0 configuration/cLoc-1.14r\n

*1 : We can confirm the TCP connection process.
(we can also confirm the .html content access for
welcome pages.) In No.77, we can confirm the
access for DRM Rights object and file type is ‘.dr’

ush

Available fo

Not available
Impossible to copy for playing
to external memory. M5 after expiration
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79




DRM (Separate Delivery Lock)

Time Source Destination Protocol  bfo

HTTP  GET http.//rwghts “issuer.com/content/ HTTR/1.1

TCP http > 5550 [ACK] Seq=304 Ack=610 win=15835 Len=

HTTP  HTTP/L.1 200 ok (text/html)

TCP 5550 > http [ACK] Seq=610 Ack=1020 win=65335 Len

HTTP  GET http'//r‘W'ghts—iSSuEr‘.(Dm/tuntent/separ‘ate.dr
ht ] i

73 46.317483 192.
74 46.455211 192,
75 46.756923 192,
76 47.536968 192.
77 55.416918 192.

Impossible to copy e
to external memory. \\ MS

5550 > http [FIN, ACK] seq 825 Ackdd2ys win-6553 v

1
81 64.875832 192.

[ Frame 79 (1260 hytes on wire, 1260 bytes captured) T
® Ethernet 11, src: 00:10:71:00:60:15, DST: 00:00:91:04:74:3d
[ Internet Protocol, Src Addr: 102,168.1.2 (L92.168.1.2), Dst Addr: 192.168&1.1 (192.168.1.1)
@ Transmission Cantrol Protocal, src Port: http (80D, DST Port: 5550 (5550), Seq: 1020, Ack: 926, Lem: 1215
= Hypertext Transfer protocol
® HTTP/L.1 200 0KkN\N
server: Microsoft-IIs/s.1\r\n
>-powered-By: ASP.NETAr\N
Date: Tue, 28 Jun 2005 07:40:07 GMT\r
[content-Type: appTicat fon/ynd. oma. drm. mghcs+xm1\r\n ] %
CastmodiFied: Tue, 28 Jun 2005 05:50:15 GUT\F\n

ETag: "60281747a57hc51:a68"\r\n
Content-Length: 841\rin

n
[MedTa Type: application/vnd. oma. drm.rightseml (941 bytes) | sk 1

*1 : We can confirm the downloading DRM Rights
object. We can also confirm the ‘Content-Type’ is
‘Rightst+xml’. Rights object is small enough for
downloading at once, so there is no more packet in

the trace log.
Impossible to
attach to mail

Not available
for playing
after expiration
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DRM (Separate Delivery Lock)

77 55.416018 192. HTTP  GET http://rights-issuer.com/cantent /Separate. dr
75 55584314 192. TP http > 5550 [Ack] Seq=1020 Ack=926 win=13535 Len
79 55.885709 192, HTTP__ HTTR/1.1 200 Ok (applicationvnd.oma.drm. rights+
80 56, 536301 192.

TCP De-activation |

235 wWin=65535 Len

TCP 5550 » http [ACK] Seq=926 Ack=2

TCR 5550 > http [FIN, ACK] Seq=926 [ack=2235 Win=6553

81 64.875832 192.
82 64.875808 102.
83 64876044 192,
E

TP http > 5550 [ack] seq=2235 ack
bttp » 5550 [FIn, ACK] seg=2239
5550 > http [RST, Ack]
BEN0 > Rttp [RST, ACK.

wekeob7 win-1553

027, mi-lssza Len

rame 85 (94 bytes on wire, 94 bytes caprured)
thernet IT, Src: 00:00:01:04:74:3d, Dst: 00:10:71:00:6d:15
nternet Protocol, Sre Addr: 192,168.1.1 (192.168.1.1), DSt Addr: 192.168.1.2 (192.168.1.2)

® Transmission control Protocal, sre Port: 5550 (55500, Dst Port: http (80), seq: 927, Ack: 2238, Len: 0

*1 : We can confirm the TCP disconnection process,
after Rights object downloading.

*: Then please confirm the downloaded content is

; ‘DRM (Separate Delivery Lock)’ by checking the
Rights . . ) . .

detail content information (please check ‘how may

times for playing’, etc). And please confirm you

can copy the content (but you cannot copy the

‘Rights object’.).

Impossible to
attach to mail

Not available
for playing
after expiration
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ANRITSU CORPORATION

1800 Onna, Atsugi-shi, Kanagawa, 243-8555 Japan
Phone: +81-46-223-1111

Fax: +81-46-296-1264

e US.A.

ANRITSU COMPANY

TX OFFICE SALES AND SERVICE

1155 East Collins Blvd., Richardson, TX 75081, U.S.A.
Toll Free: 1-800-ANRITSU (267-4878)

Phone: +1-972-644-1777

Fax: +1-972-644-3416

e Canada

ANRITSU ELECTRONICS LTD.

700 Silver Seven Road, Suite 120, Kanata,

ON K2V 1C3, Canada

Phone: +1-613-591-2003

Fax: +1-613-591-1006

® Brasil R

ANRITSU ELETRONICA LTDA.

Praca Amadeu Amaral, 27 - 1 andar

01327-010 - Paraiso, Sao Paulo, Brazil

Phone: +55-11-3283-2511

Fax: +55-11-3886940

e U.K.

ANRITSU LTD.

200 Capability Green, Luton, Bedfordshire LU1 3LU, U.K.
Phone: +44-1582-433280

Fax: +44-1582-731303

o Germany

ANRITSU GmbH

Grafenberger Allee 54-56, 40237 Dusseldorf, Germany
Phone: +49-211-96855-0

Fax: +49-211-96855-55

® France

ANRITSU S.A.

9, Avenue du Québec Z.A. de Courtabeeuf 91951 Les
Ulis Cedex, France

Phone: +33-1-60-92-15-50

Fax: +33-1-64-46-10-65

o ltaly

ANRITSU S.p.A.

Via Elio Vittorini, 129, 00144 Roma EUR, ltaly
Phone: +39-06-509-9711

Fax: +39-06-502-2425

® Sweden

ANRITSU AB

Borgafjordsgatan 13 164 40 Kista, Sweden
Phone: +46-853470700

Fax: +46-853470730

e Finland

ANRITSU AB

Teknobulevardi 3-5, FI-01530 Vantaa, Finland
Phone: +358-9-4355-220

Fax: +358-9-4355-2250

® Denmark

Anritsu AB Danmark

Korskildelund 6 DK - 2670 Greve, Denmark
Phone: +45-36915035

Fax: +45-43909371

® Singapore

ANRITSU PTE LTD.

10, Hoe Chiang Road #07-01/02, Keppel Towers,
Singapore 089315

Phone: +65-6282-2400

Fax: +65-6282-2533

® Hong Kong

ANRITSU COMPANY LTD.

Suite 923, 9/F., Chinachem Golden Plaza, 77 Mody
Road, Tsimshatsui East, Kowloon, Hong Kong, China
Phone: +852-2301-4980

Fax: +852-2301-3545

e P. R. China

ANRITSU COMPANY LTD.

Beijing Representative Office

Room 1515, Beijing Fortune Building, No. 5 North
Road, the East 3rd Ring Road, Chao-Yang District
Beijing 100004, P.R. China

Phone: +86-10-6590-9230

e Korea

ANRITSU CORPORATION

8F Hyun Juk Bldg. 832-41, Yeoksam-dong,
Kangnam-ku, Seoul, 135-080, Korea

Phone: +82-2-553-6603

Fax: +82-2-553-6604

® Australia

ANRITSU PTY LTD.

Unit 3/170 Forster Road Mt. Waverley, Victoria, 3149,
Australia

Phone: +61-3-9558-8177

Fax: +61-3-9558-8255

® Taiwan

ANRITSU COMPANY INC.

7F, No. 316, Sec. 1, NeiHu Rd., Taipei, Taiwan
Phone: +886-2-8751-1816

Fax: +886-2-8751-1817
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